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Introduction

 HIPAA EarlyView™ Version 1.0 is a self-
administered tool that will assist an
organization in assessing its readiness to
comply with the proposed HIPAA Security
Regulations.

 HIPAA EarlyView™ can be used by:
— Health plans
— Healthcare providers
— Clearinghouses
— Public Agencies
— Vendors



Development of HIPAA EarlyView//

NCHICA is a 501(c)(3) nonprofit

Members established HIPAA Implementation
Planning Task Force in 1999

Conceived by NCHICA HIPAA Data Security
Work Group (providers, payer, state government,
law firm, IT vendors, etc.)

Developed over three months

521 questions track proposed Security Rule In
seqguence of iImplementation requirements /
options



NCHICA HIPAA Implementation Planning

Task Force
Co-chair: Harry Reynolds, BCBSNC
Co-chair: David Kirby, DUMC

Transactions, Codes &
Identifiers

Co-chair: Stacey Barber, EDS
Co-chair: Pete DiPietro, BCBSNC
Co-chair: Roger McKinney,
Carolinas Healthcare System

Security

Co-chair: Mike Serozi,
BCBSNC
Co-chair: Rosemary Abell,
Keane, Inc.

Privacy
Co-chair: Carmen Hooker Buell,
Quintiles
Co-chair: Jean Foster,
PCMH

Co-chair: Barb Garlock,
Health Data Institute

Awareness, Education, &

Training

Co-chair, Stephen Wagner,
NC MGMA

Co-chair, Linda Goodwin,

DUHS
Co-chair, Gail Taylor,

BCBSNC

BCBSNC

Interoperability
Co-chair: Mike Serozi,

Co-chair: Susan Haeseler
Raytheon Corporation

Data Security

Co-chair: Rosemary Abell,
Keane, Inc.
Co-chair: Susan Brown Ward
NC DHHS MH/DD/SAS




Organizations Included:

Advisory Consulting Services

Blue Cross & Blue Shield of North Carolina
Cii Assoclates

CertSite

Data Dimensions, Inc.

Duke University Health System

Future HealthCare

Interpath Communications



Organizations Included: cont)

Keane

NC DHHS - DIRM

NC DHHS DMA (Medicaid)

NC DHHS - DMH/DD/SAS

Presideo

UNC-Charlotte

WakeMed

Womble Carlyle Sandridge & Rice PLLC




Construction of Questions

Teams assigned to develop questions
according to 5 sections of proposed rule

10 readers commented on guestions

Work Group met to review comments
and revise questions

eam reached consensus on questions,
their potential meaning and relevance to
proposed implementation




Uses of HIPAA EarlyView/7

Staff education
Gap analysis
— Inadeqguate or missing policies

— Previously unidentified vulnerabilities

Due diligence documentation

Budget planning



Critical Self-assessment

NOTE: Legal counsel should be
consulted prior to deployment as data
collected by HIPAA EarlyView™ may
be subject to discovery proceedings or
considered a public record.
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License Agreement (per site)

B Licenze Agreement

License Agreement

HIP &4, Earlyiewe Th i‘
COPYRIGHT ! LICEMSE MWWARRANMTY DISCLAIMER
MCHICA HIPAL Earlyiew ™ HIPAL Security Proposed Regulation Self-Evaluation Tool ["HIPAL Earlyiew™" ar the
"Software"] Copyright & 2000 by the Morth Caroling Healthcare Information & Communications Alliance, Inc., Suite 200 Cape
Fear Building, 3200 Chapel HillNelzon Blvd., PO Box 13045, Research Triangle Park, Morth Caroling 27703-3048 ["MCHICA".
All righits reserved.
The Licensee should carefully read the follovwing terms and conditions before using HIPAL Earlyiew™ . Your use of HIPAA
Earlyiew™ indicates your acceptance of thiz license agreement and warranty disclaimer ["Agreement"].

License

a) In consideration of a licenzing fee as having been paid, NCHICA, Licensor, hereby grants a site-wide, nortransferable,
nnnexcluswe EIEI ':.:'ear licensze, Wrthnut rlght of sublicenze (the "Llcense"j tn:u Lze HIPA.H-. EEIH':.-"‘-\.-"IEWT” descrlbed in Exhikit &,




Main Menu

HIPAA EarlyView "

Start New Questionnaire

[Emmmm————

Update Existing Questionnaire

Run Reports
About HIPAA EarlyView(TM)

Exit

NCHICA

Copyright€ 2000 NCHICA All Rightz Rezerved



Start a New Questionnaire

HIPAA EarlyView

B3 Start Mew

Start New HIPAA Questionnaire

Enter Mew Cluestionnaire MNarme:

| Exit

NCHICA

Copynght@ 2000 HCHICA All Rightz Reserved




Start a New Questionnaire

E3 Start Hew

Start New HIPAA Questionnaire

Enter Mew Cluestionnaire MName:

Isampleﬂ

0k, | Cancel |

| Ewis



Enter Contact Data

B Contact Information Form

HIPAA Security Questionnaire Contact Data

Department Mame S-'EIFI"IFI|E1

Organization |
Diivizion |
Cozt Center |
Froject Lead |
Title | StartDate| W/DIYY
Addrezz1 | Due Date | MIDIFY
Addrezz2 | Fau:ilitatu:ur|
City | Title |
State Zip | F. Phone |
Fhone | Fax | F. E-Mail|
E-tail | Senal # |

Copytight © 2000 Horth Carolina Healthcare Information and Communications Alliance, Inc. All Rights Reserved

Save and Cloze Farm HIP&L Cuestionnaine




Enter Contact Data

B Contact Information Form

HIPAA Security Questionnaire Contact Data

Department Name (EETey B le

Organization |[]rg

Diivizion ||:]i-.,.-

Cozt Center |CC

Froject Lead |F'r|:|_i Lead
Title [Title
Addresz] |,.&,|:||:|r1

Start D1ate |1 .00 MIDYY
[Due Date |1 253100

MIDrT
Address2 [Addr2 Faciltator |F acilitator
City |Cit3,r Title |Tit|e
State [ST | Zip [99959-9503 F. Phane [(559) 999-5599 Ext.
Phene {(993) 999-5999 Ext. Fax |(999) 999-9999 F.E-Mail [facilitaton@sampel. com

E-tail |emai|@samp|e.cnm

Serial # |1 234|

Copyright 2 2000 Horth Carolina Healthcare Information and Communications Alliance, Inc. All Rights Reserved

Save and Cloze Farm HIP &8 Questionnaire




Update Questionnaire Menu

B3 Update Existing

Update Existing HIPPA Questionnaire
for sample1

| Continue thiz Questionnaire

Update Contact Information
| Return to Main Menu

Copyright® 2000 HCHICA All Rightz Beserved




Security Questions

y Questionnaire]

File Edit ‘iew Insert Format Records Tools ‘Window Help

M-H"any ® 4% %E Ba- o
HIPAA $ecur|ty Quesnonnalre

HIF designed to be used to capture all reguired

Question - [uestionnaire Mame: samplel

Has an external entity or group performed a technical evaluation for BOTH your information systems AHD network
design for compliance with security standards?

Camnnents:

Refer Ta:

Document Marme:

Angwer (0 ez 0 Mo 0 NAA & _Llnanswered: Due Diligence Demonstrated: [~

[Doc Type: j Document Location: |

Penodically Reviewed? - Mext Review Date (MDD YY)

Contact Phone: |

Poirt of Contact:

Contact Title:

Contact Fis:

Answer Date (MDA Feaddress Requirement: —

Contact E-Mail |

Copyright £ 2000 Horth Carolina Healtheare Information and Communications Alliance, Inc. All Rights Reserved

Save and goto next question Save Becord Sawe/E it

Enter the desired guestion number below: to GOTO that guestion.

Record: 14 1M of 521

Form view



Security Questions

ed to be used tao capture all required

Question - Guestionnaire Mame: samplel

Has an external entity or group performed a technical evaluation for BOTH your information systems AHD network
de=sign for compliance with security standards ?

Anawer (¢ ez 0 Mo & MNAA  Unanswered Due Diligence Demonstrated: [~

Comments: |evaluation done by test org - june 1999

Fiefer To: |

Diacument M ame: |tech eval

Doc Type: |Paper j Document Location: |
Perindically Beviewed? ko - Mext Review D ate (MDD Y |
Pairit of Contact; |ru1r_ Contact Contact Phone: |{999} §999-95949 Ext. 1234
Contact Titls: |b|:|55 Contact E-Mail |bnss@sample_cum

Contact FAX: ||:999;| 999-3999
Anzwer Date [MADA): | Biaian - Readdress Requirement:: r E




Report Menu

B9 Aun Report E

Run Reports for sample1

Repart :
: by HIP

b azter Question Listing by Implementation
b azter Questions and Anzwers

b azter Questions Referred To

Questions Anzwered with "MNAA"
Questions Anzwered with Mo

Questions Anzwered with ez
[Questions to Readdress -

NCHICA

right2 2000 HCHICA All Rightz Beserved




Report Example

Answers by HIPAA Table

250

300

230

200

1350

100

Marmber of B rewers by HIFS L, Table

Al

ANSWE R KEY
1. Yes
[2. Ho
3. MA

0

L E C o E
o 20 0 0 0 0
E 11 0 0 0 0
o3 g 0 0 0 0
o4 218 80 28 28 18

. Uranswvered

Monday, June 17, 2000

Copyight 2000 NCHICA, Al Rights Reserwed

sanplel



Report Example

Questions answered with "NO" samplel

HIPAA Table A

HIPAA Bequirement Certification

HIPAA Implementation | |

Guestion Humber Detailed GQuestion Refer To: Contact Contact Phone

2 Dioes wour organization have an intermal andit Sumn Reference
gronp that perforos technical evaluations for
BOTH inforrnation syete s AND network design
for corapliance with security standards?



Report Example

Question Listing by HIPAA Requirement and Implementation

HIPAL Requiranent Certification

HIFAA I mpl ementation | |

Cuestion Nurmber Datailed Guestion

1 Has ar exte mal evdin o gronap pedf arred 4 techi 4l evaation for BO THpox forrretion gecternes SHD nebaods & signfor conplistuce
wwith senm iy statudarde

2 Droes yonx organdmation hawee an derral sadi gpoap thet perf arere teckize 4l evabiations for B O TH kdonnation oestere SHT retarord
designfar corplirwe with e ity stardards?

3 Droes yonX organimation thakidain 4 te chirical evaiation history for B O TH ddommation sestetre SHD re o

4 Droes yonx organimation Te quire that BO TH forrration gecterne SHD nebaodis are reviomed after are a dditions or sigpdficard muodificatioees
to design?

5 Droes yonx orgahizmation doomrerit all steps takieh to ehame atd waia b secr iy comp Lavwe ¥

HIPAA Requirament Chain of trust

HIFAA Irplermentation

Guestion Humber Datailed Cuestion

& Droes yonx organimation Te quure that 4 chain of st partrer agresrnert be cigued with all thid parties fhat proce sc protected ke atth
o ormation
T Droes yonx organization explic dby state Tequierterts for ernming cordident iality and ity o data i ary cha b of st agresverde?
S Droes yonX organdmation explic kb state requierterds for arailabilify of dafa in all chaih of toast ggpesrrend?
a Droes yonxr oTganimation makitain the right to sndi the seorbereanme s of thid parties o process protected healh ddomration ?

Monday, June 12, 2000 Copyight 2000 MCHICA, Al Rights Reserved Page 1 of54



System Requirements

Microsofte Access® 97, Version 7 SR2
Pentiumell with 32-64 megabytes RAM
FreeZip or WinZip

Not supported but FAQs on Web site




Assoclated Developments

IBM Healthcare Group
Raytheon
Xcare and Boundary Information Group

Others ?7?



IBM’s Enhancements

Reduced and revised question set - 125
Standardized terminology
Emphasized regulatory consistency

Recommended methodology that captures
enterprise-wide variation

Leveraged in IBM’s Fast Track HIPAA
assessment

Shared to support standard HIPAA tools



Raytheon Risk Management System

e Step 1: Survey Module
— Incorporates HIPAA EarlyView™ dataset

« Step 2: Analysis Module
— Reviews survey for risk
— Graphically displays risk assessment results
— ldentifies and weighs alternative courses of action
— Manages implementation of selected actions
— Permits “what if” analysis

* Step 3: Reports
— Risk Assessment — Loss Expectancy

— Risk Management — Compliance
— Risk Relationship Cross-reference



Xcare
Boundary Information Group (BIG)

* Quick Start Assessment template that categorizes,
prioritizes and maps to 80 compliance
requirements

« ASP-based tool that has preloaded the Quick Start
Assessment template and complete HIPAA
EarlyView™ tool

— manage risk exposure (assign resources and create
mitigation strategies)
— monitor compliance efforts (continuous reporting).



HIPAA EarlyView"

{arget your weaknesses with this powerful ®self-evaluation tool

Avallable as Zipped file download on
the NCHICA secure Web site

www.nchica.org



Thank you !

Questions ?7??



