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SAFE.
Impetus for SAFE.....

Signatures and Authentication For Everyone

= Revolution in life sciences and medical technology:
— Changing the way we live
— EXxpensive

» Need to improve safety, quality, development time of medicines
to patients:

— Paper costs: 40% of R&D costs; 33% all healthcare costs
— Increasingly complex industry
— Wall Street’s imperative: reduce cost structure

= Need to improve efficiencies, reduce costs, and allocate
resources better — eliminate paper costs:

 Shift to eClinical
« eRegulatory processes
» eHealthcare, e.g., UK, France, US
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SAFE.

The Vision. .

Signatures and Authentication For Everyone

- What would the world be like if we could conduct
— business electronically with the same certainty of paper?

- What would our business processes be like if we could

Eliminate wet signatures?

Digitally sign documents the same way we do paper?
Trust people’s identities without ever meeting them?
Eliminate multiple passwords, passcards?
Interoperate regardless of technology or vendor?

» How much faster? How much more productive?

» How much more accurate? How much more profitable?
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KEE‘ Barriers to Adoption of Digital
—  Signatures/Processes by Bio-Pharma
- ldentity Management and Authentication
- Regulatory
- Legal Enforceability
- Risk Management
- Change Management

= Privacy, Security

= Interoperability
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SAFE. Industry Collaboration: Signatures and
Authentication for Everyone: May 2005

Signatures and Authentication For Everyone

SAFE is the only global standard
for the healthcare community
that enables trusted, secure, legally enforceable
paperless business and clinical transactions.
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SAFE. _
What is SAFE?

SAFE enables trusted, secure, legally enforceable
paperless business and clinical transactions.

- A single common digital credential:
— For ID management
— For digital signatures

- Basis: _—g

— Hardware -- smart card or USB fob
« 2-Factor security

— Closed user community ‘ o3 YEA},I

— Bound by contracts

— That manage risk

— That bridge local and regional differences in digital
signature laws

— Provide interoperability
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SAFE. _
SAFE & Regulatory Requirements

- Complies with 21CFR11 & other predicate rules

- Meets OMB, NIST and EAP Level 4 criteria for
eGovernment and e-Authentication

- EMEA - Evaluated SAFE — meets EMEA requirements
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SAFE.
SAFE Standard Legal Structure

- Uniform obligations/protections:
- Safekeeping of credentials
- Record-keeping
- Accuracy of registration data
- Timely revocation

- Global legal enforceability

- Risk Management Approach

- Arbitration vs. lawsuit
- Damages capped
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SAFE.
X/ SAFE Features

- Global Trust network

— Face toface ID
— High assurance that the other end is who they say they are
— Community of users

= Signature verified at the time of signing &
authentication

~ SAFE CA Bridge allows interoperability

= Certification of products and applications
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SAFE.

Signatures and Authentication For Everyone

BioPharma Members

Government Agencies

The SAFE Community
Participants

Abbott Labs

AstraZeneca — Founder
Bristol-Myers Squibb — Founder
GlaxoSmithKline — Founder
Genzyme

INC Research

Johnson & Johnson — Founder
Merck — Founder

Nektar

Organon

Pfizer — Founder

Procter & Gamble — Founder
Sanofi-Aventis — Founder

Research Sites & IRB’s

National Cancer Institute

Food & Drug Administration
European Medicines Evaluation
Agency

Irish Medicines Board
Medicines Evaluation Board —
Netherlands

EOF: Greece

Veterinary Medicines
Directorate: United Kingdom

Memorial Sloan Kettering
Mayo Clinic

City of Hope National Medical
Center

Women & Infants Hospital of
Rhode Island

H Lee Moffitt Cancer Center
Sidney Kimmel Cancer Institute
Shulman & Associates
Western IRB

Association Partners

Pharmaceutical Research &
Manufacturers Association

European Federation of
Pharmaceutical
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SAFE.

Signatures and Authentication For Everyone

SAFE BioPharma Association

Technical Standards Body

Shared Services Company

Healthcare Industry
Association

- Standards Working
Groups

= Certification standards
& administration

- Standard Development
& Maintenance

= Alignment to HL7,
CDISC, IHE, ICH, EAP

-Engagement in
ONCHIT, AHIC, NHIlI,
PDUFA IlIl, CaBIG

=|ssuance of Credentials
Directory of Users

= Operation of bridge

= Member Implementation

- Member/Product/Issuer
certification

=Vendor program

=Tech Devel: Signing
Services, Remote

- FDA
-EMEA
-NCI

- Stakeholder outreach

- Education & advocacy
—eHl|

= Policy engagement
—Congress & leg.
—HHS, NCI

—EFPIA, PhRMA, BIO,
ACRO, etc.

—FDA, EMEA

- Media: local, national,
trade, international

=Working Groups
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SAFE

Signatures and Authentication For Everyone

SAFE Biopharma Association Delivers

IDENTITY
STANDARD AND

SAFE IDENTITY
UTILITIES

GUIDELINES

Reason: Affirm information on Form 1472
DN: CN=jJane Doe, C=U5, O=Miracle Cure
Pharma, OU=000000000177

Date: 2005.10.19 20:33:07 - 4°00"

=

SAFE.

Certified

Signatures and Authentication for Everyone
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NETWORK

AUTHENTICATION
SIGNING SERVICES

AND UTILITIES
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SAFE. SAFE Identity Standard and

Guidelines

Signatures and Authentication For Everyone

- Value

SAFE.

Certified

Creates operating framework for movement to e-business processes ...t
Interoperability across all members/users on the network
Shared experience improves member implementation success
Vendor partner program to deliver off-the-shelf SAFE enabled applications
Universal agreement, contractually bound, to abide and comply with rules
Risk management scheme
Rules are mapped to regulatory requirements to ensure conformance:
« 21CFRP11, EMEA, SOX, HIPPA
Provides legal, regulatory business risk management

- SAFE Delivers

Policies procedures specifications and guidelines, compliance checklists,
legal guidelines

Access to SAFE working groups (FDA Compliance, EU Forum,
Implementation, Operations technology, e-Health Initiative)

SAFE Vendor Partner Program delivers certified applications to the
healthcare community
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SAFE.

SAFE Identity Utilities D

Signatures and Authentication For Everyone

Reason: Affirm information on Form 1472

- Value

Competitive pricing ~$100 per year credential costs J é»czfﬁ—
Pre-packaged implementation speeds time to production ana reauces
risk of implementation failure

Engineered specifically to meet regulatory requirements

Interoperability at scale once the network is in effect

- SAFE Delivers

USB Identity tokens
» Use digital certificates (X.509) to access and sign information

Universal SAFE Signing Interface web based interface for uploading
and signing documents

SAFE Registration Authority to register users for credential issuance
SAFE call center 24X7 support
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SAFE. .
SAFE Network Services

Signatures and Authentication For Everyone

- SAFE Signature Book Basic POC Environment K

— 5 pre-production SAFE USB credentials

— Application integration guide

— Universal SAFE Signing Interface Code

— POC end user kit

— Authentication and document signing service
— Audit log management

— Limited diagnosis and implementation support

m  SAFE Signature Book Signing Application Pre-production Pilot
— 20-100 pre-production pilot credentials
— Pilot implementation guideline
— Universal SAFE Signing Interface Code
— Infrastructure support
— Authentication and document signing service
— Audit log management

— Diagnosis and implementation support _ o
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SAFE-  visible SAFE Signature Block

Signatures and Authentication For Everyone

& ATTAlH THE FOLLOWING CLINICAL PROTOOOL IR DRRE TIOR
EI FOR PEASE 1 BVESTIGATIONS, & GERERAL CUTURE OF THE PLAAMRNED (RVESTIGATIIN IRCLUDMG THE DSTIRATED OURATICN OF
THE ETUD ARD THE MARIMUR MUKIER OF SORIECTE THAT WILL BE INGOLWED.

D FOR PRLASE 3O 3 BIVEDTIGATIONS, AR JUTLINEG OF THE STUDY SROT 0000 IMOUUTRG &M AFFROEMETION OF THE RURGER OF
SUBJECTE TO BE TREATEDR WETH THE DG AHD THE HUVSER T3 BE EWFLOTED A% COMTROLE, IFANY, THE CLIMCAL LSS TO OE
FAESTIGATED, OHARACTIFSTICN OF SULIDITE UY ASH S0 ARND CORDITION, THE FIMDOF CLINCAL ODSDEVATIOND ARD

I I aceme nt LAGORATORY TEETS T30 BE COMICTEDR THE ESTMATED DURATION OF THE GTUDY. AND COPES OF A CEGCR PTION OF CASE
REFDRT PORME 50 OF USEE:

o OOMMITHMERTS

Reason: Affirm information on Form 1572

ne Doe DN: CN=Jane Doe, C=US, O=Miracle Cure Pharma,

| OuU=000000000177

Date: 2005.10.19 20:33:07 — 4’00’

g o om G cal irenalgelian | aias agiem 12 sl ey inper] 1 T IRE ol dmnpas i o tommech ety ood ol ine= Uz pased
[t sblas redving Cnks o fairen Ul ees of Shms A5k ol |l el meke sy cange oo msimych izl RS appy ovel eacagp

e eI ol e epp et el ele esends 15 horen sl s
apren o meply wilh of cke s eeeds cegerdic g U ot pae s o cin el ireeslgetors arsd ol < pee e neps ek 02 CFR
Pan

HETRUCTIONE FOR COMPLETING FOSM FDA 1672
ATATEMEMNT OF INVELTIGATOR:

. Compiste 5 sectons. Anach @ tepanale page ¥ addbons soace s neaded.

-

Amach cumicuium <E=e or other sistement of cuaifizalions a desoribed In Section 2

8]

. Azach protoonl cubins s descried | Secion £

3
4. Bign and cale beiow.

FORWARD THE COMPLETED FORM AND ATTACHMENTE TO THE SFONSOR. The sponsar wil Incorporans
ihis information along wiin other bechrical dasa Imo an Investigational New DOrag Application (MO

DN: CN=Jane Dos, C=US, O=Miracle Cure Pharma,

Rrevos T ——
- 0U=000000000177

Date: 2005.10.19 20:3307

1is a crimical chiense. ULS.C Th= 15, Sac 5001}

TWARHING. A wiPUly Tase

U0 hours par TERp oI 0 adng e BTk ko e e p iy ok T
ard completing imdre g ha od echan of IThomisdan. Dend corwmanie

Fabic rezoding boroen for i od ecicr of inlomedon b estmesad o eve

BEEITE TR RdMing Sale sodicun gattering ard maindaindag e date qeed
rsen zec of fen cobaciza o irlorraiizn. Poiding sagpErdon b spadag tha badan Iz

regurding fia EEiTRIY or wvy s

Food snd Deag A rbbebion Food and Drog A irisdwtion “hr ngproy ey ol cordedt or aporamn, medn

CEER [WIN-38 DR (A D30 panan B na regcad o repord o 8
coledtion of KA mton arkaa | daden s

143" Aol Plo
Faockdla WD 23283

cumerty valld ORI czatral rures

Hasea 0O HOT RETURH v sppicrdon 215 wddroos

FORM FDA 252 1003 PARCSI0LS OO 15 ORSCAETTE PLOETOF 2

10 SAFE-BioPharma

Association



S AFE. SAFE Signature Block

nd Authentication For Eve

Non-Validated SAFE Signature

Name: Karl Von Jacobowitz

?rl Von Jacobowitz
L Reason: Affirm information on Form 1472
Date: 2005.10.19 20:33:07 — 4’00’
Valid SAFE Signature

Name: Karl Von Jacobowitz

Karl Von Jacobowitz

Reason: Affirm information on Form 1472
SAFE

¥

Date: 2005.10.19 20:33:07 — 4°00’

Invalid SAFE Signature

. Name: Karl Von Jacobowitz
rl Von Jacobowitz

Reason: Affirm information on Form 1472

Date: 2005.10.19 20:33:07 — 4’00’
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S AFE.

Signa

SAFE Signature Validation

-

Signature Properties

ﬁ Signature is WALID, signed by George S Rathbun =george.s.rathbun@pfizer.com=.

Summary | Docurnent || Signer | DatefTime | Legal |

Signed by: iGEDI’gE-' 5 Rathbun <george.s.rathbuni@pfizer. com = [ Shows Certificate. . . ]

Reason: ;I am kthe author of this docurment.

Date: (2006/01/19 10:58:57 -05'00° Lacation: Mot available

Validity Surnmary

;ﬁ"’ The Document has nok been modified since this signature was applied.
,!ﬁ’ The document is signed by the current user.,

& Signature dateftime are From the clock on the Signer's computer,

Signakure was created using SAFE.FPESE.

['-.-'eriF':.-' Signakure ] [

Close

ioPharma Association



SAFE-FDA
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SAFE.
SAFE Compliance Working Group

Signatures and Authentication For Everyone

- SAFE Member reps with QA/Compliance/Regulatory backgrounds

- Works with FDA
— CDER/Division of Scientific Investigations
— Part 11 Council
— CIO
— CBER

- SAFE/FDA Auditor Familiarization Program
— Joint effort to develop training for FDA and Member Internal Audit staffs
— What is SAFE, What is a SAFE Signature, How is it manifested on a record,
What should you look for?
= Products/Schedule
— Inspection Techniques Manual for Auditors: Final
— Auditor Familiarization Training Materials: 2Q06 operational

 Provides
— Regulatory Compliance Matrix
* How does SAFE comply with Pt 11
— Functional Validation Scenarios & Validation Checklists
« Can be used by Members to support system validation
— Internal SOP Matrix
« What internal documents does a Member need to develop
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el > SAFE EMEA Pilot

- Participants

SAFE Evaluation Team: EMEA, GSK, Organon, Pfizer
EMEA Manager: Wim Nuyts

= Pilot has 3 main areas of scope

The technology,
EMEA legal opinion

— Auditability.

The Participants will be limited to SET members

- Key Assumptions

The pilot will interact between the Participants and the EMEA

The pilot will utilize the SAFE Profile/USSI proof of concept (POC) signing
interface to apply digital signatures to PDF

The Participants will digitally sign PDF documents only

Email notifications will be sent using SAFEsign.org to confirm approval of
documents

The pilot will use SAFE test credentials supplied by SAFE
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SAFE. National Cancer Institute

= Firebird (Federal Investigator Registry for Bioinformatics
Research Data):

— Investigators register on-line with NCI and other sponsors
— Clinical trial registration via Form 1572

» Deployment Scope:

Technical pilot completed

— Pilot Phase: ~50 investigators and support staff at 8 sites (Q206)

— Production: 13,500 Principal Investigators; 7,000 research sites
to be registered within the next 24 months (end 2006)

- Pilot Sites:

Memorial Sloan Kettering
City of Hope

H Lee Moffitt Cancer Center
University of Chicago

22

Mayo Clinic
Women & Infants Hosp. Rl
Sidney Kimmel Cancer

Stanford University
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SAFE. _
SAFE Member Projects

= GlaxoSmithKline — EDC, Site Study Initiation

- Merck — Sampling

- Pfizer — Enterprise identity Management, Clinical
- P&G — Digital Signatures

- BMS, AstraZeneca, SanofiAventis, Genzyme
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\SA}* Cross-Certifications: J&J and
Cybertrust

uthentication For Everyone

- Johnson & Johnson Services can now offer SAFE digital
identity credentials and SAFE authentication and digital
sighature services across its parent enterprise.

- Cybertrust’s SAFE customers can now utilize the SAFE digital
identity and SAFE digital signatures in a broad range of
business-to-business and business-to-regulator transactions
utilizing the Internet.
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SAFE.

Signatures and Authentication For Everyone

The SAFE Vendor Community

Premier Partners

Integration Vendors

Applications Vendors

> Adobe

> Arcot

> Aladdin

» Bearing Point
» Corestreet

» Cybertrust

> IBM

> Kyberpass

vV V V VYV VYV VYV V

Northrop Grumman
SAIC

Ernst & Young
Teratec

Accenture

Churchill & Harriman
SIG

ﬂ‘

Infrastructure Vendors

SafeNet
Tumbleweed
Gemplus
Verisign
CyberTrust

vV V V V V V V ¥V V V V V V V V V

PhaseFoward
Relsys

Liquent

Microsoft
Documentum
Oracle

OpenText
Intralinks

ISI

Lorenz

ArborText
Glemser Technologies
Scientific Software
PathData
Tumbleweed

FCG
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SAFE.
\/ SAFE and eHealth, SDOs

= Objectives:

— Increase awareness of SAFE to healthcare
community

— Participate in standards development
— Provide framework to foster/evolve industry standard

- SAFE - E-Health Partnership:

— US: e-HI Identity Management and Dig Sig Working
Group

— EU Forum
— White papers — e.g., risk management, legal
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SAFE. _
Imagine a Future......

Signatures and Authentication For Everyone

= Patient visits physician
= Registered with the swipe of a card

= Physician enters info on integrated point of care device, orders tests,
prescribes, enrolls patient in clinical trial — all electronically

- Lab tests submitted and reported electronically

= Medicines are manufactured in batch and sent via electronic order
= Claims submitted and paid and records kept electronically

= Clinical trial data managed, signed and submitted electronically

= Patient carries personal health record......
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\eAres SAFE

Signatures and Authentication For Everyone

is the only global standard for healthcare community

interoperability that enables trusted, secure, legally
enforceable,

paperless healthcare regulatory and business
transactions
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SAFE. _
Becoming a SAFE Member

Visit:

http://www.safe-biopharma.org

Mollie@SAFE-BioPharma.orqg
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