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Agenda

What is driving the need for secure eMail? 

Ubiquity verses Silo approaches.

What are the key issues in managing encryption?

What are the key issues in managing email content?

Where is the separation – or should there be separation?

Conclusions.

Q&A



3 © 2006 Echoworx Corporation

Issue: Emails are Postcards
The Problem
A traditional clear text email can be 
intercepted and read or altered by anyone

The Solution
The contents of an encrypted email cannot 
be viewed by anyone other than the intended 
recipients

Readily Available Hacking Tools
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Why Encrypt Your Email?
Confidentiality of electronic communications
- Protection of trusted relationships
- Prevent brand damage and reputation risks
- Associate your brand with security

Digital signatures
- Non-repudiation
- Assurance of sender’s identity

Protect businesses & consumers
- Privacy and personal security
- Corporate governance

Comply with privacy legislation and                   
adhere to ethical and fiduciary duties 
- Sarbanes-Oxley Act (SOX)
- FDA 21 CFR Part 11
- Gramm-Leach-Bliley Act (GLBA)
- Heath Insurance Portability and Accountability Act (HIPAA)
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Issues with Adoption
Corporate policy and restrictions (do not use email – insecure)

Cost

Convenience and efficiency

Fear of consequences (legal, personal) 
- Privacy invasion

- Phishing attacks

- Identity Theft

Elimination of personal touch and relationship between parties
- Is email appropriate for provider / patient communications?

- Is email appropriate for provider / provider communications?
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Technology Adoption Examples
Telephone Solutions for Financial Services?

Telephone Solutions for Healthcare Providers?

Telephone Solutions for Government?

Telephone Solutions for Manufacturing?

Telephone Solutions for Consumers?

OR

telephones are telephones are telephones, very standard

A ubiquitous method of communicating, securely

Right of privacy is “assumed”
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Barriers to Email Adoption in Healthcare
Email Solutions for Financial Services?
Email Solutions for Healthcare Providers?
Email Solutions for Government?
Email Solutions for Manufacturing?
Email Solutions for Consumers?

OR

email is email is email

A ubiquitous, standard method of exchanging information
Should it be secure?
Should it be easy?

Should it be universal?
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Infrastructure Issues and Concerns
Compliance, Hygiene and Content Solutions for Healthcare

Compliance , Hygiene and Content Solutions for Financial Services

Compliance , Hygiene and Content Solutions for Government

Hygiene and Content Solutions for Consumers

Very specific, regulatory based, industry focused solutions

Market focused business demands

Varying regulatory requirements

Unique technology deployments



9 © 2006 Echoworx Corporation

Should there be separation – User Perspective
Email growth as a primary communication vehicle – all industries

Email is a ubiquitous, standards based communication vehicle 

Security and privacy is a “right”, not just limited to healthcare

Technology costs significantly decrease when commoditized

Adoption significantly increases when commoditization occurs

As a user, why should I have different systems for different purposes?

Perhaps, my “providers” (health, financial services, legal etc) should adopt a 
standard approach and get back to business
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Q&A

Thank you!


