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Q Perform some future forecasting
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_rightfor an individual to control information that pertainsto

value

Q Lesson from China: Individual autonomy not part of the
Chinese culture; same goes for much of Asia

Q However, protection of individuals from the harmful use of
Information or the negative effects of bad security are very
relevant

Q Inter-operability require American globals to build on common
Interests, this tends to be accountability based
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R D anacy |S the approp”ate USE Of Informatlon e e

Q For consumers, privacy includes security
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Q Security and consumer protection are common from place to
place, system to system

Q Autonomy is different everywhere

= Global companies must build respect for those differences and be
accountable for promises
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Q Latin America
a Asia

Q Everything else
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. Key ISSue IS protectlon of |nd|V|dua| autonomy
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EIEU Data Protectlon Dlrectlve harmonlzes those 27 Iaws(n —
your dreams) e R

Q Extremely process drlven

0 Key elements

= Privacy a fundamental human right
= |ndividual control — consent
= Purpose limitation

= Independent data protection authorities

0 Data may only be transferred to places with adequate
protection

www.informationpolicycenter.com



THE c ENTER
BrItISh Commonwea|th FOR INFORMATION

POLICY LEADERSHIP
HUNTON & WILLIAMS LLP

'_;.t:l I\/Iore practlcal approach but stlll rooted on |nd|V|duaI consent 'f
A Only Canada has been found adequate by EU
Q All are part of the APEC process

www.informationpolicycenter.com



EHEGCENTER
Latin America FOR INFORMATION

POLICY LEADERSHIP
HUNTON & WILLIAMS LLP

a Argentlna passed a Iaw created an authonty, and then funded |
It at a very minimal level

Q Mexico has been a continuing skirmish between independent
agency model and consumer protection based approach

Q It is now part of the ecommerce discussion
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0 South Korea Consent based Iaw that is always In change
Q India — Data security and international respect are the issues

a China — Want European adequacy, law is in the future
= Clash between culture and adequacy
Q Southeast Asla

= Qutsourcing driven
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cultural aspects WI|| be harmomzed when pigs fIy
Q However, mutual respect very possible

0 Based on organizational accountability
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a APEC PrlnCIpIe 9

~ “Apersonal information controller should be accountable for :
complylng with the measures that give effect to the Principles stated
above. When personal information is to be transferred to another
person or organization, whether domestically or internationally, the
personal information controller should obtain the consent of the
Individual or exercise due diligence and take reasonable steps to
ensure that the recipient person or organization will protect the
Information consistently with these Principles.”

Qa Canadian Privacy Law
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WWW.

' DSafe __Guards R_ule =——

Q Extension of Safe Guards to non-financial institutions through
the Federal Trade Commission Act

Q Sarbanes Oxley
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= __ElOrgantzatlon must develop poI|C|es and processes to prevent =
thOSEharmS e e S R T e ;

Q L|nks to concepts artlculated by the communlty of data
protection commissioners

a Links to trends In cross-border data transfers

= Binding Corporate Rules
= Cross Border Privacy Rules

Q Defining harms Is a challenge
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