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Latest News — August 17, 2008

‘ Defend Privacy. Support EPIC.

ACY ‘08

EPIC Argues for High Privacy Standard in Email Annual Convention
Interception Case Chicago IL
EFIC submitted g brief in Suonel v, MFAA44, a case that could August §, 2008
substantially impact email pavacy. EPIC's “friend of the court” bref

supported the application of the federal Wiretap Act's protections to email

messages in circumstances when the messages are briefly stored while  Recsnt Event

thery pass through mail servers. In Bunael, a former employee hacked
his ex-amployer's e email server (o secrelly swipe private amails
as thay wera transmitted. EPIC argued that the Wiretap Act applies to
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The Internet’s Impact on Advocacy

e Geography Neutral

 Minimal Participation Requirements
e Short Time Horizons

e Collaboration

e Coordination



Networking Networks

Participation?
Communication Strategies
Sustaining Coalitions
Monitoring the Environment
Recognizing an Opportunity



Formula for Success

e Leading with Issues not Ideology

— Finding mutual interest among competing policy
organizations

— |dentifying an opportunity
— Translating the opportunity into action

— Keeping the policy message in the natural issue
space for participants



Examples

e End the DOD Database (see:
http://epic.org/privacy/student/doddatabase.
html)

e Stop the REAL ID (see:
http://privacycoalition.org/stoprealid/)
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Campaign to End the DOD Database
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Coalition Building 101

 The Issue: Department of Defense Violation of
Privacy Act Public Notice Requirement
— Creation of a database of all 16-25 year olds

— No federal register notice prior to creating the
database

— Sources for some of the information in the database
used deceptive practices

— No opt-in
— Opt-out resulted in inclusion in another DOD database



Mutual Interest

Privacy Organizations

Peace Groups

Youth Organizations

Government Accountability Groups
Civil Liberties Organizations

Civil Rights Organizations



Indentifying an Opportunity

e DOD Published a Federal Register Notice on
its plans to allow a contractor to provided
services based on information in the database

* EPIC reported that the database violated
Federal Privacy Act requirements

* A news article in the Washington Post



Translating an Opportunity into Action

e EPIC and Over 120 Groups sent a letter to
Secretary of Defense Donald Rumsfeld urging
that he end the "Joint Advertising and Market
Research Studies"” Recruiting Database.
(October 2005)
http://privacycoalition.org/nododdatabase/le
tter.html



http://privacycoalition.org/nododdatabase/letter.html
http://privacycoalition.org/nododdatabase/letter.html

Broad Coalition

Alliance for Democracy (Seacoast, NH)
American Civil Liberties Union
American Friends Service Committee
American Policy Center
American-Arab Anti-Discrimination
Committee

Bill of Rights Defense Committee
Carolina Peace Resource Center
Catholic Peace Fellowship (NJ)

Center on Conscience & War

Center for Democracy & Technology
Center for Digital Democracy

Citizens for an Informed Community
(Bridgewater, MA)

City of New Haven Peace Commission

Common Cause BiCommonweal Institute

FICommunity Alliance of Lane County
(OR)
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Consumer Action

Electronic Frontier Foundation
Electronic Privacy Information Center
Fairfax County Privacy Council

First Amendment Foundation

First Universalist Church of Essex Social
Friends Committee on National
Legislation (Quaker)

Government Accountability Project
Gray Panthers of Long Beach (CA)
Greater New Haven Peace Council (CT)
lowa Peace Task Force

Just Peace Committee

Liberty Coalition

Maui Community College Peace Club (HI)
Maui Peace Action (Hl)
Michigan Peaceworks

National Center for Transgender
Equality?
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Broad Coalition

National Youth and Student
PeaceCoalition

Pax Christi Long Island

Peace Action

Peterborough Unitarian Universalist
Social Justice Committee
Pittsburgh Bill of Rights Defense
Campaign

Port Townsend Peace Movement
Privacy Activism

Privacy Journal

Privacy Rights Clearinghouse
Privacy Times

Progressive Student Alliance of the
College of New Jersey

Republican Liberty Caucus

Rock the Vote

Seacoast Peace Responsel

Student Peace Action Network
Student/Farmworker Alliance

The Multiracial Activist

The Organizing Collective

The Rutherford Institute

Title of Liberty Foundation
Unitarian Universalist Social
Responsibility Department (NH)EUS
Bill of Rights Foundation

US Peace Council

Vancouver for Peace (WA)
Veterans for Common Sense
Veterans For Peace chapter 099
(Asheville, NC)

Washington Truth in Recruiting (WA)
West Virginia Patriots for Peace
Women Against War

Women For: Orange County (CA)
World Privacy Forum
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Campaign to Stop the REAL ID

Privacy Coalition
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| legistative resources | media resources | speakers | campaigns | comtact us | aboutus | home

Speak Out Against REAL ID

Stop REAL ID! Submit comments to the Dept. of Homeland Security by May 8™

s UPDATE: DHS has released an e-mail address where you can submit REAL IID comments. The tubject line
must include the Docket No. DHS- 2006 - 0030, Send your comments 1o oscomments@dhsgov. Click here o
open an &=mall window with the sample comments included.

& A broad coalition of organizations across the United 5tates is urging the public to submit comments rejecting the
illegal national identificatian syitem created under the Department of Homeland Security’s REAL ID program.

= Five states and several members of Congress have rejected the scheme, which creates a massive national ID system
without adequate security or privacy safeguards, which makes it mere difficult and costly for people to get licenses,
and which makes it easher for identity thieves to access the personal data of 245 million license and cardholders
natloneide.

= To take action and submit comments againsg this fundamentally flawed national 1D system, glick bere! Comments are
due by 5pm EST on May B, 2007T.

i P L

Fantante
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Taking Action

Privacy Coalition
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Contents
[1] Take Action! (2] Background [3] Resources (4] Campaign Coalition [5] Web Buzz About the Campaign

Take Action!

To take action and make your voice heard, submit comments against the fundamentally flawed national identification scheme.
The draft regulations to implement the REAL ID Act are open for commaent until 5:00 PM EST on May B, 2007. The comments
can be submitted in one of three ways:

1. E-mmail: Send 1o gscommentsEdhs goy. Include DHS-2006-0030 in the subject line.

2. Online through the Federal Rulemaking Portal: : (search for "DHS - 2006-0030-0001% and
follow the instructions for submitting comments),

3. Fax to 1-B66-466-5370. Your fax must state that you are submitting comments in response to Notice of Proposed
Rulemaking DHS-2006- 0030,

4. Postal Maill sent to Department of Homeland Security; Attn: NAC 1-12037; Washington, D.C. 20538. Your letier must
state that you are submitting comments in response to MNotice of Proposed Rulemaking DHS - 2006-0030,

Click here for sample comments you can print, sign and send in.

Portals for submitting comments:

L Li i il
Electronic Frontier Foundation
Briviacy Activism
Background

Organizations have launched a nationwide campaign to engage the public in the debate over what would be the first national
identification document. These transpartisan, nonpartisan, privacy, consumer, civil liberty, civil rights, and immigrant
organizations have joined in this unigue public education project because the REAL ID proposal put forth by the Department
of Homeland Security (DHS) would harm our lives in a multitude of ways every day. The proposed regulations set requirements
that states must follow to have their state issued identification documents accepted for federal purposes, like getting on an
airplane or entering a government building, including courthouses.

The power of the Department of Homeland Security, along with other federal government agencies, to reach into the everyday
lives of people living in this country will be unprecedented.

This is the same federal anencv that had responsibility for heloina oeoole followina Hurricane Katrina. and oraved itselfl not te
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Broad Coalition

American Federation of Labor-Congress
of Industrial Organizations

American Library Association American
Policy

American-Arab Anti-Discrimination
Committee

Asian American Legal Defense and
Education Fund

Association of American Physicians &
Surgeons

Bill of Rights Defense Committee
Center for Digital Democracy

Center for Financial Privacy and Human
Rights

Citizen Outreach Project

Citizens Against Government Waste
Coalition Against Prosecutorial Abuse

Common Cause

Computing Professionals for Social
Responsibility

Consumer Action

DownsizeDC.org

Electronic Frontier Foundation
Electronic Privacy Information Center
Fairfax County Privacy Council

Give Me Back My Rights Coalition
Government Accountability Project
Gun Owners of America

Immigrant Workers Union

Leadership Conference on Civil Rights
Liberty Coalition

National Center for Transgender Equality
National Council of Jewish Women
National Council of La Raza



Broad Coalition

National Gay and Lesbian Task Force Virginia Gun Owners Coalition
National Immigration Law Center World Privacy Forum
OpenCarry.org

Parents, Families and Friends of Lesbians
and Gays

Patient Privacy Rights Foundation
People for the American Way

Privacy Activism

Privacy Rights Clearinghouse

Privacy Times

Republican Liberty Caucus

Rutherford Institute, The

The Arc of the United States United
Cerebral Palsy

The Multiracial Activist

US Bill of Rights Foundation

Virginia Citizens Defense League




Making Room for Late Arrivals

America's Right to Privacy

Arizona Citizens Defense League

Asian American Justice Center

Artist Activism Network

Constitution Party of North Carolina
Consumers Against Supermarket Privacy Invasion and Numbering (CASPIAN)
Consumer Federation of California

Center for Democracy & Technology
Labornet

LaborTech

The Loyal Nine

Oklahoma Defense of Freedom Project
PogoWasRight.org

PrivacyRightsNow.com

South Asian American Leaders of Tomorrow
Young Democrats of America
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reading the Word Online
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Blog Posts covering the campaign: #

Schrgler on Secyrity: REAL ID Action Required Now (May 8)
Worthless Ponderings: What REAL 1D is and why you should care (May B)
Knitting with rocketships: Stop Big Brother (May 8)
The Hackenblog: Just say no to the National 1D card (May 8)
Elouncy: My REAL ID Comments (May B)
Wiax On: Bruce Stole my thunder (May B)
Jay Knight: Your chance to stop REAL 1D (May 8}
Suspended Nitrggen: Urgent: stop taxpayer dollars being wasted on a fake security id (May 8)
Generalized Notes of Dberservation: Last Chance: REAL ID (May &)

- REAL ID Action Required MNow (May B)
Core Dump: REAL ID Comments Close Tonight! (May 8}
Davig Wilfgrd's Liveloyengl: Please do this! (May 8)
Have CMUL, Will Travel: Speak Out against REAL ID (May B)
LibraryLaw Blag: Comments DUE TODAY to Dept. of Homeland Security (May 8)
Yictor Pillow the Musician: 5 hours to say no (May &)
Guydk: Breaking: More Security Theatre? (May 8)

: Fight REAL ID {May 8)
Rerilociny: REAL ID7? No, Says DHS's Advisors (May 8)
Tattoped Dad: Act NOW to stop REAL ID (May 8)
The New Citizenship Project: Last Day to Stop the REAL ID Act (May 8)
Lig: “Your ID, please” Hell Noll (May 8)
Clackablog: Fatherland Security, There You Go Again (May &)
Your Authority for Onling Secyrity: Will the REAL ID, please stand UPY (May 8)
Threat Level: Panels Scrutinize Real 1D Proposal (May 7)
Campus Progress: EMIC Says: No o REAL ID (May 7)
TLE: DHS Privacy Committee Declines to Endorse REAL ID (May T
Cato @ Liberty: DHS Privacy Committee Declines to Endorse REAL ID (May 7)
RochesterTurning: Action: Call DHS: oppose nation 1D & Blg Brother (May 7)
The Techn ibaration Front: DHS Privacy Committee Declines to Endorse REAL 1D (May 7)
Laira: Stop REAL ID - Submit Comments Tonight! (May 7)
Shekkara: Oppose REAL ID - send your comments 1o Dept. of Homeland Security (May 7}
Boing Boing: One More Day to Stop REAL ID and keep Big Brother out of the US (May 7)
The Crossed Pond: REAL ID Act - Public Comments (May 7)
A Sociable Longr: The Assault on Liberty Continues (May 7)
SunbeliBiog- Get grumpy about REAL ID (May 7)
Hullabalos: Action lterms by Dighy (May 7)
: Tell Lieberman to stick REAL ID up his...(May 7

Twistedchick's Free Speech Soapbox: awakel awakel fear! firel foes! awake! awake! (May 7)
Privacy Saved My Life- Stop REAL ID: Reject National identification (May 7)

Stop REAL ID Now.: Again... what's wrong with REAL ID (May 6}

Mr Sprinkles indubitable News: Stop the REAL 1D Act by May 8 (May 6]

Mar gg; E 'l._l,r_rm:g ?our |nlnrmr.wn A Rishk (May 4

" " ® S TSRS E RSSO
3
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reading the Word Online

SRala Privacy Coalition

b | L 5 o B & hup; H'Ilrhril:'pcndlllan o{g.fs-l:npuilrd." ¢\-ﬂ* G- Coogle
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The Bigg of MGath: Submit Comments Against REAL ID (May 3)
ShoutPogt - Alex jones: The Rise of the Police State and Big Brother (May 3)
BBipot S1op REAL 1D May 3)
Boston Tea: Fight the REAL 1D (May 3
Hmes Landrith: Taking the Cloves OFf Day 3)
Bews and Int PoliTRICKS: Seop the REAL ID Act by May 8 May 3)
Fiy Me 1o Your Satellite: Stop REAL IO (May 3}
ifity. Who Wants a National IDT (May 2)
: REAL ID Comment Campaign (May 2)
m.i Big H.rndﬂl;r I% getting closer (May 2]
Do;n'l. Forget Folks (May 23
- Ome week to Sop REAL 1D (May 2§
Privacy Actvism: REAL ID: activism I high gear and what you can do (May 2)
Emergent Chags: Stop REAL ID (May 2}
- REAL ID - Oppase Delacto National 1D (May 1)

ArsGeek: Stop Real ID. You've got a week_ (May 1)

- More Bush Administration Law -Breaking (May 1)
The Civil Libertarian: Help STOP Real ID° (May 1)
Baing Boing: One week to $top RLAL ID and save America from the surveillance state! (May 1)
Digtrict Dispatch: ALA joins anti-National 1D Campaign (May 1)
Privacy Digest: Ower Forty Groups Announce National REAL ID Public Campaign (May 1)
Pocd Wai Right: Farty-Thiee Groupd Join Campaign b 500p REAL ID (May 1h
Stop Real ID Now!: 43 organizations announce campaign 1o Lol comments! (May 1)

visit Technorati.com to see all blog posts about the campaign. 203 blogs currently support the REAL 1D campaigr
Mews stories:

= Washington Post Leahy, Others Speak Out Against New ID Standards (May 3)

#« Voice of America News: Privacy Concerns, Cost, Jeopardize Plans For US identity Card (May &)
& Lot Mews: Congress rethinks the Real ID Act (May B)

= Computermgrld: Privacy Croups renew push against REAL 1D bill (May 3§
* Washington Technpdegy: Coalition attacks REAL 1D Act regulations (May 2

Wideow:

R R RE R R R R R R

LR O

¥ you are interested in jodning the Privacy Coaliton or signing the Privacy Pedge, please &-madl 1o goalit

Spenored by EPIC | Privacy Policy
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The Future of Organizing is the
Internet

 Rapid Response Issue Teams

— Creating Links among groups that monitor specific
policy spaces

— Planning action oriented campaigns

— Recruiting campaign participants

— Maximizing the democratic experience: freedom
of speech, freedom of association, freedom of the
press, freedom of expression, the right to know
what government is doing in our name



Lessons Learned

Campaigns Should be Short
Focus on a Simple Action Iltem

— Send a letter, Submit comments, etc

Engage the Largest and most diverse Pool of
Participants as Possible

501(c)3 v. 501(c)4
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