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Sharing Your Information with Third Parties
Facebook is about sharing information with others — friends and people in your networks — while providing you with privacy settings that restrict other users from accessing your information. We
allow you to choose the information you provide to friends and networks through Facebook. Our network architecture and your privacy settings allow you to make informed choices about who has
access to your information. We do not provide contact information to third party marketers without your permission. We share your information with third parties only in limited circumstances where
we believe such sharing is 1) reasonably necessary to offer the service, 2) legally required or, 3) permitted by you. For example:

0 ed and Mini-Feed may aggregate the informgtion you provide and gake ifgagailable to your friends gnd netwgrk nrerpbers accprging to your privacy settings. you may set your
Witbsomeone-pledse (el me. whal [t thitd=part
Unli oSt Sites™on e, FacebodKlimi ess fo'si 0 by=third“pa edrch ifle “Crawlers” (€.9- , YahBo"¥SN, )- b tak c access by these
engines to persqnal information beyond your namg, profile picture, and limited aggregated data about your profile (e.g. number of wall postings).
We ma \Ij info 0, icaPgOyt rJO bri g;mz&fée OW ifi Id'v aybO T (t W LA Fgcitat bigs ]uTS t?st the service at a co-location
facility }Ipe eisvra ail & Ttg}yok, 0 \Y ifigeinfo |(ﬁcr: USI lis E ﬁa t ormcea c So r an online job application
process,for to provide search re$ults ot links (including sgonsor Iink?). In connection with these offerings and business operations, odr service providers may have access to your personal
information for use for a limited time in connection with these business activities. Where we utilize third parties for the processing of any personal information, we implement reasonable contractual
and technical protections limiting the use of that information to the Facebook-specified purposes.
If you, your friends, or members of your network use any third-party applications developed using the Facebook Platform ("Platform Applications™), those Platform
Applications may access and share certain information about you with others in accordance with your privacy settings. You may opt-out of any sharing of certain or all information
through Platform Applications on the Privacy Settings page. In addition, third party developers who have created and operate Platform Applications ("Platform Developers"), may also have access to
your personal information (excluding your contact information) if you permit Platform Applications to access your data. Before allowing any Platform Developer to make any Platform Application
available to you, Facebook requires the Platform Developer to enter into an agreement which, among other things, requires them to respect your privacy settings and strictly limits
their collection, use, and storage of your information. However, while we have undertaken contractual and technical steps to restrict possible misuse of such information by such Platform Developers,
we of course cannot and do not guarantee that all Platform Developers will abide by such agreements. Please note that Facebook does not screen or approve Platform Developers and
cannot control how such Platform Developers use any personal information that they may obtain in connection with Platform Applications. In addition, Platform Developers
may require you to sign up to their own terms of service, privacy policies or other policies, which may give them additional rights or impose additional obligations on you, so
please make sure to review these terms and policies carefully before using any Platform Application. You can report any suspected misuse of information through the Facebook Platform and we will
investigate any such claim and take appropriate action against the Platform Developer up to and including terminating their participation in the Facebook Platform and/or other formal legal action.
We occasionally provide demonstration accounts that allow non-users a glimpse into the Facebook world. Such accounts have only limited capabilities (e.g., messaging is disabled) and passwords are
changed regularly to limit possible misuse.
We may be required to disclose user information pursuant to lawful requests, such as subpoenas or court orders, or in compliance with applicable laws. We do not reveal information until we have a
good faith belief that an information request by law enforcement or private litigants meets applicable legal standards. Additionally, we may share account or other information when we believe it is
necessary to comply with law, to protect our interests or property, to prevent fraud or other illegal activity perpetrated through the Facebook service or using the Facebook name, or to prevent
imminent bodily harm. This may include sharing information with other companies, lawyers, agents or government agencies.
We let you choose to share information with marketers or electronic commerce providers through sponsored groups or other on-site offers.
We may offer stores or provide services jointly with other companies on Facebook. You can tell when another company is involved in any store or service provided on Facebook, and we may share
customer information with that company in connection with your use of that store or service.
Facebook Beacon is a means of sharing actions you have taken on third party sites, such as when you make a purchase or post a review, with your friends on Facebook. In order to provide you as a
Facebook user with clear disclosure of the activity information being collected on third party sites and potentially shared with your friends on Facebook, we collect certain information from that site
and present it to you after you have completed an action on that site. You have the choice to have Facebook discard that information, or to share it with your friends.
To learn more about the operation of the service, we encourage you to read the tutorial here. To opt out of the service altogether, click here.
Like many other websites that interact with third party sites, we may receive some information even if you are logged out from Facebook, or that pertains to non-Facebook users, from those sites in
conjunction with the technical operation of the system. In cases where Facebook receives information on users that are not logged in, or on non-Facebook users, we do not attempt to associate it
with individual Facebook accounts and will discard it.
If the ownership of all or substantially all of the Facebook business, or individual business units owned by Facebook, Inc., were to change, your user information may be transferred to the new owner
so the service can continue operations. In any such transfer of information, your user information would remain subject to the promises made in any pre-existing Privacy Policy.
When you use Facebook, certain information you post or share with third parties (e.g., a friend or someone in your network), such as personal information, comments, messages, photos, videos,
Marketplace listings or other information, may be shared with other users in accordance with the privacy settings you select. All such sharing of information is done at your own risk. Please keep in
mind that if you disclose personal information in your profile or when posting comments, messages, photos, videos, Marketplace listings or other items , this information may
become publicly available.



http://www.facebook.com/privacy/?view=feeds
http://www.facebook.com/privacy/

*Defaults are typically set to encourage a lot of sharing

*There are app-checkers for privacy written by unknown suppliers,
since third party application defaults may allow (and even coerce)
even more sharing

*But even these app-checkers may have permissive defaults

*And, of course, it's easy to share these, with their permissive
defaults, with your “friends”
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Components of
Decentralized (“Federated”)
ldentity Management Systems

Dhamija, Rachna and Lisa Dusseault. “The Seven Flaws of Identity Management”
IEEE: Security and Privacy 6.2 (March/April 2008): 24-29

* Identity Provider (IdP): Issues identities or credentials to users (they
log in to it and may store attributes of common interest to share with
various service providers (SPs)

« Relying Party (RP): Depends on the IdP to check the user
credentials before it allows users to access services on a website.

— An RP is a web application such as a expense-reporting application that
offloads authentication to a third party or an Identity Provider.

— Any service provider (SP) can be an RP
« User: Individual who assumes a digital identity to use the services
online.

« User Agent: a browser or other software application that runs on any
computer or PDA.



Challenges and Solutions in Identity Management

Dhamija, Rachna and Lisa Dusseault. “The Seven Flaws of Identity Management”
IEEE: Security and Privacy 6.2 (March/April 2008): 24-29

. ldentity management is not a goal in itself (give users what they
want)

. Users follow the path of least resistance (make it the secure path)

. Reduce cognitive burden -- Think of how your system will be used
In the larger context of other systems. Don’t replace one burden
with another.

*  Reduce the number of trust decisions users have to make, since
repeated user consent could lead to maximum information
disclosure

. Use mutual authentication (not just user authentication). Assume
that your systems and users will be attacked and design your
systems with that in mind.

. Relying Parties (RPs) (like service and application providers) want
to control the customer experience, so offer them some control
over the customer relationship, security of their accounts, and user
experience

. Trust must be earned, so be trustworthy



Data Breach Management

Justice Breyer Is Among Victims in Data Breach Caused by File Sharing
WashingtonPost.com, July 9, 2008; A0l

Jones, Michael E. “Data Breaches: Recent Developments in the Public and Private Sectors”
I/S: A Journal of Law and Policy for the Information Society Vol 3, Issue 3 (Winter 2007-2008): 555-580

Federal Government Breaches

— Majority due to physical theft of electronic storage devices and accidental
publication of personal information over the internet.

— Biggest source is the 1,100 laptops stolen, missing, lost since 2001

Federal government created “ID Theft Task Force” with new guidelines from
OMB — Agencies must

— Safeguard information under existing law and reduce the use of SSN.
— Report data breaches to US-CERT within 1 hour of identifying breach
— Develop external notification procedures

* When to notify, timeliness, notification source, contents, means of providing
the notification, who receives it

* Must consider nature of elements breached, number of individuals affected,
likelihood the breach may lead to harm. likelihood the information is
accessible and useable, ability of the agency to mitigate the risk of harm

As of June 20, 2008, at least 44 states, the District of Columbia and Puerto

Rico have enacted legislation requiring notification of security breaches

involving personal information.
http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm

Federal legislation introduced



http://www.ncsl.org/programs/lis/cip/priv/breachlaws.htm

Some Definitions

e |dentification

— Mapping a known quantity (name like John Smith or identifier
like Unix) to an unknown guantity (user, system, etc.) so as to
make it known

e Authentication
— verifying a person’s (or system’s) identity
« Authorization

— verifying that a known person (or agent or program) has the
authority to perform a certain operation

(Often problems arise when identification is confused with
authentication.)



Technical Controls f
Privacy — Auth

Authentication: Verifying a person

Something you know
— Passwords — traditional
— Passwords — federated
— Passphrases, images, challenge respon

or Security and
entication

's (or system’s) identity

May include RFID tags in cards,

driver licenses, passports, clothing,
SE€S  etc. (these are often unencrypted

and may also contain personally

Something you have / identifiable information that can be

— Physical (machine-readable) token

read by unauthorized and
unauthenticated RFID readers)
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Technical Controls for Security and
Privacy -- Authentication

e Something you know
— Passwords — traditional
— Passwords — federated
— Passphrases, images, challenge responses
« Something you have
— Physical (machine-readable) token
 Something you are Biometrics

] At Walt Disney World Behavioral

measurements
are taken from the
5 fingers of guests to @ @
ensure that the person's
ticket is used by the
same person from day to
day



http://en.wikipedia.org/wiki/Walt_Disney_World

* Helpful when used in conjunction with other items
(“multi-factor authentication™)

 Example
— Something you know

— Something you b Multi-factor
— Your location Authentication

(not identification)



Comparison of

Jain, A. K.; Ross, Arun & Prabhakar, Salil (January 2004),
“An_introduction to biometric recognition”,
IEEE Transactions on Circuits and Systems for Video Technology 14th (1): 4 - 20

Comparison of various biomewic technologies, modified from Jain et al., 20045 (H=High, M=Medium, L=L ow)
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Peter Swire and Cassandra Butts, “The ID Divide: Addressing the Challenges of Identification and Authentication in American Society”, Center for
American Progress, https://americanprogress.org



http://dx.doi.org/10.1109/TCSVT.2003.818349
https://americanprogress.org/

Building a System that Manages Identity

Landau, Susan and Deirdre Mulligan. “I'm Pc01002/SpreingPeeper/ED288I.6; Who are you?”
IEEE: Security and Privacy 6.2 (March/April 2008): 13-15
Hansen, Marit, Ari Schwartz, and Alissa Cooper. “Privacy and Identity Management”,
IEEE: Security and Privacy 6.2 (March/April 2008): 38-45

 Determine whether identity is necessary
— What is the application?
— What are its uses?
— What is the larger context?
« If identity is necessary,
— consider identity risks

* What can go wrong with the system, or what are the initiators or initiating
events (undesirable starting events) that lead to adverse conseguences)?

 What and how severe are the potential problems or the adverse
consequences?

« How likely to occur are these undesirable consequences, or what are their
probabilities or frequencies?

— Discourage unnecessary linkages -- Ex: separate medical Pll from other PIl and
from non-PlI

* Implement privacy and security during design (“build in, don’t bolt on™)

— Resist using a single credential for multiple purposes (see federated identity
management systems)

e Adopt trust-enhancing measures ...




Building a System that Manages Identity

Adopt Trust-Enhancing Measures

Be a Trustworthy Gatekeeper so users will choose you over competition
*Take advantage of previous work (don’t reinvent the wheel)

Ex: Microsoft Privacy Guidelines for Developing Software Products and Services

http://www.microsoft.com/downloads/details.aspx?Familyld=
C48CF80F-6E87-48F5-83EC-A18D1AD2FC1F&displaylang=en

Scenario 1: Transferring Pll to and from the Customer’s System

Scenario 2: Storing Pll on the Customer’s System

Scenario 3: Transferring Anonymous Data from the Customer’s
System

Scenario 4: Installing Software on a Customer’s System

Scenario 5: Deploying a Website

Scenario 6: Storing and Processing User Data at the Company

Scenario 7: Transferring User Data Outside the Company

Scenario 8: Interacting with Children

Scenario 9: Server Deployment


http://www.microsoft.com/downloads/details.aspx?FamilyId

Building a System that Manages Identity

Adopt Trust-Enhancing Measures

Privacy is infthe Security Development Lifecycle for Computer Software
So get to know and work with your security people; suggest using
something like the following to build security and privacy together.
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Privacy Management Insights

Ryan West, “The Psychology of Security”, Communications of the ACM 51:4 (April 2008), pp. 34-40

Work with, not against, human psychology

Users routinely multitask and if bad things have not
happened to them in the past tend to not read relevant
text (e.g., privacy statements)

Possible solutions:
* Increase user awareness (outreach program)

e Create alerts and messages that are distinguishable
from other messages and have a higher level of
Importance when seen,

 These alerts should not get in the way of users’ primary
goals (users are often in the middle of a task when the
system asks them to make a security and privacy
decision that may require diverting their attention to it)

* Increase awareness that web traffic is being monitored



Strengthening authentication while increasing usability (example: financial
institutions)

Assessing linkability of online data to individuals (statistical inference issues)

Establishing trust using reputation rather than traditional identification and
authentication. (eBay, PGP)

Creating a set of standardized agreements by which sites can offer and users
can select the terms under which they agree to share their information.

— Needed especially for incipient social and professional networking sites
— Some steps towards this already taken in the technology

P3P (one of first general metadata description languages)

Google’s "Protocol Buffers," an open source data description language that
the company developed for internal use (a “simpler, smaller, and faster XML”"
(Extensible Markup Language))

PRIME - Privacy and Identity Management for Europe (EU-funded)
Policy Aware Web, funded by NSF, a collaboration between MINDSWAP and

DIG to work toward creating discretionary, rules-based access for the World
Wide Web.

The Transparent Accountable Datamining Initiative (TAMI) Project, funded by
NSF, is creating technical, legal, and policy foundations for transparency and
accountability in large-scale aggregation and inferencing across
heterogeneous information systems.

OASIS XACML (Organization for the Advancement of Structured Information
Standards eXtensible Access Control Markup Language)



http://code.google.com/p/protobuf/
http://www.techweb.com/encyclopedia/defineterm.jhtml?term=open%20source&x=&y=
http://www.policyawareweb.org/
http://groups.csail.mit.edu/dig/TAMI/
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