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HIPAA Violation: A Case Study

What Can a Patient Do?
What Can a Patient Expect?

Disclaimer: This case not related in
any way to the university, company
or professional organization with
which the author is affiliated. It
reflects only her personal experience.



Description

Does a patient have any recourse when
his privacy Is compromised? What if
an aggrieved patient follows up? What
happens?



Why a Case Study?

Take a look at the patient perspective; we are all
potential patients

This 1s an old-fashioned, traditional case,
Involving loose-lipped staff

This 1s more than unauthorized peeking, this is
Intentional disclosure

I’ll let the documents do the “talking”



But First: Background

Privacy rule: To protect...the right of consumers to
control how their personal health information is used

Includes a clear avenue of recourse if medical privacy
IS compromised

Enforcement: Noncompliance can trigger civil
monetary penalties. Criminal violators can be fined
and imprisoned

The HHS Office for Civil Rights is responsible for
civil violations



Background

* Includes a clear avenue of recourse if medical privacy is
compromised (http://www.hhs.gov/ocr)

awn FACT SHEET &

. Department of Health and Human Services = Office for Civil Rig

HOW TO FILE A HEALTH INFORMATION PRIVACY
COMPLAINT

WITH THE OFFICE FOR CIVIL RIGHTS



Background

Enforcement: Noncompliance can trigger civil monetary penalty.
Criminal violators can be fined and imprisoned

“first-ever HHS Resolution Agreement... Providence will not face a
civil penalty” July 18, 2008



Background

Enforcement: Noncompliance can trigger civil
monetary penalties. Criminal violators can be fined
and imprisoned

Although HHS “has the authority to levy civil fines
on medical service providers for privacy violations, it
has yet to do so...Of the 34,000 or so complaints
received...only about 9,000 have...led to
Investigations” LA Times, 4/09/08



Background

Enforcement: Noncompliance can trigger civil
monetary penalties. Criminal violators can be fined

and imprisoned

“Jackson was indicted by a federal grand jury on a

charge of obtaining individually identifiable health

Information for commercial advantage.” LA Times,
August 5, 2008



Case Study Background

A Blue Cross nurse in the appeals department
reviewed the appeal of an acquaintance (me)

The nurse gossiped to her ex, a friend of the patient
The ex wrote a sympathy note to the patient

The patient complained to Blue Cross and provided
Iron-clad documentation



The Patient’s Wishes

C| 2l I sarah ingersoll <badrabbits@gmail.coms

May 12, 2005
- - operation successful
[ ] 1 message
S u b e Ct O e rat I Andy Ingersoll <api@gps.caltech.edus Thu, May 12, 2005 at B:34 PM
u To: badrabbits@gmail.com

Dear Ruth, Marion, Minnie, George, and John,

| just got a call from Dr. Altai, the surgeon, who said that the operation was successful and the patient

is in the recovery reom. She will soon be transferred te a regular room, and | can visit her around 3
PM. She might be able to leave the hospital this aftermoon

Here's what | remember about the technical details. Everything was as expected. The tumar was
growing lase ta the muscle wall, but showed no signs of breaching the barrier. The lymph nodas
seemed normal to the touch. As planned. Dr. Atai used a dye lo see which nedes were in
communication with the area araund the tumar, and oulled bwo or thrae for biopsy. We'll get thoss
resulls in @ few days. Sarah had issued writlen instructions not to taka any mare than these few

(41 *sentinel nedes,” and the medical taam dic not do a frozen section analysis during the cperation
O u a r e e O I I e O e You will probably hear from Sarah or me this svening. My guess is that she will soma home. You are
the anly people wha know, and Ssrah wants fo kesp A that way. Ray and Marph dan't know, and |

don't think Jerry and Amelia know, althaugh she may tell Jerry when he's aut Rere next Manday
thraugh Wednesday.

Love,

who know and Sarah
wants to keep It that
Way.,’




The Smokina Gun
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Response #1 to Complaint

August 18, 2005

“The quality of service
provided to our members
IS of the utmost
Importance...your
Information has been
forwarded to our HIPAA
compliance...”

Sherri Goldin
Lead Grievance Specialist
Blue Cross of CA

BiueCross
W Celilernia

Augra |

Sarzh ngerscll

Inquicy N
Sdearher T2 Mo
Graup Mo

D M3 Ingoraalk,

Bhue Crass ol Cal e
e

Yo are curremly vovered under Cal Tech Cempas” HMO gronp lizall l

The quality of scrvice provided m our memb: ut e b s

Athough you will ol receive turher commuiestion from us regendng this ssue,
wlandard ceselntiors B conlinmed quality issucs may ingiads such actione as internal
monitarieg aml trending. or pecr-review  disciplinary  action,  on-

(it s corsverive action plan.

adcitinn, your miarmation has beea forwardel w oue Health isurance Ponasility and
Accommiiliy Ac (112AA) cormlimce o Teer for acd-tiocal investiyation.

W app

3 tion and regret any
shfficultiss you may .

Plgase be advisal b the following infonnetion nust be presided ke you oaesuant

Law:

T v e & membar & roun acalth plan
Tnzums Securiry Act (BRISA), you may
eour wnchor FRISA Scenen 3020 i
revicies o your © ) Lave heen completed, t
your clands) was not approved, and you disagros

cmed by the Fmployes Retiement

appal
the ourcome of The reaolutiva.,

Tou may Al request a sceond appenl. A parel composed of individeals
kave nat ar 2 susordinee of the srigionl
coeigion-mdk. valnztary punel will atford you or




Response #3 to Complaint

October 26, 2005

“...you contend there was a
HIPAA violation...by X,
In the Blue Cross Appeals
Department. | have
researched x’s name on
Blue Cross’ employee
data base and was unable
to locate her name...l am
unable to further research
this matter.”

Bruce Peyton
Legal Assistant
Corporate Legal Dept

k.

BlueCrass

af Califarnia

Ouotober 26, 2006

ulh B R
acena, GA H1T106

Re: Request for Arbitration
Cerfiffcate Wo.: 103-A5-7047

Deac M, Ingersal:

ompelsd researcn it your request for arbit-ation concering your request to
> gervices from out of nenwork provider. Blue Cioss’ oositon conceming this matter
1 forlr belaw.

bh\p rocords seow thal you are enolled in the Blue Grass HMO Plan - Calfornia
agersoll's covarage thraugh his empleyer, Califemia
exclusing and Imr':tl—ms of the ,o\.pfnr\ ane

rclogure Form {7

i
Emup wiil then sch .JJll: ..m appom mant for you Lo ans for 1rmp iale care
ary Care 2
" 4 yiU to specalist for

| care lluouuh a roie! = s Mecical Group. If HealthCare
Parters appioves the relerrzl from the 2<rary Care P HealthCare Parls il
authorize the troatment an an “Authardzation lor Referral Services” form wiich spe
exaclly what treatment or services are authozec




Response #4 to Complaint
Blue Cross to CA DHHS

June 13, 2006

“Blue Cross...originally
responded to all of Ms.
Ingersoll’s quality of care
and quality of service
Issues (including the

=
I SS u e [ I |
1 srust this letter and enclosure addresses your June 7, 2008 request for & frespanse.
= = Si~cerely,
—
i ] J—
Debbie BUI’gIO [ iy
! LBruze Peylon -
Legal Assistant
Legal Dzpartment

Regulatory Management
Blue Cross of CA

Eaclasar
APfsh




DHS Complaint Response #1

September 19, 2005

Investigation,”
Diedre Rome
Complaint Analyst
HMO Help Center

...the concerns you raise
have been submitted to
plan’s ...HIPAA
compliance officer for

eminid Grlwarensgner. ousmo
Siee of Caliiora
ranspen

0 an Thousing Agency

- qov 4-mail
38 w8 A

Seprianker 19, 2005

Sarah imgevsal!
1243 South EL Maline
Pasading, CA ¥L196

Daghent; Sarah Tngarsoll
AL 268696 (i)
el Phan: Bl Cross ot Califormndividual Plan

e Surth Ingersalt

et of Magnged dealth

ik yens for subaniciing, your conptaint 10 the FIMO Tictp Cemes at the Deparn
pricvanee concerns e

Care, The Depariment regnlales HCs and uther health plans i Catiformia. Yo
ioults yau expericaced white ioosssing oare g your bl plan.

A

Cour st baroughly reviewod i issues isted im youe conupisint, We 0 a0l find o sintstion of Uss
owing:

O ereia el ian Lus regonfing these issucs. T informuian we received showed il foit

in response Lo the quality of care epnvers you raised

eecding W provider and murse idenl your ricvanos S ccificully, (e eomCerns yom rawed have
been subpstted ta the T cality impr erit program for invesligation and to their Healch lnsurance
Porlabifity and Accouniability Act (TTIPPA) compliancs officer far investigtion. Your gsvance has
heen resolwed appropsistely.

Ihe healtl plan has taken appropriate 193

Ficath plers usi Taintain § qusdiy fmproverent prugran aad a7 respansible or the verall guality of care
provided to membess. Tn general, liow sver, Lealth plans ace cot respansible fu the prufissionst prucsice vl
lividug | provirlers.

iFyou would like o fic e ompluint against the perticular physician yo have idenfitied. you shoubd contact
e fotfegia Medical Toard, 1436 Uowe Avenue, Sseradiento, £A sg2s, (800) 633-2322,

v b o oleest sontnct the Board of Regisscred Nursiny, Atin: Complaint fntai AL Bon
344710, Sacramento, CA 94243-2100, (9163445
nurse in yane conplant, wawsgeagoy. Compisial Torms

108, 56 you wish 10 filc a complaint agivst the parlicalat
vamaitahte anline

sttt s cur final docision conwerning your venplios. This metas wo have compteted aur review and
Jave clased yonr fle We may wse the informalion iz your complalie it our engding repulation of hesith

phu, 1you need furlher abatruGe, §OR Ty Wish 10 SOnRAct YT 0% peinaite aoroey-

csthons, pless cald 19 [0-fice ol (4681 466-2299. You min also visit out veclasite i
o g, O welsits has additionel nfommation sevarding the Departinent i [ratieyts” ehis

Complaiiic Analyst
HMO Help Center

e Blne Cruss of California



DHS Complaint Response #2

July 26, 2006

“Blue Cross informs the
Department that your
concerns were previously
addressed In their letter to
you...lacking
new...information, we
cannot undertake further
review...”

Donnett Scott, Supervisor

Complaint Resolution
Branch

Aol Schwarzsreagee. Soverme’
St of Colifomid
Gusirsos, Trnzparsion and Howsig 6y

Deparimant of My nuged Health Gars
2 ie: 500

1263 South El Moli
Pasadem, CA 9110

Health Plan: Blue {ross of California
TIMIC Complatare: 268696 51 (£

Thear Sara Tngeesold:

Thanie you lor taking the rime w provide the [eparti of Munaged Health Care with
addifioml derails regarding your concems invelving Hlus Cross of Californa,

The Department of Managed Health Care reviews eomplaints 1o detonmine whethor a heatth plan
has complied with il responsibilities under the Xnox-Kesue Health Care Service Plan Act of
1975, the hody ol las that regulates Califoria heallh plaps. Please notc that we regulale 1T
and other hopith plans, not individaal physicians, hospitals, bealth care facilitios, medical groups,
ar other heallh cars providers. We lack e authorily 1o detenmine liabiity, if any, or to directly
impose penaltios or award monetary damages.

A tharough review of your Gle kas determined that Blue Cruss™s response 1o your complaint is
rcemsistent with its responsibilitics under the Knox-Kreeue Health Care Serviee Plan Act of 1975,
the beuly o Taw regulaling Califomia heatih plans.

[E
ary aciions arc

The details of the plan’s Quakity Management/Peer Reviow of yeur quabity of o
specilically concerning untimedy roferral, ans sonéideatisl, Comscdve ot di
taken, when approptiate. However, the outzame of the reviow will not be disclosed o yoo.

A copy of vour recent inquiy was forwarded to Rlne Cioss regurding the lack of respoase to
your letier dated Apri) 18, 2006. Blue Cross infbrms the Department thay vour conesms wers
previously uddressed in their letzrs to you dated Augnst 23, 2005, and Cotobor 20, 05,

T lighi of the above, and Tcking new and relevaat infrmation, we cannat undertake further
Toview of your case a this time. Ihe fact that you heve subrmilied a complaint for review docs
ot provenl you from pursaing, nar is it 8 substiane for, any other formal or inlomal sepai
proceedings oy remedics that may be available to vou



OCR Response, p 1

May 29, 2007 |

“On October 21, 2005
...HHS received a
complaint alleging a
violation...between Apri

yiornlimics

Nember: 0g-43952

Locar Ms. Ingemell aoo Ms T2icld

26 and May 16, 2005...
On February 21, 2007, OC |

notified Wellpoint of the IR
complaint...Wellpoint - '
Informed OCR that the
BCC employee...had

Impermissibly disclosed

211, alleped shat between April
L heelit
Diold &
avalic

T Iidel.
v Wellpoml,

it

Rwalivn

ad ke PT Diad acmilie]

STTIPAS Srivney paliey by




OCR Response page 2

May 29, 2007 (cont.)

“Wellpoint has furnished
OCR with BCC’s policies
and procedures, which we
are satisfied protect...”

Wellpoint has apologized...

OCR s closing this
complaint.”

Michael F. Kruley
Regional Manager

L et we ave satsfiod prodc
sl DR thal THOC stali was setrainsd
semsoll concerhing this

d OCR witl BOC™s pal i pro
of PHIL Wellpomt hes gssu
b e Privacy Rule, Wellpomt alzo apolog
sell hies coknowlodged reeorvicg the apa)

point |

ngzainsl irap
n cornplying
rller, T

1 resolvesd
this cempla

i this comnplaint Shat

Al (T ozl h
wtion dbar identiles individusls o
sona. privacy.

el

by the puhlig. T
by T, Lo prestect nlas

searraried invasion ol p

. ar vau may
36, Thank you T

EeR FTR [T
pacialisn, al 413

Michacl I Kaml
Rzl Marag




The Apology

May3, 2007

....’my sincerest apologies
that a Blue Cross...
assoclate disclosed some
of your personal health
iInformation...”

| apologize for the delay...
this matter was not taken
lightly.”

Ron McGinnis

Director of Regulatory
Management

&

BlueCross

of California

May 3, 2007

Sarah Ingersoll
1263 5. Molino Avenue
Pasadena, CA 91106

Memher [D# 103A57047
Group & 17510440001

Dear Ms. Ingersoll

The purpose of this letter is (o convey (o you my sincerest apelogies that a Blue Cross of
California associate disclosed some of your personal health informatien in emr 1o a third
party in August 2005,

1 apologize for the delay of this response but
thisr T was not taken lightly. Even thoi
actions thet we teok with the associate that
that we took the appropr

Ms. Ingersoll, once again we truly apologize olation of your privacy and the
delay of this letter. If you have any further questions regarding this matter, please contact
me at 818-234-3123

Sincerely,

cx;i@e 114@

Ron MeGinA-s--- Direc-ucr-of Regiilatdr-yNran-
ageriie-nt




Postscript

“Where we have found non-compliance, we
nave been able to get systemic change that
nenefits all individuals,” said Robinsue
-rohboese, principal director of the office

LA Times 4/09/08




Postscript

“Even after the med center [UCLA] said In
early April that it was cracking down on
unauthorized looks at celebrity medical
records, [staff] took an inappropriate
look...”

The Wall Street Journal 8/05/08
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