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Personalization Is Expected
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What percentage of ads that you see while browsing
online are relevant to your wants and needs?
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When | am online, | am aware that my browsing
Information may be collected by a third party for
advertising purposes.
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The Disconnect: More Relevance, Less Tracking?
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« Hates Advertising, Period

“This is why | surf with Firefox using Adblock Plus, Flashblock, and No
Script. | HATE HATE HATE ads! | don't care what you are selling, don't
care how great it is, and | do NOT want your ad in my face.” (rom slashdot)

« Specter of Big Brother

“If it [Facebook] were an NSA-funded initiative to track evolving
enthusiasms, it would be a stroke of diabolical genius.” (From siate)

 Track Away

“I see it like this - | get content for free. Somebody has to pay those
people to create, host and maintain that content. | know the ads are not
going away. So long as the ads are there | prefer them to be relevant to
my needs. So sure, track away.” (from Slashdot)
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e Consumer Education

— all commercial beneficiaries should be accountable in providing
education, notice and choice to consumers, where appropriate

« Sliding Scale Proactive Notice

— sliding scale for notice and choice should be employed based on
practices and privacy implications

e Accountability

— Websites where tracking and targeting is initiated, collected or
used, as well as ad networks serving behavioral advertising, should
all participate in providing privacy information and options to
consumers
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Sliding Scale for Notice and Choice

Type of Advertising

Definition

Obligation

Sensitive Personally |dentifiakble
Information Advertising

Personally Identifiable Advertising

Behavioral Advertising

Multi-site Adwvertising

Cinling Advertising

The use of sensitive personally
furllh ipoae of beill'lhm al
& pul = aviar,
33]03 ertising.

The merger of information that, by
itself, can be used fo identify someons
—such as name, e-mail address,
physical address, or telephone”
number — with data collected th h
multi-site or behavioral advertising

the purpose of ad targeting.

The tracking of a consumer's activities
onling across multiple, unrelated sites
— including the searches the
consumer has conducted, the web
es visited, and the content viewed
a third party in order fo deliver
advertising across multiple, unrelated
sites targeted to the individual
consumer's interests.

Online advertising across mulfiple,
unrelated third-party sites.

The logging of page views or the
collection of ather information about
an individual consurmer or computer

for the purpose of delivering
providing advertising-related services.

Opt-in consent

Prospective use: Opt-out choice
Retroactive use: Opt-in consent

Opt-out choice

Pass-through notice: make
reasonable e to require website
operators to link to a privacy notice on
their home page

Link to privacy notice on home page;
follow reasonable security and data
retention obligations

Source: Microsoft Corporation
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Late Breaking Developments Google

Customized for San Francisco metro area, US. More details

)gl * dossim [(Semuch | Stacad bucr =

Customuzed for San Francsoo metm ansa. US Mere getpls
et 1 - 90 of sbour 91308, 000 tor kiey b (03D sacands)

b On Damand 005 Mese Feataras Evants Aboat HISS Ga Grosn - D Bade
Goodtye .. KISS Cencents. KISS en Espafiol
oo - 93 - Cached « Sirder pages - Mats i

o TSI e R s SRR )gle Search customization detalls: kiss fm

Fild - Augssic. Slahg When possible, Google will customnize your ssarch results based on location and/or recent search acteity. Addtionally, whn you're
lim:ddumlﬂwhdlﬁpb::p sigeed in la your Google Account. you may see sven mane relevant, el resulls based on yeur wab hisbory
o - - Coacud - Sarralar g - igie L

Thee: folowirg miaimaton was uded 1o smgiove your Seanch regulls for kisa im

o
WIDEQS: Ol DEMAND | KIS PHOTO GALLERY | CHICAGD TRAFFIC |
NEWS | WERD KEWS | VIRAL VIDEOS Wil STUFF. J0m 1008 WP

- ) Lescation el Apprasmste localon has Been dentfied 88 San Francisce metio area U5
[t = 147 - Cached - Simios pages - Hote Iivs Based on your IP addrass What's this 7
- The Best Variaty of Dl School and Today's RAE B Use 3 different locatson

canesl Caaer Sesboar T
1?N‘ Fy - Recent Searches  Yeu or someone elee recestly searched for rBb radio using this browsar. Leam more

Web History ﬂneﬂmueﬂ:unfnttﬂnhlwmmnm;mmm
1

H ¥

I yeure cumdus. yeu can ee what 3 search lor kiss fm books ke without these impreements.

2008 Google - Google Home - Help - Privacy Peficy - Aboul Geogle

10



Go beyond the privacy statement

— Matter-of-factly incorporate some disclosure of tracking and
targeting as part of your product or service value proposition.

Provide a “what is this” button to explain how your customization
works.

— Primary purpose on websites is not to read notices but to transact
and build experiences

— Opt-out rates are low but address the vocal minority
Make sure your service providers, agencies, and others are
following industry standards for privacy notice and disclosure.

— Many of the serious complaints or issues TRUSTe encounters are
privacy breaches by marketing vendors.
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