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This Afternoon’s Agenda

John Parmigiani: Introduction and Overview

Kate Borten: Out of Sight, Out of Mind: Risks of Working
Offsite

Holt Anderson: Pulling It All Together for Secure Health
Information Technology (HIE)

~Break™

Timothy Rearick: Risk Assessment: Key to a Successful Risk
Management Program

Walter Suarez: HITSP Interoperable Standards for Privacy and
Security



HIPAA Security...

Today
— Spotty compliance
— s 2008 a “Perfect Storm” year for enforcement?
e Federal audits
— OIG/CMS
e State data protection laws
e Changing political pressures
e GAO/OMB scrutiny



HIPAA Security...

e Today

— Increasing number of breaches
 |dentity theft/medical identity theft

— Changing technology
* Mobile devices
* Remote access
— Changing regulatory landscape
e E-discovery
e National Privacy



HIPAA Security...

e Today

— Push toward E-Health

* EHRs, PHRs, HIEs, ...
— Whose datais it? ... MS/Google/Dossia
— Responsibility for safeguarding

e E-prescribing
CPOE
HIT initiatives

Quality outcomes
e Pay-for-performance/reducing costs
* Etc.



HIPAA Security

e Tomorrow

— Reasons to comply

e Corporate governance/compliance becoming
performance metrics

* |ncentives
e Patient safety
e Consumer-driven healthcare

— New approaches/safeguards



In Conclusion...

 We hope that this afternoon that we can explore
some of the issues and come up with some of the
answers to the changing world of healthcare security
and, in particular, what constitutes good HIPAA
Security.

e We encourage you to listen, think, and contribute
your thoughts and perspectives during the course of
the afternoon’s sessions and throughout and after
the conference.
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John C. Parmigiani
410-750-2497
[cparmigiani@comecast.net
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