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So What's the Fuss?

— The interactive online advertising "a virtually invisible, stealth
system."Jeffrey Chester, CDD's executive director.

— April 16" Class Action lawsuit filed against Blockbuster in Dallas

— State bills emerging ( and Connecticut) to require consent for
Web companies to use personal information about consumers for
advertising.

— Federal Trade Commission reviewing comments on proposed
Guidelines for Behavioral Advertising

— UK ‘s Phorm
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http://www.wired.com/politics/onlinerights/news/2007/10/do_not_track
http://news.google.com/news/url?sa=t&ct=us/0-3&fp=4808f8764910ea4d&ei=EuMISJ3pIIbkrQOj1rXpDQ&url=http://ap.google.com/article/ALeqM5jqGttqw_v2gxNNwSgpzH-daVTf4QD903VRE80&cid=1151885837&usg=AFrqEzfXW_Re4S8Ew6zRgjHa4tik08f_DA
http://www.nytimes.com/2008/03/20/business/media/20adco.html?_r=1&oref=slogin
http://www.nytimes.com/2008/03/20/business/media/20adco.html?_r=1&oref=slogin
http://www.washingtontimes.com/apps/pbcs.dll/article?AID=/20080418/BUSINESS/549114644/1006/BUSINESS
http://www.law.com/jsp/legaltechnology/pubArticleLT.jsp?id=1208342622301

SURVEY RESULTS
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Methodology

Conducted by TNS, the world’s
largest custom market research
company and a leading provider of
social and political polling.

Nationally representative random
sample drawn from TNS’s U.S.
Internet access panel

Conducted February 2008

1,105 completed interviews




Consumers express discomfort with tracking
and targeting even when anonymous

They desire the ability to limit and control
these activities

Internet users who describe themselves as
“very competent” or “expert” in their online
technical expertise are more aware of
tracking and targeting than their less
experienced counterparts

Tech-savvy online consumers are more likely
to take steps to control or limit targeting (e.g.
deleting cookies), but their attitudes towards
behavioral targeting are quite similar to self-
described “beginners”.







What percentage of ads that you see while browsing
online are relevant to your wants and needs?
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| find online advertising intrusive and annoying when the
products and services being advertised are not relevant
to my wants and needs.
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| like seeing ads for coupons or promotions from online
stores and brands that | have purchased from before.
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The Disconnect: More Relevance, Less Tracking?

 Consumers say that only a few of the online ads that they see
are relevant and most consider irrelevant ads annoying

* A benefit of behavioral targeting is supposedly more relevant
ads being served to online consumers

» But only one-quarter are comfortable with tracking, provided
that it is conducted anonymously




Awareness of Behavioral Targeting




When | am online, | am aware that my browsing
Information may be collected by a third party for
advertising purposes.
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Are you familiar with the term Behavioral Targeting?
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| am comfortable with advertisers using my browsing
history to serve me relevant ads, as long as that
Information cannot be tied to my name or any other
personal information.
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If given the option, | would choose to see online ads
from online stores and brands that | know and trust.
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| would sign up for an online registry to ensure that advertisers are not
able to track my browsing behaviors, even if it meant that | would TRUSTe
receive more ads that are less relevant to my interests. e
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If | saw a button or icon on a display ad on a site that said
“Click here to reduce unwanted ads” | would click it.
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Personal actions taken by consumers

TRUSTe
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How often do you delete cookies stored on your

computer?
Every day Never
14% 15%
2 to 3 times
a week
14% Once a month
or less
30%

At least once

a week
14%
2 to 3 times
a month
13%
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When you are giving personal information to a website,
how often do you check to make sure the website has a
privacy statement?
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Feb. 2008 B Oct 2004

| know how to protect my personal 1%
Information online and consistently o

take the necessary steps to do so.
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How would you describe your online technical
expertise?

Beginner

I 3%

Very competent, but not quite an _ 31%
expert

More than a beginner, but still
have much to learn
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Cookie Deletion by Level of Online Technical Expertise
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35% 1 3% 31, 31%
29%
30% -
25% -
20% - 18% 18%
o D% % 50, U% 4% 4%
5% - 13% %0 2%
9%
0% - 7% X
5% -
0% |
Never Once amonth 2to 3times a At leastoncea 2to 3times a Everyday
orless month week week
TRUSTe

Oy

27



When | am online, | am aware that my browsing
Information may be collected by a third party for
advertising purposes.
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Are you familiar with the term Behavioral Targeting?
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What percentage of ads that you see while browsing
online are relevant to your wants and needs?
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BEST PRACTICES
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TRUSTe Program Requirements that Currently Address
Targeting and Tracking

« TRUSTe requires sealholders to disclose the use of first party
and third party tracking technologies on the site

* Opt-in is required if sensitive PIl is transferred to 3rd parties
using Web beacons

« If information collected via tracking technologies is linked to
collected PII - then the that information is considered PIl and all
our requirements around PII apply
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e Consumer Education

— all commercial beneficiaries should be accountable in providing
education, notice and choice to consumers, where appropriate

« Sliding Scale Proactive Notice

— sliding scale for notice and choice should be employed based on
practices and privacy implications

e Accountability

— Websites where tracking and targeting is initiated, collected or
used, as well as ad networks serving behavioral advertising, should
all participate in providing privacy information and options to
consumers

TRUSTe
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AOL | myAOL | Mail | Make AOL Your Homepage Search the Web

l Search I

-
. A &)
Privacy and Consumer Choice AOL &
Abthe privacy policy links listed to the right, you can
read much more about how AOL and its ad-serving
divisions use information. Mary of these policies include
choices about how information can be used. ADTECH

ou can also follow the penguin to reach the Metwork

Advertising Initiative site, a central location for .
information about Internet adwertising and the choices buy- i L}
available toyou.

0

ThirdScreenMedia

For more information from AOL
about online advertising anc' ==~

privacy choices: ODA
== An ad company sends a

Click Here. G saommer— cookie to Mr. Penguin's
4 computer, recording

AOL » 4 his visit.

% quigo

Penguin's Cookie File
Cookie ID#123 = Anchovies

AOL Penguin Campaign
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Sliding Scale for Notice and Choice

Type of Advertising

Definition

Obligation

Sensitive Personally |dentifiakble
Information Advertising

Personally Identifiable Advertising

Behavioral Advertising

Multi-site Adwvertising

Cinling Advertising

The use of sensitive personally
furllh ipoae of beill'lhm al
& pul = aviar,
33]03 ertising.

The merger of information that, by
itself, can be used fo identify someons
—such as name, e-mail address,
physical address, or telephone”
number — with data collected th h
multi-site or behavioral advertising

the purpose of ad targeting.

The tracking of a consumer's activities
onling across multiple, unrelated sites
— including the searches the
consumer has conducted, the web
es visited, and the content viewed
a third party in order fo deliver
advertising across multiple, unrelated
sites targeted to the individual
consumer's interests.

Online advertising across mulfiple,
unrelated third-party sites.

The logging of page views or the
collection of ather information about
an individual consurmer or computer

for the purpose of delivering
providing advertising-related services.

Opt-in consent

Prospective use: Opt-out choice
Retroactive use: Opt-in consent

Opt-out choice

Pass-through notice: make
reasonable e to require website
operators to link to a privacy notice on
their home page

Link to privacy notice on home page;
follow reasonable security and data
retention obligations

Source: Microsoft Corporation
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My eBay = My Account = Preferences = Adverlising Preferences
eBay AdChoice

YWe may use irformation we have about you to make sure th
you as we can make them. We think these relevart AdChoic
information we use for AdChoice follows the eBay Privacy P

YWe may work with other companies, like website operators 4
information with ather website oparators and our ad network
you (like eBay search terms, demographics and categories g
don't share your personal information with any of these comp
identifying you.

You have choices about whetherwe use your information in
information with our ad netwark partners and you can tell us
websites, Anywhere you see the adwerticing link, you can cli
AdChoice, youll still see ads, they just won't be tailored to y

M es, please use my information to show e relevant a

2 Yes, please use my information to show me relevant e

Sawve | Cancel

AdChoice

WWe may use information we have about you
on the eBay site or elzewhere, are as releva
think these relevant AdChoice ads will perso
experience. Any information we use for AdC
Palicy.

Look for the "ADYERTISEMENT (about)” lab
how your information is used.

Yahoo! is our ad netwark partner for this ad.
only anonymous information about you, like 4
and categories of interests. Yahoo! may also
about it's own users to select which ads to d
about Yahoo!'s ad practices, including how td

AdChoice Preferences

If you're an eBay user, you can also mana
vour My eBay account.

W es, please use my eBay informatio

ADVERTISEMENT [abaout)

wireless
your way

Add a line to your
account-and get the

Samsung A737

SAMSUNG

eBay's ad network partners.

If you opt out of AdChoice, yvou'll still see ads on eBay, but we waon't send
any information to Yahoo! to customize those ads. Due to Yahoo!'s current
systems, information we'e already sent may continue to influence the ads
you see for up to three months. ¥ou can tell Yahoo! to immediately stop
customizing your ads on eBay by using their opt out.

Sawve |

AdChoice

be unique for less
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SHOP<COM"

i. Facebook Beacon
SHOP.ZOM is a Facebook Beacon-enabled site, Facebook Beacon allc
purchase, on SHOP.COM through Facebool, when vou make a purch

vou are logged-in to Facebook and whether vour privacy preference:
SHOP,.COM with vour Facebool: friends and network members, If vol
an SHOP.COM and if vour privacy preferences in your Facebool Prof
the action information sent by SHOP.ZOM in conjunction with Person:
as your Facebook Profile) and shares it with your Facebool: friends a
vou are not a Facebook user or logged into vour Facebook account a
discard the information SHOP.COM has sent to it. To learn more abon

Facebool has recently created an FAQ page with a tutorial describing
describes how users can either universally opt-out or, on a partner-b

appear in their newsfeed,

The tutorial can be found here: httpeAdwww faceboolk . com/beacondfar

Opt-In for 3" Party Sharing:
Disclosures for Beacon Advertisers

We've added more privacy controls Clase

» Friend of friend privacy: expand who can see your profile, photos, notes and other content,

= Friend list privacy: control exactly who can see what by including or excluding certain friends or friend lists, Look For the
"Customize" options,

& Privacy

L

Profile ¢
Control who can see wour profile and personal infaorrmation,

Search »
Control who can search For vwou, and how you can be contacted.

News Feed and Mini-Feed »
Control what stories about vou get published to vour profile and to vour friends’ News Feeds,

(O
[Fga Applications »
g

Control what information is available to applications you use on Facebook,

Block List
‘fou have not blocked anvone,

Block People

I ou block someone, they will not be able to search for
you, see vour profile, or contact vou on Facebook, Any
ties vou currently have with a person vou block will be
broken {friendship connections, relationships, etc),

Person:
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Go beyond the privacy statement

— Matter-of-factly incorporate some disclosure of tracking and
targeting as part of your product or service value proposition.

Provide a “what is this” button to explain how your customization
works.

— Primary purpose on websites is not to read notices but to transact
and build experiences

— Opt-out rates are low but address the vocal minority
Make sure your service providers, agencies, and others are
following industry standards for privacy notice and disclosure.

— Many of the serious complaints or issues TRUSTe encounters are
privacy breaches by marketing vendors.

TRUSTe
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