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For the purposes of this 
discussion…
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Discovered breach requiring
notification occurs

> 500
individuals?

Start

Possible
imminent misuse

of PHI?

Notice to Secretary

Breach logged by
covered entity.

Notice by telephone or other
appropriate means to affected

individuals
Stop

Notice by 1st class mail or by
email if preferred by individual

Posting on covered entity
home page or notice in print or

broadcast media

out of date
 info > = 10

individuals?
Breach

location?

Notice to prominent media
outlets

Covered Entity notified

Delays notices as needed
in accordance with

official request
Same State

or jurisdiction?

Log submitted to
Secretary within 60

days from year's end

Business Associate

Covered Entity

No

Yes

Yes

Yes

Yes

No

No

No
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Breach
location?

• Time zero

• Clarify expectations

• Reasonable diligence
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Delays notices as needed
in accordance with

official request

• Validate request

• Be mindful of delay

• Don’t stall efforts
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Possible
imminent misuse

of PHI?

• In addition to…

• Sense of urgency
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out of date
 info > = 10

individuals?

• Living…or not?

• Keep data current
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Ouch!
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> 500
individuals?

Same State
or jurisdiction?

1Source: August Guidance, Table 3, page 88.

• Location

• Laptops

• 52% of 107

• 51,5541

Frank Ruelas                                       

frank@hipaabootcamp.com Actions to Take in Response to a Breach of ePHI

mailto:frank@hipaabootcamp.com

	Those Actions that a Covered Entity�(and a Business Associate) Should Take in Response to a Breach of ePHI�
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8

