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Importance of Policy
Guidance for action consistent with legal, 
ethical, and organizational requirements
Policies . . . 

Establish goals that procedures and technical 
measures serve
Communicate consensus and assign 
responsibility
Define enforcement and consequences for 
violation

Policy is a mutual agreement that outlines 
the expectations your organization has for 
its workforce
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Policies, Procedures, Standards, 
Technical Controls

Policies guide action
Broad statements 
Corporate wide
Executive approval

Procedures direct action
Specific steps
Focus on process
Departmental management

Procedures answer:
What to do
When to do it
Where to do it
Who should do it
Exactly how to do it

Standards define minimum 
expected performance

De facto, e.g., “Passwords 
should be 8 characters”
Consensus driven, e.g., 
Standards of Practice, HL7
Government mandate, e.g., 
HIPAA Rules

Technical controls cause
operations to meet policy 
requirements

Example: Access controls 
cause users to gain 
applicable access to 
information
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New regulations (e.g., Red Flags, HITECH)
New threats, e.g.,

Identity theft, medical identity theft
Economy 
“Value engineering”
HIPAA enforcement

New vulnerabilities, e.g., 
Consumer empowerment
Electronic health records
Health information exchange
Meaningful use requirements

Drivers for Updating P&P

45 CFR §164.308(a)(8)
Evaluation:
Perform periodic ... 

evaluation…in response 
to environmental or 
operational changes 
affecting security of          
ePHI 
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Writing Effective Policies
Policy characteristics

Enforceable
Concise and easy to understand

Deciding on what the policy should be 
Understand circumstances pertinent to policy                    
being written (e.g., confidentiality of PHI vs.            
government’s nuclear weapons program)
Determine organization’s corporate position                        
(e.g., risk averse, risk tolerant)

Steps in policy writing
Draft 
Test
Introduce, train, reinforce 
Enforce, reinforce
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Procedures

“I want to review my 
patient’s record before I 
enter the exam review”
“I don’t want to be logging 
on and off constantly”
“Every time I log on, I have 
to click through screens 
I’ve already looked at”

Workflow and process 
changes with HIT must be 
studied in light of patient 
care, hassle factors, 
privacy & security
A process map or even a 
use case can actually be an 
effective tool to design and 
document procedures

David Blumenthal, MD, ONC – on meaningful use, Dec. 7, 2009: “It’s 
not the technology that’s important, but its effect. Meaningful use is 
not a technology project, but a change management project. 
Components of meaningful use include sociology, psychology, 
behavior change, and the mobilization of levers to change complex 
systems and improve their performance.
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Privacy and Security Integration

Disclosure

Destruction

Security
for

PHI and PII

Confidentiality

Integrity Availability

Alteration

Privacy Rights: to be left
alone; to have notice, to access, 
restrict, amend, accounting
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New Policies: Privacy and Security

Accounting of disclosures (regulations 
expected June 18, 2010)

Address policy and technical controls to 
account for disclosures from EHR for TPO 
within past 3 years
Disclosure
• Same meaning as in 45 CFR §160.103
• means the release, transfer, provision of, access 

to, or divulging in any other manner of information 
outside the entity holding the information
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New Policies: Privacy and Security
Breach notification (Aug. 24, 2009)

Incorporate federal and state requirements
Address incident reporting and response
• HITECH: Breach means unauthorized acquisition, access, use, or 
disclosure of PHI which compromises security or privacy of PHI, except 
where an unauthorized person to whom such information is disclosed 
would not reasonably have been able to retain such information

• Exceptions, “breach” does not include
– Unintentional acquisition, access, or use of PHI if made in good faith 

and within scope of employment or professional relationship; and
– such information is not further acquired, accessed, used, or 

disclosed; or 
– any inadvertent disclosure from an individual who is otherwise 

authorized to access PHI to another similarly situated individual at 
same facility; and 

– such information is not further acquired, accessed, used, or disclosed 
without authorization by any person

• Notification is required if a breach of unsecured PHI occurs
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New Policies: Privacy and Security
Business associate (regulations expected Feb. 18, 
2010)

Incorporate direct accountability to certain provisions of 
HIPAA Privacy and Security Rules;
Business associate contract for HIO

Guidance on “psychotherapy notes” (Feb. 18, 2010)
Prohibit exchanging PHI for remuneration without 
individual authorization (Aug. 18, 2010)
Provisions regarding marketing and fundraising 
(Feb. 18, 2010)
Requirements for de-identification (Feb. 18, 2010)
Rights (Feb. 18, 2010) 

Request restrictions (to payers where patient pays)
Minimum necessary; guidance on what constitutes 
minimum necessary (Aug. 18, 2010)
Access (provision of electronic information)
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New Policies: Privacy and Security
Technical guidance on safeguards (Feb. 18, 2010; annual 
updates)
Unsecured PHI (Guidance Apr. 27, 2009)

Encrypt
Destroy
(De-identify ≠ HIPAA)

Enforcement by State Attorneys General (applies after Feb. 
17, 2009)
Enforcement amendments (October 30, 2009)
Willful neglect provisions in HIPAA Enforcement Rule (Aug. 
18, 2010)
Sharing civil money penalties or settlements with harmed 
individuals (Feb. 18, 2012)

Impact on organizational policies? Training? Awareness
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Consumer Empowerment
FERPA (Joint Guidance Aug. 2008)

Applicable to your organization?
FTC Health Breach Notification Rule 

Published Aug. 25, 2009, effective Sept. 24, 2009, full compliance 
required by Feb. 22, 2010
Impacts Personally Identifiable Information (PII) in personal health 
records (PHRs) provided by vendors or other entities, such as 
schools, charities, and non-profits
Applicable to your organization?
Buried disclosures in privacy policy?

Red Flags Rules (enforcement began Aug. 1, 2009)
Applicable to your organization?
What warning signs should you look for?
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Electronic Health Records
Mission critical system requiring . . . 

Contingency planning and disaster recovery
Technical redundancy: servers, network

Use as intended
Applying clinical decision support
• Applying evidence-based standards of practice
• Sensitivity levels
• Rationale for override

At point of care
By clinician
To capture structured data
• Ensuring data quality, including with ICD-10-CM codes 

(October 1, 2013) embedded in many HIT applications
While enabling and assuring application of professional 
judgment



16

16
16

Margret\A Consulting, LLC

Health Information Exchange
Applying HIT standards

Continuity of Care Document
Consent directives in HIO

Authorization vs. consent (HIPAA §164.506 Consent is not 
effective to permit a use or disclosure when an 
authorization is required)

Stage 1 criteria for meaningful use
Test capability of certified EHR technology to 
electronically exchange key clinical information among 
providers of care and patient authorized entities
Test capability to communicate with public health 
agencies
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Meaningful Use Requirements
Adoption of HIT standards

Including claims and eligibility, using X12 5010 version 
by January 1, 2012

Clinical quality measure reporting
Conduct or review security risk analysis per 45 
CFR §164.308(a )(1)
Donations of EHR

Include PMS?
Provide 1099?

Hospital-based physicians
“Meaningful use” attestation
Reassignment of incentives
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Security Risk Analysis
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SP800-122, Jan. 13, 2009 Draft Guide to Protecting Confidentiality of Personally 
Identifiable Information (PII)
SP800-115, Sept. 2008 Technical Guide to Information Security Testing and 
Assessment
SP800-114, Nov. 2007, User’s Guide to Securing External Devices for 
Remote Access
SP800-111, Nov. 2007, Guide to Storage Encryption Technologies for End
User Devices
SP800-88, Sept. 2006, Guidelines for Media Sanitization
SP800-66 Oct. 2008 Introductory Resource Guide for Implementing HIPAA 
Security Rule
SP800-53, Aug. 2009, Recommended Security Controls for Federal Information 
Systems and Organizations
SP800-53A, Jul. 2008, Guide for Assessing Security Controls in Federal
Information Systems
SP800-52, Jun. 2005, Guidelines for Selection and Use of Transport Later 
Security (TLS) Implementations
SP800-39, Apr. 3, 2008, Draft Managing Risk from Information Systems: An 
Organizational Perspective

Those in bold are referenced in HHS Breach Notification

http://csrc.nist.gov/publications/PubsSPs.html
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Implementing Policies

Organizational
Policies

Continuous 
Monitoring

Periodic
Auditing

Triggered
Reviews

Management reporting
and documentation

Feedback

Design & 
test changes

Implement
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SUNDAY, January 24, 2010
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