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Hospital donor files compromised

Data breach at Cascade Healthcare may affect more than 11,500 people
By Markian Hawryluk and Betsy Q. Cliff / The Bulletin
Published: March 06. 2008 4:00AM PST

A computer virus may have exposed to outside eyes the names, credit card numbers, dates of birth and home addresses
of more than 11,500 individuals who donated to Cascade Healthcare Community, the parent company of St. Charles in
Bend and Redmond.

The virus penetrated the computer system Dec. 11, and the hospital’s information technology staff believed they had
rebuffed it. But Feb. 5, they detected suspicious activity in the system and called in computer forensic experts to
investigate.

By Feb. 20, it became clear the information had been made vulnerable by the virus.

On Wednesday, the hospital announced the data may have been exposed. The data breach is a concern due to the
potential for identity theft.

Hospital officials say it is not clear whether any of the information was seen by individuals outside the hospital. There is
no evidence that patient health information was compromised, officials said.

“Although the investigation provided no indication that information was misused, CHC is working quickly and diligently
to provide all affected members of our community with leading credit monitoring service at no charge,” Cascade
Healthcare President and CEO Jim Diegel said in a prepared statement.

“We want to express our sincere apologies to those community members who have trusted us with their information for
the inconvenience and worry this situation may have caused.”
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Details: The theft occurred in the middle of January and involved a machine that was being used to
transfer data to another computer.
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The Breach

Virus Occurrence - December 11, 2007

Notification by CMS of a “CMS” triggered HIPAA
Security Audit to be conducted by their audit
contractor — PriceWaterhouseCooper

Original Notification from CMS
July 1, 2008

First Meeting

July 25, 2008
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Requested Meetings by CMS - PwC

oPre-entrance Teleconference 7/25
oEntrance Conference 8/4

oOn-site at CHC 8/4/08 — 8/8/08
Three investigators

All together we had 15
meetings with senior
executives and department
directors/ managers in one
week.
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Prepared by Client List of Requested
Documents (PBC)

oAdministrative Safeguards
oPhysical Safeguards
oTechnical Safeguards
oRemote Access
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Prepared by Client (PBC) List of Requested
Documents

oSet Up - electronic file folder

oRule of thumb - give them the only what they ask for,
If they need more documentation they will ask,
you don’t want them looking into things they did
not come to audit in the first place.

oClear your calendar!

oNotify you leadership group that they my have some
high priority meetings coming out on their
calendar

oKeep your friends close and your enemies closer
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CMS Prepared By Client (PBC) list

Administrative Safeguards

>AS-1

>AS-2

»>AS-3

»AS-4

Policies and procedures on creation, maintenance, and

?ove;nance of risk assessments (RA) and system security plans
SSP

Most current Risk Assessment (RA) for impacted applications
and General Support Systems (GSS) including
Certification/Approval Page. Please note if there are

multiple RA/SSPs, please provide those for applications and
GSSs that process or store PI1/PHI.

Most current SSP for impacted applications and GSS including
Certification/Approval Page

Please note if there are multiple RA/SSPs, please provide those
for applications and GSSs that process or store PI1/PHI.

Policies and procedures on protection of PHI and ePHI; including
sanctions for violation of policy.

-Including procedures on the protection and use of blackberry
devices, thumb drives, portable disk drives, etc.

-Compliance with HIPAA Security Rule
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CMS Prepared By Client (PBC) list - continued

»AS-5  Listing of all PHI violations within the past year

»AS-6  Policies and procedures governing monitoring of access and
violations; including follow up activities for suspicious activity.
Policies and procedures that include information on:

-records logging information system activity, including audit logs,
access

>AS-7 IS Dept Organization Chart; including Privacy/HIPAA Official
»AS-8  Job Description for Privacy/HIPAA Official
»AS-9  Security Awareness, Privacy, Training Content (initial and annual)

»AS-10 Listing or organization chart of all Incident Response Team
members; including job descriptions for team members

»>AS-11 Listing of all current employees (including name, dept/cost center,
job title, & direct supervisor/manager)

»>AS-12 Listing of all employees hired within the past year (including name,
dept/cost center, job title, & direct supervisor/manager)

10
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CMS Prepared By Client (PBC) list - continued

»AS-13 Policies and procedures governing security awareness training
(new hire and refresher)

»AS-14 Policies and procedures governing virus identification software
including updating, detecting, and reporting malicious
software and/or viruses.

»AS-15 Policies and procedures (baselines) governing passwords

including:

-Password Standards/Configurations

-Creation, changing, and safeguarding

-Passwords on remote devices (laptops, PDA's, etc.)
»AS-16 Polices/procedures for Data and Resource Classification
»AS-17 Most recent internal audit/review of HIPAA compliance
»AS-18 Network Diagram
Physical Safeguards

»PS-1 Policies and procedures governing workstation security (for
devices storing ePHI) including on-site, laptops, at home system
usage, etc.

»PS-2 Inventory of laptops and desktops in your environment

11
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CMS Prepared by client (PBC) list - continued

Technical Safeguards

»>TS-1

>TS-2
>TS-3
>TS-4
>TS-5

»>TS-6

>TS-7
>TS-8

»>T1S-9

Policies and procedures governing the use of generic, group or
system IDs

Policies and procedures governing disabling vendor supplied defaults
Policies and procedures governing granting of dial up/remote access
Policies and procedures on the encryption/decryption of ePHI

*During Transmission;*ePHI on remote devices;*ePHI on backup
and archived data

Evidence of the implementation of password policies on platforms
which store, transmit or process ePHI

Transmission Security procedure (formal requirements for
transmission of ePHI; controls governing integrity of information
transmitted on networks)

Configuration standards for platforms which store, transmit, or
process ePHI (including workstations)

Policies and procedures governing the use of wireless networks in
the environment

Wireless access points baseline configurations (if applicable)

12



%ilscade

HEALTHCARE COMMUNITY

CMS Prepared by client (PBC) list - continued

Remote Access
»RA-1  Procedures/Baseline for Firewall protection on laptops

»RA-2  Listing of users provided with laptops & with remote
access

»RA-3  Rules of Behavior/Personnel Security rules for laptop
users

»RA-4  Entity wide Patch Management policy (including
pushing updates to remote devices)

»RA-5  Entity wide Configuration management policy (including
remote devices)

13
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HIPAA Compliance Review Analysis and
Summary of Results

Center for Medicare & Medicaid Services
Office of E-health Standards and Services

2008

CHC - HIPAA Summit 2010 14
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Corrective Action Plan (CAP)

»Risk Assessment 164.308(a) (1) (i) (A)
«CEs did not perform a risk assessment

Note: “The Global State of Information Security 2008” only
57% of survey respondent organizations conducted enterprise
risk assessment at least once a year

«CEs did not have a formalized, documented risk assessment
process

«CEs had outdated risk assessments
«CEs did not address all potential areas of risk

15
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Corrective Action Plan (CAP) - Continued

»>Currency of Policies and Procedures 164.308(a)(8)

«CEs did not review and approve security policies and procedures within
the time frame that their policy required

«CEs did not document evidence of their review and approval of policies
and procedures

«CEs documented procedures were inconsistent with procedures followed
by ED personnel

«CEs did not have formally documented policies related to training
«CEs did not track and retain evidence of training completion

«CEs did not conduct security awareness training prior to granting user
access

«CEs did not conduct security refresher training on a regular basis

16
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Corrective Action Plan (CAP) - Continued

>Workforce Clearance 164.308(a)(iii)(B)

«CEs granted access to ePHI prior to completing background
investigations

>Workstation Security 164.310(b)

«CEs did not have a formalized, documented policy or process for
verifying the security of workstations

«CEs were not complying with their policies and procedures for securing
workstations

«CEs did not deploy the necessary tools to implement documented
policies

17
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Corrective Action Plan (CAP) - Continued

>Encryption
«Encryption was not implemented on all workstations and laptops

«Encryption was not implemented on the transmission of data which
contained ePHI

«Strong encryption was not consistently implemented
»>Got your evidence
«Education
Pulled sample of employee

Requested documentation that each completed security train
prior to access to e-PHI applications

oFirewall
Pulled sample of systems and laptops
Viewed configuration for security

18



documentad risk assessment
for system corporate reporting
tool and applications which
house, process, or fransmit
EPHL. For each threal
identified, the risk assessment
should include:
»  likelihood of
oCcumence;
impact severity,
mitigating control(s);
and,
= risk level.

The risk assessment should be
conducted in accordance with
CE's "HIPAA Risk
Assessment and Risk
Management" procedure.
Adter an initial risk
assessment has been
conducted, CE should
conduct an analysis o
determine the appropriate
interval for conduciing these
assessments, based on the
current interval of 12-18
months, Mational Institute of
Standards and Technology
{MNIST) Special Publication
(3P} B00-53, RA-4, “Risk
Assessment Update™
recommimends that risk
assessments be performed on
a regular basis or whenever

I

1.

there are significant changes
to the system. The maximum
interval for conducting these
assessments is identified as
tiwree years.

Onee the appropriate interval
is identified, CE should update
thair procedure to state that
this process should be
performed at the identified
interval or whenever there is a
significant change to the
envirommnent.

E =5
mmfddiyy -

CMS Response to “Covered Entity™ (CE)
Corrective Action Plan

full
Security Audit.
min{ddiyy- A risk

assessment was performed
on a new critical EMR

application.

We have established a
committee called the CE
Drata Scourily Governance

Committee.

We will review the technical proc
for each individual application and
our overall system security plan.

1. We will identify a bascline of the
inventory of information assets and
responsible data stewards—our first
step in identifying our assets so that
we can do a risk assessment.

Mote: COur technical resources are severely
limited in 2008 due to the planned go live of a
major electronic medical resord application.

Targel Dates for completion of CAP Steps:

L. mmnd/dddyy
IL man/ddfyy
111 mmydddyy

i
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Time Line

>Prepared by client (PBC) list items due 8/13
»>First Draft report to Cascade and CMS 8/18

»EXit meeting and discussion on corrective
actions with PwC 8/20

»>Second draft report to Cascade and CMS
containing corrective actions 8/22

>Final draft from CHC response to second draft

due 8/29

20
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Time Line - Continued

»>Corrective action — response to first due
date

»>in November 1, 2008
»Response back from CMS
»December 22, 2008
»Corrective action — due date
»February 2009
»Response back from CMS
>»July 22, 2009
»>Corrective action — due date
»August 22, 2009
»Follow by OCR-HHS Division
>»January 4, 2009

21
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Summary of Results

>»Final report from PwC — 45 pages
.Background
«Testing Performed Results of Testing
«Recommendation of Corrective Action
«Summary

»Procedural Report
«Corrective Action Response from CHC
«Corrective Action Plan (CAP) Steps
oTarget Date for Completion of CAP Steps

22
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New investigating authority
- Office for Civil Rights

23
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Follow up by Quality Software Services, Inc. (QSSI1)

CMS Hesponse to “Covered Entity™ (CE)
Caorrective Action Plan

5 Mg e

e Reaponse [

Jduly 22, 2
| Finding | ;

VMR | SR L e : w ¥
CE shwould condact a Tormel, L menchildyy - full HIFAA I. Wie will review the sechnical process
dogumented risk assesament Securily Audit. for each ndividual application and
Far sysbem conporale reporing 11 mmichdfyy= A nsk aur avernll system securisy plan
toenl @nd applicoiions which assessmnent was perfiomeed i, We will iderify n baseline ol the
hisuse, process, or fromsmit an @ new critical ERME inveniory of infarmation assets and
EPHI. Foar ench threm applicavion. responsible daa spewands--our firse
identified, the risk assessment | 10 W e established a step o idenlilying our asels Lo thal
skl inchude: comnmikes calbxl the CE we can dir a risk assessment.

w  likeliFoosd ol Diata Securily Governance

OOCUITENncE: Comnuilles. Mante: Cwor lechaicol resources are severehy

- impact severity; limived in 20E due to the planned go live ol o

=  mitigming conerolis); mnjor electranic medical record application.

s rizk level. Target Diates for completbon of CAP Spepa:
The risk assessmemt shouald he L mnSdd vy
comiductsd in necondance with I ""'"":']-"-l-"}'ﬁ'
CE's "HIPAA Risk I iy

Aasgsmiment and Risk
MBIIEE‘,E'I'TIL'IH' FII"IIEI]IH[".
Adber an indfial risk
assessmenl has been
conducied, CE should
conduct an annlysis (o
detennine ihe appropriote
inserval far conducting these
AEsessineniE, bised on the
current inkerval of 12-18
neonths. Matiosal Ieslivale ol
Standards and Tedhnology
[MISTY Spscinl Puhlicaion
(5P B0-53, RA-4, “Risk
Assesament L pdaie™
recommends tha risk
aze=aments be performed an

July X2, 29 - OS5 acknowledpes
“Coversd Entity™ (CE) response to
Finding & | wlentified by the requirciment
1o conduct formsl documemed risk
aasesament and 1o detenmine througl
analysis the appropriale inervals By
oonducting risk assessmenis. We also
acknowledge the CE plnned comective
aclian plan {CAP) steps. ChS
acknowledpes that vour CAP is
ircaniplete,

Fleass provide & stales reporl mol laler
than August 27, 30 showing progress n
the satislation of this Nnding amd include
the fillonwing-

1. Evadence that CE performed the
HIP&AA Securily Awdil;

2, Evidence that CE performesd o HIPAA
Secuwily Risk Assesamend on the new
crilical EMR applicotion

3. Ewidence ihat CE Daia Security
Governances Comamimes [DOGC)
idemtified all sssets that comain P

4. Evidence llsal CE has defieed a risk
nemesmment schedule for all aszets that
cominim ePHI;

i, Evidence thet CE has conducted one
or Mo Tigk assessments n accordance
wilh the schedule prepansd by the DNEOC;
&, A copy ol the CE Policy and
Procedure specifiying thal risk
assessmients must be performed, the
perickd and the procedwre for comducting

e ———— e e e

_the visk assessments.
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o Other Investigations

“piggy backing”on HIPAA/HITECH

o National Labor Relations Board
Reviewing breach investigation of CE

08/19/09 CHC - HIPAA Summit 2010
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Final Tips

»Do your due diligence with each and every breach
Especially with the new HITECH
“harm threshold” provision

»Anticipate mini meltdowns
»Know your support team and the VP’s that’s “got your back”

»Work the plan

.Stay on top of the CAP due dates even if your organization
hasn’t met full implementation of the CAP

«Action plans take TIME! Set realist goals and time lines

26
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OCR Vows ‘Vigorous Enforcement’ of
Security as well as Privacy

CHC - HIPAA Summit 2010
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lronic

»Department of the Army/FBI
>Thumb drive - data Lost

28
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Thomson Reuters 100 Top Hospitals:
Health System Quality/Efficiency Benchmarks

CHC named one of top 50 hospital systems nationwide for
quality and efficiency

In a recent study conducted by Thomson Reuters, a leading source of health research
and information, Cascade Healthcare Community was named one of the top 50 health
systems in the nation for quality and efficiency.

“Providing the safest care for our patients with the best possible outcomes is
something we strive for every day at Cascade Healthcare Community,” said James A.
Diegel, president and CEO of CHC. “To be recognized alongside 49 other top-
performing health systems in the nation, including the Cleveland Clinic and the Mayo
Clinic, by a respected research organization is a true achievement.”

According to Thomson Reuters, the study evaluated all U.S. health systems with two
or more short-term, general, non-federal hospitals. Researchers looked at five
metrics that gauge clinical quality and efficiency including mortality, medical
complications, patient safety, average length of stay and adherence to clinical
standards of care.

In total, the study evaluated quality measures for 252 health systems using
information from the 2006 and 2007 Medicare Provider Analysis and Review data sets
and the Centers for Medicare and Medicaid Services Hospital Compare data sets. 29
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Questions?

CHC - HIPAA Summit 2010
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