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Agenda

 Important and Emerging HIPAA Security Areas
of Concern

* The Featured Speakers and their Topics



Important and Emerging HIPAA Security Areas of
Concern

e Healthcare Security in Health Reform/HITECH

— Increases in 2011 budget
e ONC —up $17M

- S2B economic stimulus still there for HIT incentives/EHR
/health information exchanges

* OCR—up S3M for increased enforcement and outreach

— HIT is not just for the more efficient merger of data
capture and handling with clinical technology but for the
more effective and safe delivery of health care



Important and Emerging HIPAA Security Areas of
Concern...

e Healthcare Security in Health Reform/HITECH

— Standards
e HIPAA Privacy and Security

e Conduct or review security risk analysis annually — correct
deficiencies

e Health IT Policy Committee Privacy and Security Workgroup
— Meaningful Use
— Various Stages
— Implement necessary updates

— Greater specificity
e Encryption/decryption
e Authentication

* Access control
e Transmission security for exchange and maintenance of data integrity

e Logging for TPO



Important and Emerging HIPAA Security Areas of

Concern

e Step Up in Enforcement
— OCR audits
— AGs - Is Connecticut the first of many?
— Increased penalties
— Incentives — OCR, patients

* Business Associates
— HIPAA Security and Privacy (February 17, 2010)
— Notification (February 22, 2010)

* Notification
— Encryption
— Destruction
— Harm threshold
— State and federal regulatory requirements



Our Speakers and their Topics

Jodi Daniel: ONC Privacy and Security Policy

Ali Pabray: How HIPAA fits into the Broader Scheme of Privacy and Security
Regulation in the United States

Leslie Berkeyheiser: The Role of Privacy and Security in "Meaningful Use"
Dave Kirby: Security in RHIOs and HIEs

Break: 3:15 - 3:45

Joe McClure: Practical Steps to Implementing ARRA for Business Associates
Claudia Tessier: Security Issues in Healthcare Wireless Applications

Judi Hofman: Security Audits: Is Your Organization Prepared and In
Compliance?

Jon Neiditz: Caught in the Middle Between Federal and State Breach
Notification Requirements

Angel Hoffman and Phyllis Patrick: Evaluating your Information Security
Program



Thank fou!
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