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THIS DOCUMENT IS THE CONFIDENTIAL PROPERTY OF IDX. THE STATEMENTS MADE IN THIS DOCUMENT EXPRESS THE CURRENT PLANS
AND POLICIES OF IDX ALL. BECAUSE OF CHANGES IN CONDITIONS AND CIRCUMSTANCES, IDX RESERVES THE RIGHT AT ITS DISCRETION,
AND WITHOUT NOTICE, TO CHANGE ITS PLANS WITHOUT LIABILITY TO ANY PROSPECTIVE OR EXISTING CUSTOMER. ALL RELATIONSHIPS
AND CONTRACTUAL OBLIGATIONS ARE ESTABLISHED BY WRITTEN AGREEMENT BETWEEN YOU AND IDX. IDX MAKES NO WARRANTY AS
TO ANY MATTER CONTAINED IN THIS DOCUMENT. THOUGH EVERY EFFORT HAS BEEN TAKEN TO ENSURE THE VALIDITY AND USEFULNESS
OF ITS CONTENTS, IDX ASSUMES NO RESPONSIBIILTY FOR ERRORS THAT MAY APPEAR IN THIS DOCUMENT
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IDX HIPAA Timeline

* IDX HIPAA Timetable MATCHED to HCFA
Implementation Timeline




HIPAA DESTINATION




WHY THIS JOURNEY ?

[mprove efficiency & effectiveness of healthcare
through standardization of all shared
electronic information

Protect the privacy and security of patient information
stored and exchanged electronically

‘Reduce the cost of exchanging information among

healthcare partners
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IDX HIPAA Team

1) Corporate Regulatory & Compliance Team

HIPAA regulations analysis, design, development for
application

2) Business Units regulatory and compliance domain
experts

Applications upgrades and new product development
3) Corporate HIPAA Operations Team
Internal HIPAA review, deployment

4) Corporate Compliance Initiative
Policies and Procedures




Vendor HIPAA Risks Today?

* Do you know what HIPAA assistance your
technology vendor will offer in Core Enterprise
Applications?

* Do you know what HIPAA assistance your
technology vendor will offer beyond Core
Enterprise Applications?

* Does your technology vendor need to comply
with HIPAA?

 Will your technology vendor assist your HIPAA
consultant in an enterprise assessment?




IDX and HIPAA for the Customers

 Review the HIPAA regulations
« Assessment/gap analysis

» HIPAA Strategy
» Core Enterprise Applications

- New Modules/Applications
» HIPAA pricing and packaging
* Design/development/implementation

» Internal security and privacy assessment and
remediation

e Internal security and privacy policies and
procedures

 Monitoring and auditing




HIPAA Standards

 The Administrative Simplifications section of
HIPAA contains the electronic transactions,
code sets, national identifier standards and

Security and privacy provisions
http://aspe.os.dhhs.gov/admnsimp/

The Standards:

» Transaction and code set standards
« Entity identifiers

» Security and confidentiality

« Privacy




CHECK LIST - ROAD MAP

Assessment / Gap Analysis

- Targeted audit and written assessment

o Services necessary to develop organizational strategies

Our Partners..
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CHECK LIST - ROAD MAP

Best Practices

*Guidelines and Principles (IDXtend® and LastWord®)

Tactics and Strategies to accelerate IDX product upgrades




Check List - Road Map

IDX eHealth Tools

ecCommerce 6

—Offers internet-based EDI via a single connection to the
IDX Gateway

seSecurity

—Enhances an organization’s security infrastructure
to meet the demands of web based and/internet enabled
environments.




HIPAA Final Rules Dates

Standard NPRM Publication Date or Final Rule/Expected
Expected Publication Date

Transactions and Coding 5/7/98 8/2000 Final !!
Privacy 11/3/99 12/2000 Final !
Security & Confidentiality 8/12/98 2 Qtr/2001
National Provider Identifier 5/7/98 1% Qtr/2001
National Employer Identifier 6/16/98 1% Qtr/2001

National Health Plan 1st Qtr 2001 4 Qtr/20027?
|dentifier

Claims Attachment Trans 1st Qtr 2001 4th Qtr 20027
National Individual Identifier All dates on Hold All dates on Hold

The first Implementation Date is October 16, 2002.

Transactions and Coding and Privacy are final rules.




WE AREHERE TOHELP YOU NAVIGATE!




URLS

HCFA Administrative Simplification

http://aspe.os.dhhs.gov/admnsimp

WEDI SNIP
WEDI SNIP Security & Privacy “How to Get
Started”document
WEDI SNIP Security & Privacy “White Papers
Version 2.0”

http:/lwww.wedi.org/htdocs/meetings/SNIP/presentations/presentations/index.htm




URLSs continued

FAQ re Electronic Transactions

http://aspe.hhs.gov
http://aspe.os.dhhs.gov/admnsimp

CPRI Handbook

http://lwww.3com.com/healthcare/securitynet/nipaa/4 9 1.html

NIST Handbook

http://esre.nist.gov/nistpubs/800-12/handbook.pdf

AFECHT Model Contract Language

http://www.afehct.org




URLSs continued

HCFA Interoperability Study

http://lwww.wedi.org/htdocs/meetings/national/presentations/bysinger.htm
http://lwww.afehct.org/security.asp

HCFA Internet Policy

http://lwww.hcfa.gov/security/isecplcy.htm
http://hcfa.gov/security/fq011399.htm




URLSs continued

AHIMA Model Compliance Program

http://ahima.org/commerce

HIPAA Readiness Benchmark Survey

http://hfma.org/sv92500.htm

Sue Miller, IDX
Corporate Regulatory & Compliance Manager




