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Overview

&) HHS approach toward compliance
&) Compliance precedures

&) Civil penalties and enfercement

&) Criminal penalties and enfercement
&) Private remedies

&) Internal sanctions
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HIHS Compliance: Efforts

Generally,, HIHS hasi pledged a “coeperative”
appreach te ebtaining compliance

HHS will provide technicall assistance

HHS will seek informal means, te) reselve disputes
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HIHS Compliance: Efforts

Rights; ofi iIndividuals
RIght to file: complaints with HHS

Procedures for complaints medeled en existing
procedures for civill rights complaints

Complainants are protected under so-called
“Whistieblower* procedures
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HIHS Compliance: Efforts

Respoensibilities, ofi covered entities
Maintain records

Provide HHS with access to records (business
partners also required to provide access)

Refrain frem retaliation against cemplamants
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HIPAA Penalties

&) Civil penalties; and criminal penalties
&) State remedies
&) Internal disciplinany reguirements

&) Note: the civil and criminal penalty: provisions
are in the HIPAA statute and are not subject te
amendment by HHS via regulation
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Civill Penalties

“Except as provided!in subsection (C),

“the Secretary: shalllimpose on any: pPerson; Whe) vielates a
provision ofi this; part a penalty’ of not more: than $100 for
each vielation,

“except that the totallamoeunt Impesed onl the persen fior all
vielatiens, off an identicall reguirement or prehikition; durng a
calendar year may not exceed $25,000.".
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Civil Penalties -- Affirmative Defenses

A civil penalty: may: not be Impoesed Where--

the person did not kaew, and by’ exercising reasenable diligence weuld
not have known, of the vielation

the failure te comply was due te reasonable cause and! not te williul
neglect

the failure te comply is  corrected within 30 days efi discevering the
vielation

HIHS may waive or reduce the amount ofi a civill penalty’ and/or
extend the 30-day deadline foer correction off a vielation
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Criminal Penalties

“Wrongful disclesure of I1HI

“Sec. 1177(a). Offense.--A persen Whoe knewingly: and in
vielation| efi this part--

“(1) uses ofi causes 1o be used a unigue health identifier;

“(2) obtains ITHI relating ter an; individual; or

“(8) discloses II1HI to another persen,

shalllbe punished as; previded ini sulhsection (19).™.
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Criminal Penalties (cont'd)

Elements of the offense

Knowledge;

Vielation off Part C (Administrative Simplification);
and

One ofi the following:
— USes a unigue health identifier
— obtaimns HI relating ter an mdividual

— discloses lIH]1 te another person
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Criminal Penalties (cont'd)

“Knowledge™ reguirement

The text reguires “knewledge” -- not “intent™ or
“Willfulness™

Arguably, the government Is only required to show
knowledge of the act -- not knowledge: that the act
Was, wrengiul or unlawiul
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Criminal Penalties (cont'd)

Unreselved Issue -- are Business partners; (or
others) liable under the crminal penalties or are
criminal penalties limited te “covered entities:?

March 2001 HIPAA Privacy Summit -- Washington DC




Investigations and Presecution

&) Investigations
HIHS! Ofifice for Civil Rights
EBI
HHS OIG

&) Presecution
DION)
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Criminall Prosecution

DOJ has “independent litigating authority”

While DOJ willfconsult with “client™ agencies,
ultimately’ Federal presecutors (AUSAS) decide

Whether te continue Investigate and/or seek an
Indictment
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State Enfercement: ACtions

&) State Attorneysi General are not explicitly
authorized to bring actions

&) Hewever, new HHS regulatiens may: boelster
existing or create new: theeres, under state laws
(€.9., state unfair or deceptive trade practice
laws)
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Private Remedies

&) Noi private rght off action under HIPAA IR
Eederal court

&) HHS has establishied proecedures for the filing of
complamts
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Private Remedies (cont'd)

&) Even though HIPAA has no private right of
action fier Individuals te sue: In; state court,
HIPAA may: establish national “standard of care
for data privacy: and security practices

&) Inr seme: states, courts may. recognize a private
rght off action Under common law: theories
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Internall Sanctions

&) Coevered entities must develop and apply.
sanctions for faillure to akide by cempany
policies and/or the HIPAA regulations

&) Range: “Wwarning to termination™.

&) Sanctions sheuld apply te covered entity’s
employees and PUSINESS partners
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Conclusion

&) Civil sanctions are modest -- and HHS vows a
COGpEerative approach

&) Criminall penalties are: stifif -- and discretion lies with
DOJ

&) Suits under State law-- either by Attorneys General or
private parties -- could be significant (even without
HIPAA private right off action)
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Conclusion (contd)

&) As withi firaud and abuse cempliance,
comprenensive pregrams (With support at all
levels within the' erganization) can reduce
expesure and risk
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