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2011 OIG Audit Findings
7 hospitals

151 vulnerabilities
124 to be high impact
24 to be medium impact
3 to be low impact

High Vulnerability – may result in highly costly loss of major 
tangible assts or resources; may significantly violate, 
hard or impede an organization mission reputation or 
interests; may result in human death or serious injury

HHS national rollup review of the Centers for Medicare & Medicaid Services HIPAA Oversight
http://healthcarecompliance101.com/2011/05/20/oig-audit-report-of-hipaa-security-of-hospitals/

http://healthcarecompliance101.com/2011/05/20/oig-audit-report-of-hipaa-security-of-hospitals/


How to Prepare for an Audit

Centralized documentation 
Policies and Procedures
Current Risk Analysis 
Disaster recovery/emergency mode of operations 
plan
Incident response investigation documentation
Control testing and documentations

Application Layer
Infrastructure Layer
Enterprise Controls
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HIPAA 1
Strong password controls are enforced to safeguard against 

unauthorized access. FAIL PASS PASS PASS

HIPAA 2
User Accounts are disabled or deleted on the key applications upon 

termination of an employee.

HIPAA 3
Administrator access within key applications is restricted to a defined 

set of system administration personnel.

HIPAA 4

A review of user accounts and their associated access levels is 
performed and adequately documented to ensure appropriate 
access to the system.

HIPAA 5
Change requests are formally documented and authorized by 

management before performing the work.

HIPAA 6

Monitoring procedures are designed to provide reasonable assurance 
around completeness and timeliness of system and data 
processing.

HIPAA 7 Backups are scheduled and monitored for successful completion.









How to Prepare for an Audit

Develop a compliance plan
Engage impacted departments

*IT  *HR  *Business  *Internal Audit
Combine other compliance assessment 
activities

*PCI  *Financial  *HR 

Evidence of Compliance
Design effectiveness 
Operational effectiveness



How to Prepare for an Audit

Top of the list compliance focus includes:
Policies and Procedures
Workforce training (new an on-going)
Audit program (periodic & annual)
Incident response (including breach 
response)
Risk analysis & risk mitigation



How to Prepare for an Audit

High risk areas include lack of:
On-going risk management
Current disaster recovery and emergency 
mode of operations plan
Encryption of any transmitted or transported 
electronic PHI
Access control

Risk assessment



HIPAA Security Series

http://www.hhs.gov/ocr/privacy/hipaa/administrative 
/securityrule/securityruleguidance.html

Guidance of Risk Analysis Required under the HIPAA Security Rule
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf



How to Prepare for an Audit

High risk areas include lack of (continued):
Compliant data backup and recovery
Remote access management
Wireless access
Audit control
Person or entity authentications
Documentation plan to address OCR or state 
investigation and audits 











How to Prepare for an Audit

Current Risk Assessment
Prioritize high to low risk compliance gaps
Assign resources to eliminate privacy and 
security compliance gaps
Track and document compliance project status
Document mitigation activity
Store all centrally



How to Prepare for an Audit

Have the right staff identified; staff that know 
how to talk to an auditor; know their processes; 
know the detail of the evidence
This amounts to more than adopting required 
policies and procedures – compliance is an on-
going process
Need to demonstrate continued compliance 
activities (not a “one time” event)



How to Prepare for an Audit

Key to surviving an audit unscathed 
current and accurate documentation that is easily 
accessible

CE bear the burden of demonstrating 
compliance
The time is now to address compliance gaps
Periodically review OCR website for new and 
changing information



Questions
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