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Agenda

 Important and Emerging HIPAA Security Areas
of Concern

* The Featured Speakers and their Topics



Important and Emerging HIPAA Security Areas of Concern...

Breaches
*Breaches still on the rise — 500 or more individuals now at 400 and counting

*Breach Notification IFR now over 18 months old
— When’s the final coming?
— Harm Threshold?

°|ncrease in cyberliability insurance



Important and Emerging HIPAA Security Areas of Concern...

Data sharing and patient access

*More access to patient healthcare information / Increased user access to
healthcare records (and corresponding security issues of authentication
systems being able to efficiently respond

— Lab results

— Patient portals

— Increased sharing of digitized PHI

— ACOs

— mobile devices

— BAs

— The cloud- MS Office 65

— Heightened patient awareness over protection of their data



Important and Emerging HIPAA Security Areas of Concern

Enforcement
*New EU Data Law
*Stronger Enforcement
*More AG action
*TN BC/BS
— 2009 breach / 2012 fine and CAP

Compliance
*What will be coming out of the audits:
— Lessons learned
— Greater policing
— Follow-up penalties
— Regulatory changes/strengthening



Our Speakers and their Topics...

e Ali Pabrai: A Checklist for HIPAA/HITECH Compliance: Step
Through Healthcare Security Best Practices

e Jon Carroll: Encryption: Addressable or a De Facto
Requirement

e Dave Kirby: Mobile Device Risk Management: Security in
Motion

Break @ 9:45 — 10:15 am

e Margret Amatayakul (Margret A): Using Tracer Methodology
to Reduce Breaches



Our Speakers and their Topics

 Alan Goldberg, Sharon Nelson, and John Simek: Anatomy and
Pathology of a Data

e Phyllis Patrick: Managing Security with HIE and Business
Associates

Lunch: 12:00 - 1:15 pm



Thank fou!

John Parmigiani
410-750-2497
[cparmigiani@comecast.net
www.johnparmigiani.com

© John Parmigiani, 2011


mailto:jcparmigiani@comcast.net
http://www.johnparmigiani.com/

	��The Twentieth National HIPAA Summit ���HIPAA Summit Day II� Morning Plenary Session: HIPAA Security ��March 27, 2012� �
	Agenda
	Important and Emerging HIPAA Security Areas of Concern…
	Important and Emerging HIPAA Security Areas of Concern…
	Important and Emerging HIPAA Security Areas of Concern
	Our Speakers and their Topics…
	Our Speakers and their Topics
		

