
CONFIDENTIAL AND PROPRIETARY MATERIALS FOR AUTHORIZED VERIZON PERSONNEL AND OUTSIDE AGENCIES ONLY. 
USE, DISCLOSURE OR DISTRIBUTION OF THIS MATERIAL IS NOT PERMITTED TO ANY UNAUTHORIZED PERSONS OR THIRD PARTIES EXCEPT BY WRITTEN AGREEMENT.

Identity & HIPAA in Healthcare

Dr. Peter Tippett
Chief Medical Officer
VP, Verizon Innovation Incubator



Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 4

The Power of the Platform
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Alerts – Rules – Analytics – Workflow – Mobile Authorization – Provider & Patient Portals

Healthcare Solutions Platform for securing, computing, storing, accessing and 
transporting healthcare data
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The inability to easily access and exchange digital Healthcare information is a primary cause of our 
systemic national Healthcare challenges.
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The Confidence to Easily Share Information
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VERIZON UNIVERSAL IDENTITY
SERVICE PLATFORM 

ENABLE E-PRESCRIBING
COMPUTERIZED PHYSICIAN ORDER ENTRY

SECURE LOGIN

• ID proofing
• Credential issuance
• ID Message Center

• Authentication gateway
• Risk-based auth.
• Federation

Universal Identity Services

A comprehensive solution that includes identity proofing, 
credential issuance, and strong authentication
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Problem: Meaningful use mandates require PHI exchange across the entire Healthcare ecosystem

Consider “Universal BAA”

Exchange of Medical Data 

MDE S/MIME CDA CCD HL7 XML

Medical Data Exchange
Business Associate Agreements
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Colocation – Healthcare Enabled

Managed Hosting – Healthcare Enabled

Enterprise Cloud – Healthcare Enabled

Enterprise Cloud Express Edition – 
Healthcare Enabled

Enterprise Cloud Private Edition – 
Healthcare Enabled

Healthcare Enabled Services

Each of these services meets the applicable Business Associate HIPAA / 
HITECH Security Rule requirements.

Healthcare Enabled Services, available in the Miami and Culpeper, VA Data 
Centers, are:
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ICSA Labs

• ICSA Labs, an independent division of Verizon, 
has been providing credible, independent, 
third-party security product assurance for 
end users and enterprises for the last 20 years.

• Recent Healthcare news:
– 2/21/12: ICSA Labs certifies first hospital under its Electronic Health Record (EHR) 

testing program
– 5/22/12: Media Advisory: ICSA Labs hosted a webinar on Federal Government’s 

Stage 2 “Meaningful Use” criteria for Electronic Health Records
– 7/25/12: ICSA Labs among first to achieve ANSI Guide 65 accreditation as Electronic 

Health Record Certification Body 
– 7/31/12: Verizon’s ICSA Labs among first accredited Health Information Technology 

testing laboratories
– 9/5/12: ICSA Labs among first to receive Federal Authorization as Stage 2 

Certification Body for Electronic Health Records

ICSA Labs is an ONC Authorized Testing and Certification Body (ONC-ATCB) for 
EHR and EHR Module Certification

ICSA Labs is ISO 17025:2005 
Accredited & ISO 9001:2008 Registered
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A New Era of Healthcare
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