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About CaroMont Health

• We are a nationally recognized leader and valued 
partner in promoting individual health and vibrant 
communities

– 3,800 employees
– 452 medical staff
– 268 volunteers

• Gaston Memorial Hospital, 435 beds
• CaroMont Medical Group, a network of 45 primary & 

specialty physician offices in 5 counties and 2 states
• Courtland Terrace, 96 bed skilled nursing facility
• Gaston Hospice



Proactive vs. Reactive

• What is your current environment?

• Understand the organizational workflow
– Employee responsibility

– Framework of system

• Understand what types of activity to monitor 
– Fire drill vs. the real thing

– Policies & procedures?

– NOPP?

– Inappropriate access – snooping?



Privacy Program - Structure 

Compliance Program Structure

• Standards & Policies

• Training  & Education

• Auditing & Monitoring

• Reporting

• Response & Prevention

• Enforcement & Discipline

• Compliance Officer

Privacy Program Structure

• Policies & Procedures

• Process to Receive 
Complaints

• Mitigation of Harmful Effects

• Safeguards to Protect 
Privacy

• Training & Education

– Training Workforce



Key Points

• How is your organization identified under HIPAA?

• CaroMont Health = Affiliated Covered Entity

– Single Notice of Privacy Practices

– Centralized Governance Structure

• Standard
– Training & education

– Investigation & response

– Disciplinary actions consistent across the organization



Strengths

Buy-in  from Senior Leadership

VP EVP/General 
Counsel CEO Board of 

Directors



Benchmark Past Reports
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Weaknesses

• Limited Staff

• Absence of Privacy Culture

• Lack of Privacy Program Infrastructure

• No sense of Privacy – Multiple Areas of Risk
– Small town (everybody is a family member or friend)



Opportunities

• Intranet Platform

• Changing Enforcement Landscape

• Training and Education
– Lunch & Learns

– Newsletter (HIP TIPs)

– Corporate Compliance and Ethics Week

– Privacy Champions



Opportunities (cont.)

Top CaroMont Privacy Issues

� Impermissible uses & 
disclosures

� Fax, mail, voicemail 
containing PHI 
disclosed to the 
wrong patients

� Snooping 

� Lack of safeguards

Top OCR Privacy Issues 

� Impermissible uses & 
disclosures

� Lack of safeguards 

� Failure to provide access to 
individual 

� Use & disclosure of more 
than minimum necessary  

� Failure to provide NOPP
www.hhs.gov/ocr/privacy



Potential Threats

• Enforcement Landscape

– The Omnibus HIPAA

HITECH Final Rule 

– $50, 000 HIPAA Breach 
settlement involving less 
than 500 patients

– Provider settles HIPAA 
case for $1.5 million for 
potential violation

• Privacy & Security violations 
getting more media attention
– Local newspaper across the 

street from hospital

• Erosion of patient trust and 
reputational harm

• Budget constraints
– Do more with less!



Primary Analysis

• Assessment of our privacy compliance program at 
CaroMont Health revealed:

1. More focus needed to be placed on education and 
awareness

� Who to contact for privacy issues/guidance

2. HIPAA privacy policies
� Revise our NOPP

3. Occurrence reporting

4. Proactive clinical system auditing & monitoring



7 Strategies for a Successful 
Patient Monitoring & Compliance 

Program



Policies

Education

Prevention

AuditsDetection

Incident 
Investigation

Breach 
Notification



Policies

• Create? Revise? Update? 
Policies that follow industry standards and fit the need of your 
organization, big or small.

– Code of Conduct

– Breach Notification Policy

– Notice of Privacy Practices Requirements

– User Confidentiality Policy /Agreement

– Taking Photographs and Making Recording/Audio of Patients

– Protecting PHI of High-Profile Patients



User Confidentiality Agreement

•I am only permitted to access, use, or disclose specific 
information as necessary to perform my job function, 
role, or to complete my responsibilities.

•I agree that I will never access or use Confidential 
Information for “curiosity viewing” or “snooping.” 

Policies cont.



Education & Awareness Initiatives

• Education, training, and awareness are essential to an 
effective compliance program

• We have created an organization-wide, systematic approach 
that includes:

– Compliance training at general corporate orientation

– Dedicated intranet page

– Two articles in our monthly PR/Marketing publication

– Celebration of corporate compliance & ethics week



Awareness Initiatives - Orientation

• Opportunity to discuss compliance with all new workforce 
members including:
– Employees

– Providers

– Volunteers

– Students

• This venue allows for instruction directly from corporate 
responsibility department staff



Awareness Initiatives - Orientation

• The presentation includes information about the:

– Corporate responsibility program at CaroMont Health

– HIPAA/Privacy    

– Social media guidelines

– Compliance scenarios/video clips      

– Q & A’s

– Compliance Babies



Different Methods for Delivering 
Messages

Celebration of Corporate Compliance & Ethics Week

“Are you Smarter than a Privacy Expert?”

Display Board game where each player selected their questions off 
the display board and had to answer the privacy scenarios



Education & Training

• CBLs - Computer-Based Modules

• Be visible 

• In person training
– Privacy Marathon – 30 minute live session once a month

– Created to meet the need of employees 
(what they need to know to do their jobs)

• Newsletters

• HIPAA privacy & security basics
• Who Xs two 

• Snooping guideline

• Social media usage



Newsletter –CaroMont Connections



Prevention

• Proactive Review of clinical system

• VIP Record Lockdown 

– Employee

– Board

– Sr. Leadership

• Audit Alerts

• Education and Awareness

• Audits Protocol

• Disciplinary Action
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