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20 years in IT

Multi-sector 

experience

International

scope

Introductions: Who I am

• Information Security assessment and audit, 

architecture, management

• Compliance and Risk Management / GRC

• Software and Product Development

• Healthcare

• Pharmaceutical

• Financial

• Federal

• Energy and Utility

• Retail

• Privacy in EMEA and APAC

• Cross-border data flows
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2002 – 2012
building consolidated information 

security, availability, quality, and 

privacy audit and assessment 

programs for multi-national 

corporations

Introductions: What I do

2012 - Present
hosting services for Healthcare 

and Pharmaceuticals
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Commonalities between the HIPAA 

Security rule and common information 

security certification standards.

More precisely: how these certification 

standards, as applied to conventional IT 

Hosting architectures, could be 

leveraged to demonstrate compliance 

with HIPAA Security requirements.

Four certification standards:

• SSAE 16 SOC 2

• ISO 27001

• PCI DSS

• FedRAMP

Introductions: What this is about
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The economics work

The Cloud, alongside mobile 
technology, is the next step in 
computing evolution

Security is the #1 concern among 
customers when considering the Cloud 
and other IT hosting services

Introductions: Why talk about this?
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Approach: Context 

Common basic IT hosting services: colocation, 

managed hosting, Cloud

Business Associate is willing to sign BAA

Authorizations

1) No authorization to access, use, 

or disclose ePHI

2) Only authorized access to information systems 

containing ePHI to perform routine administrative 

tasks

Business Associate responsibilities do 

not include applications or data

Services located in U.S. jurisdictions

ePHI does not traverse national boundaries
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Methodology comparison

Is the certification process rigorous 

enough to also meet the audit protocol 

as specified by the ONC?

Evidence comparison

If a service provider is awarded 

certification X, could the evidence 

contained in the working papers of that 

certification also be used during a 

HIPAA Security audit?

Approach: Methods

Sufficient

Insufficient

Supportive

Interpretive

Inadequate

Potential
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• Prevalent guidance 
informed the general risk 
analysis

– CMS HIPAA Security Series

– NIST 800-66 (2008)

– ISO 27799 (2008)

• Verizon HIPAA Security 
Office risk requirements

• Verizon Data Breach 
Investigative Report

Approach: Literature
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Approach: Literature
Data Breach Investigative Report (DBIR)

2013 Data Breach Investigations Report (DBIR) Developed in Cooperation with International Crime Agencies

Released annually, since 2008

Provides insight into data breaches from 2004 to present

Spans more than 2,000 data breaches, totaling over 
one billion compromised records

United States
Secret Service

Irish Reporting 
& Information 

Security Service

Dutch National 
High Tech 
Crime Unit

Australian 
Federal Police

Police Central e-Crime 
Unit of the London 
Metropolitan Police
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Findings: SSAE 16 SOC 2 Type II

Certifiers Certified Public Accountants (CPA)

Validity Period 6 months to 1 year

Used by IT Service Organizations

Methodology Evidence

Type I: Single point-in-time

Type II: Continuous over reporting 
period

SOC 1: Operational Assurance

SOC 2: Conformance with Trust 
Services Criteria
SOC 3: Auditor’s Statement
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Findings: SSAE 16 SOC 2 Type II

Certifiers Certified Public Accountants (CPA)

Validity Period 6 months to 1 year

Used by IT Service Organizations

Methodology Evidence

Type I: Single point-in-time

Type II: Continuous over reporting 
period

SOC 1: Operational Assurance

SOC 2: Conformance with Trust 
Services Criteria
SOC 3: Auditor’s Statement

SOC 1: ToE’s policies and procedures

SOC 2: Trust Services Criteria

• Security
• Availability
• Processing Integrity

• Confidentiality
• Privacy (GAAP)

SOC 3: Same as SOC2

3.12 Encryption or other equivalent security techniques are used to protect 

transmissions of user authentication and other confidential information passed 

over the Internet or other public networks.

3.13 Procedures exist to identify, report, and act upon system confidentiality and 

security breaches and other incidents.
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Findings: SSAE 16 SOC 2 Type II

Certifiers Certified Public Accountants (CPA)

Validity Period 6 months to 1 year

Used by IT Service Organizations

Methodology Evidence

Type I: Single point-in-time

Type II: Continuous over reporting 
period

SOC 1: Operational Assurance

SOC 2: Conformance with Trust 
Services Criteria
SOC 3: Auditor’s Statement

SOC 1: ToE’s policies and procedures

SOC 2: Trust Services Principles

• Security
• Availability
• Processing Integrity

• Confidentiality
• Privacy (GAAP)

SOC 3: Same as SOC2

Sufficient Interpretive
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Findings: ISO 27001

Certifiers Accredited Auditors

Validity Period 3 years

Used by Information Security Management

Methodology Evidence

Statement of Applicability

Point-in-time audit

Review of ISMS inputs and outputs over 

reporting time period

Review of risk management practices



Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement. 15

Findings: ISO 27001

Certifiers Accredited Auditors

Validity Period 3 years

Used by Information Security Management

Methodology Evidence

Point-in-time audit

Review of ISMS inputs and outputs over 

reporting time period

Review of risk management practices

ISO 27001:2013 - Information technology—

Security techniques — Information security 

management systems — Requirements

ISO 27002: 2005 - Information technology –

Security techniques – Code of practice for 

information security management
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Findings: ISO 27001

Certifiers Accredited Auditors

Validity Period 3 years

Used by Information Security Management

Methodology Evidence

Statement of Applicability

Point-in-time audit

Review of ISMS inputs and outputs over 

reporting time period

Review of risk management practices

ISO 27001:2013 - Information technology—

Security techniques — Information security 

management systems — Requirements

ISO 27002: 2005 - Information technology –

Security techniques – Code of practice for 

information security management

InterpretivePotential
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Findings: PCI DSS

Certifiers Qualified Security Assessors (QSA)

Validity Period 1 year

Used by Payment Card Industry

Methodology Evidence

Annual self-assessment 

Annual audit for high-risk providers

• Interviews

• On-site Inspection

• Document review

Quarterly scans of cardholder 

environment
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Findings: PCI DSS

Certifiers Qualified Security Assessors (QSA)

Validity Period 1 year

Used by Payment Card Industry

Methodology Evidence

Annual self-assessment 

Annual audit for high-risk providers

• Interviews

• On-site Inspection

• Document review

Quarterly scans of cardholder 

environment
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Insufficient

Findings: PCI DSS

Certifiers Qualified Security Assessors (QSA)

Validity Period 1 year

Used by Payment Card Industry

Methodology Evidence

Annual self-assessment 

Annual audit for high-risk providers

• Interviews

• On-site Inspection

• Document review

Quarterly scans of cardholder 

environment

Inadequate
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Findings: FedRAMP

Certifiers FedRAMP Accredited Assessors

Validity Period At most 3 years

Used by US Federal Agencies

Methodology Evidence

Security Assessment

• Documenting security controls

• Security testing

On-going Assessment and Authorization

• Continuous monitoring

• Plan of Action and Milestonese
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Findings: FedRAMP

Certifiers FedRAMP Accredited Assessors

Validity Period At most 3 years

Used by US Federal Agencies

Methodology Evidence

Security Assessment

• Documenting security controls

• Security testing

On-going Assessment and Authorization

• Continuous monitoring

• Plan of Action and Milestonese
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Interpretive

Findings: FedRAMP

Certifiers FedRAMP Accredited Assessors

Validity Period At most 3 years

Used by US Federal Agencies

Methodology Evidence

Security Assessment

• Documenting security controls

• Security testing

On-going Assessment and Authorization

• Continuous monitoring

• Plan of Action and Milestonese

Sufficient
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Findings: Summary View

Standard Methodology Evidence

SSAE 16 SOC 2

ISO 27001

PCI DSS

FedRAMP Sufficient

InadequateInsufficient

Sufficient

Potential

Interpretive

Interpretive

Interpretive
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As they exist, prevalent information security 

certification standards are insufficient to address 

all HIPAA Security requirements.

Appropriate interpretation of existing certification 

standards should be sufficient

Conclusions: Effectiveness
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Establish information security baseline for IT hosting in 

healthcare

Improve consistency of security posture across hosting 

providers serving covered entities

Standardize method to report information security 

posture

Reduce barriers for outsourcing IT hosting functions to 

covered entities by increasing confidence in the security 

of these functions

Conclusions: Opportunity


