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The Good, The Bad and the 
Ugly of Complying with the 
HIPAA Security Rule

Hint:  Compliance ≠
 

Security

March 17, 2015
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Unofficial Poll

Physicians who lead provider organizations believe:  
–Patients will not change doctors because of a 
breach
–They believe OCR won’t bother them if they are 
small
–They believe compliance is prohibitively expensive
–They believe this is not a patient care issue and that 
time and money is better spent on improving patient 
care
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Myth #2 – Small Providers Are Not a Target
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Myth #3 - Compliance is prohibitively expensive

•
 

Year after year the Verizon Data Breach report shows
–

 
75% of victims were targets of opportunity 

–
 

78% of attacks were considered in the low to very low 
‘difficulty level’

–
 

76% of network intrusions exploited weak or stolen 
credentials 

•
 

Free or Inexpensive Resources
–

 
HHS Website tools

–
 

Open source software
–

 
Security as a service
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Myth #4 – This is Not a Patient Care Issue



The Good
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Technology is a powerful tool to potentially 
reduce administrative costs and improve 
patient care.

But….. 

“With great power comes
great responsibility.”

-Spiderman



The Bad
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By the Numbers
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The Consumer’s Compensation



The Ugly
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Compliance Does Not Guarantee Security

IT

Compliance

Security
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Compliance Security
Minimum Requirements Effective
•

 
Point in time

•
 

Static
•

 
Slow to adapt

•
 

Continuous
•

 
Dynamic threats and 
defensive measures

•
 

Flexible and reasonable

•
 

Silo Integrated
•

 
Technical

•
 

Administrative
•

 
Physical

•
 

“One size fits all”
•

 
Generic guidelines 
designed for bare 
minimums

•
 

Bespoke
•

 
Best practices and 
industry norms are 
influential
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Checklists



Compliance = “what” to do, not 
“how”

“How” matters
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Security & Compliance Are Friends, But Not Twins



Last Year’s Security Is Not This 
Year’s Security
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Password Policies Have Short Shelf Lives

•

 

Enforce strong passwords that are changed more frequently than the time 
it takes to crack them. This includes members of IT and system passwords.
Advancements in inexpensive processing power and the availability of 
online password cracking services have rendered passwords essentially 
ineffective against a motivated attacker.

 

Now,  the attacker doesn’t have 
to build an entire password cracking infrastructure, but she or he simply 
“rents”

 

it from a cloud service makes it CHEAP and FAST to break short 
passwords.  The table below is from 2012.
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May 2013

http://www.dailymail.co.uk/sciencetech/article‐2331984/Think‐strong‐password‐

 
Hackers‐crack‐16‐character‐passwords‐hour.html
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http://arstechnica.com/security/2013/08/thereisnofatebutwhatwemake-turbo-

 
charged-cracking-comes-to-long-passwords/

August 2013
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Remember: “HOW” Matters

100 character 
password with all 
the complexity 
possible would 
easily be picked in 
clear text over 
FTP or telnet.

Or email
or WiFi.

Credit: flick/allaboutgeorge

 

http://www.itworld.com/article/2832596/security/how‐many‐seconds‐would‐it‐take‐to‐break‐your‐password‐.html

http://www.flickr.com/photos/allaboutgeorge/4354264923/
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The Good, The Bad and the Ugly



The Really Ugly

Norse captured malicious Internet traffic from September, 2012, 

 to October, 2013, in honeypots and sensors was analyzed and 

 those that originated from public IP addresses associated with 

 companies in the healthcare industry.  They worked with SANS to 

 analyze the findings.   

375 healthcare organizations were identified in the collected 

 data as compromised.



SANS Norse Healthcare Cyberthreat Report 2014
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More Good:

The HIPAA Security Rule is not so prescriptive 
as to be “one-size-fits-all.  It permits 
businesses of all sizes to tailor a security 
program to business needs and budget and 
focus on effectiveness.

 

More Good:

The HIPAA Security Rule is not so prescriptive 
as to be “one-size-fits-all.  It permits 
businesses of all sizes to tailor a security 
program to business needs and budget and 
focus on effectiveness.



To comply with HIPAA and effectively 
secure your business and patient 
information within the confines of 
reasonableness:

1.Start with an assessment of where and 
how sensitive information is received, is 
used, is transmitted, is stored and is 
disposed. 
2.Protect those areas.  
3.Stay in touch with technology 
advancements and the associated 
changes in your risk.
4.Use free/open source tools
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Thank You

Deena Coffman |

 

Chief Executive Officer, 
IDT911 Consulting

Information Security Officer, IDT911

Phone: 917.891.1845

Email: DCoffman@IDT911Consulting.com
Website: www.IDT911Consulting.com

We’re 
Hiring!
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