When faced with a
security incident,
response time 1s critical.
A trusted advisor can

!
(=)

help you react quickly. 3 J— )
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DEFINING SUCCESS TOGETHER

Davis Wright's information privacy and
security team regularly assists companies in
preparing for, responding to and recovering
from information security incidents. We have
six regional teams of specially trained incident
responders who are prepared to help your
company respond to a potential breach at a
moment’s notice. We provide a full-service
offering that can work seamlessly with your
internal business teams and coordinate with
other external professionals, as needed.
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Davis Wright's privacy and information
securlity team regularly assists companies

in preparing for, responding to and recovering
from information security incidents.

Because every security incident has its own chemistry, Davis Wright offers solutions based on size,
location, industry and scope. From lost laptops to sophisticated network intrusions, Davis Wright
regularly advises companies, small and large, on how to prepare for, respond to and recover from
information security incidents. Our six regional breach response teams include experienced breach
coaches that can work with your internal stakeholders to determine whether a security incident rises
to the level of a breach under the various state, federal, and international laws. If a breach occurs, we
can help your company address whether consumer, regulatory or other notifications are required or
recommended, whether there are legal requirements or advantages to providing identity theft
protection services, and defend your company in any regulatory inquiry or civil litigation.

You can contact an attorney on our incident response team at any time night or day by calling our
toll-free hotline: 844-GoToDWT (844-468-6398).

SERVICES OFFERED:

¢ Planning for incident response, including tabletop exercises
¢ Conducting proactive risk assessments
¢ Counseling on compliance with HIPAA and PCI DSS requirements
¢ Leading independent investigations and assessments
of security incidents
¢ Analyzing federal, state and local breach reporting obligations
¢ Counseling on and reviewing insurance coverage '
¢ Assisting with the retention of forensic, security, public relations and
other incident response vendors
¢ Coordinating with federal and state law enforcement
¢ Notifying regulators and providing follow-up communications
¢ Notifying consumers and assisting with remediation efforts
* Defending litigation, including class actions and labor relations claims
¢ Defending regulatory investigations and enforcement actions
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