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Ri kRisks
Regulatory

• CE remains responsible for Breach Notificationp

• HIPAA rule requires organizations to assess the risk to a breach of PHI wherever it is created, received, maintained or transmitted and to put measures in 
place to safeguard the information. 

Reputational
• Headlines

• Undermines Patient Trust

• Undermines Employee Trust

Financial
• Breach Notification is Expensivep

• Mailings

• Call Centers

• Credit Monitoring

• Staff Time

• OCR Penalties for non compliance with HIPAA Rule (e.g., St. Elizabeth's Medical Center)

• Will Business Associate Reimburse?
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Health Care System Vendor 
Profiles with Access to PHIProfiles with Access to PHI

Technology 

• Food service
• Patient transport
• Blood & Tissuegy

companies

Business 
Services

Enterprise 
Software

• Legal
• Audit
C li

• Blood & Tissue
• Transcription
• Health Information 
Exchange

• Home Health
• Imaging
• Pharmacy

• ECG Data 
Management

• ICU Management
• Population Health
• Quality ManagementClinical 

Technology # f

Many

Clinical 
services

Hardware
• Network

Software
• EHR
• Portals
• Financial

• Compliance
• Consulting
• Staff Aug.
• Debt 
Collection

• Business

• Pharmacy
• Registries
• Release of Information
• Decision Support
• Prescription Analytics
• Disease Management
L b t

• Controlled Substance 
Management 
Systems

• Image Exchange
• Surgery 
Management

Technology # of 
Vendors

Network
• Servers
• Mobile

Business 
analytics

• Paper storage

• Laboratory
• Long‐Term Care
• Medical Supplies
• Mental and Addiction
• Retirement and Disability
• Medical Supplies

Outsource
• Hosting
• Data storage

• Patient Engagement
• Anesthesia
• Cardiology
• Laboratory
• Pharmacy

Few
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V d P tf li T i l P filVendor Portfolio – Typical Profile
Hundreds of vendors with access to 
PHI Distribution of Vendor Size PHI

Types of organizations vary greatly 
in terms of size, geographic scope, 
types of products and services

Very Small
Vendors
0‐50
28%

Large 
Vendors

Very Large
10,001‐
100K
14%

Super 
Size
100k+
4%

types o p oducts a d se ces

Majority of vendors are small 
companies with limited resources

Very difficult to track down where

28%

Small 
Vendors 

Medium 
Vendors

Vendors
1001‐
10,000
17%

Very difficult to track down where 
data is stored and accessed as 
vendors sharing data with sub‐
contractors

51‐500
31%

501‐1000
6%



Request a Security Certification? –
Thi k A iThink Again
Only 20% of vendors have a  Distribution of Vendors with  
Security Certification
 ISO 27001 – 45%
 SOC 2 Type 2 – 50%

Vendors 
with a 
SecCert
20%

Security Certifications 

yp
 SOC 3 – 20%
 HITRUST – 10%
 FEDRAMP 30%

20%
Vendors 
w/o 

SecCert
80% FEDRAMP – 30%

 Others: PCI DSS, CSA Star, SOC1 
Type 2, URAC

80%



M V d L k RMany Vendors Lack Resources
Distribution of Vendors and  Vendors with and without a 

Vendors

Designated Security Personnel

25 23
20

Designated Security Team by 
Size (# of Employees)

Vendors 
with 

Designated 
Security 
Personnel

37%

Vendors 
w/o 

Designated 
S it

5

10

15

20

0

5
2

9
11

3

20

3
5

0 0
Yes

37%Security 
Personnel

63%

0 No



Exposure is significantExposure is significant
Vendors with an A

6%
Vendors with a F

1% 6%
Vendors with a B

4%

1%

Vendors with a C
30%Vendors with a D

59%



Implementing Vendor Security 
PProgram
Why? 1.Why?
• More Vendors than ever have access to 
Covered Entities’ data

• Vendors are supported by sub‐contractors 
from around the globe

Profile Risk

• Becoming more difficult to track where 
data is transmitted and maintained

• Need to control risk

H ?

2.
Understand Risk

4.
Monitor Risk

How?
• Requires on‐going process
• Requires a team effort with leadership 
support

3.
Apply Risk 
Strategygy
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Be Smart About ProcessBe Smart About Process
Provide

Identify 
Vendor 
Contact

Provide 
Guidance  

to 
Business

Negotiate 
with the 
Vendor

Send and 
Explain 
Survey

Validate 
the 

Responses

Monitor 
Vendor 
Progress

Review 
Response

Follow‐up 
for 

Clarification
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Common Vendor Information Risk 
M t P W kManagement Program Weaknesses
Leadership communicationLeadership communication

• Difficult to accurately communicate risk exposure to leadership
• Communication is inconsistent

Vendor communication and accountability
• Communication is sporadic, inconsistent and unclear
• Absence of linkage between vendor information management 

failures and contract managementfailures and contract management
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Why Are There Weaknesses?Why Are There Weaknesses?
Seeing the forest for the trees…

• Too busy gathering data…
…leaves limited time for risk management.

• Unclear objectives for vendor information risk management…
…‘check the box’ compliance or true reduction of risk?

• Lack of executive level reporting.

• Disconnect from contract management.
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Focus on Risk Management13Focus on Risk Management
C t O tCurrent Outcome

Desired Outcome
Quality 

Desired Outcome of data

Procurement 
and Contracting

Risk 
Assessment

Risk 
Management Monitoring

Time and investment

© 2013 Corl Technologies, Atlanta, GA. All Rights Reserved
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Collaborative Approach to 
V d S itVendor Security
• Legal

• Procurement/Contracting

• IT

• Frequent Users (Finance, Revenue & Reimbursement, Quality)
 Review existing contracts to search for frequent users
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Focus on AssuranceFocus on Assurance
• Vendor’s responsibility is to provide Customer assurance that

information is safeguarded

• Third party audit – Assurance
• Review of evidence of control described in a response to a

questionnaire – Assurance

• R t ti i I f ti t A• Response to a questionnaire – Information, not Assurance

• Interview with vendor – Information, not Assurance

• Status update from vendor – Information, not Assurance
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Layered ApproachLayered Approach
• Initial Assessment of Vendor using security assessment questionnaire

• Review & Follow‐up Questions

• Obtain assurance 

• Choose to proceed with Vendor or terminate negotiations

• If proceeding, include risk reduction requirements in contract                             

language

• Follow‐up with Vendor to determine compliance with terms
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Examples of 
Ri k R d ti TRisk Reduction Terms
• Obtaining Independent Security Assessment  ‐ provide copy

• Developing a plan to address issues – provide copy

• Requiring adherence to a timelineq g

• Allowing for termination of contract for failure to meet timelines

• IndemnificationIndemnification
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Red Flags for Initial Security 
A tAssessment
Assessment partially completed and vague responses

• “We already performed a security assessment & everything was fine.”

• “We’ve been in the industry a long time and nobody has asked us these 
questions before.”

• “HIPAA doesn’t require that we answer these questions.”

• “We don’t need to do a security assessment because it’s a big company 
and they have good security.”y g y• “You don’t need to worry; we only capture employee data, not patient 
data.”

Refusal to let you contact the subcontractor who is actually handling the data
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Who/What to Assess?Who/What to Assess?
• Who houses the data?

• How does the data get from the source to the end recipient?

• Follow the trail and assess all points along the wayp g y

• Remember: The trail may not be a straight line!
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Security Audits/CertificationSecurity Audits/Certification
• SOC 2, Type II (SSAE 16), covering security, availability, processing integrity, confidentiality and privacy, and applying your 
(sometimes CSA) standards is the more comprehensive audit(sometimes CSA) standards, is the more comprehensive audit.

• Type II means tested, Type I only noted as policy.

• The term SSAE 16 alone can be interpreted as a SOC 1, focusing on controls only to the extent “material” to financial     
reporting.

• ISO 27001: int’l standard ‐ certification for management frameworks for security. (ISO 27017 is new cloud‐specific standard)

• PCI DSS 3 0 standard: Security of payment networksPCI‐DSS 3.0 standard:  Security of payment networks.

• CSA Cloud Controls Matrix (CCM): cloud security playbook

• FedRAMP: federal standard
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C t ti f A t bilitContracting for Accountability 
Provide a mechanism to ensure that the Vendor is held accountable for 
safeguarding information:
• Warranty to the Specifications in the RFP and Documentation
• Termination Rights (e.g., Transition Termination, Service LevelTermination Rights (e.g., Transition Termination, Service Level 

Termination Event)
• Definition of Direct Damages
• R i Ri ht t A dit th V d (i l di f h d bli ti• Require a Right to Audit the Vendor (including fees charged, obligations 

performed and compliance with agreement)
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Cloud Data:
O hi & UOwnership & Use
Definition of “Customer Data”Definition of  Customer Data

• “means any content, materials, data and information that Customer or 
its Authorized Users enter into the Service”

• “means all data and/or information provided or submitted by or on 
behalf of Customer, all data and/or information stored, recorded, 
processed, created, derived or generated by the Vendor as a result of 
and/or as part of the Service, regardless of whether considered 
Confidential Information”Confidential Information
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PrivacyPrivacy
Agreement should cover:

• Requirement to maintain all legal technical, physical and 
procedural requirements of privacy and security laws 
(optimally) applicable to the customer as well as the vendor;(optimally) applicable to the customer as well as the vendor;

• Identity theft/national & state breach notice laws; 
• Address user privacy and vendor’s rights to retain and use data; 

dand 
• Notice of requests for data (e.g., subpoenas, government 

inquiries) and, where appropriate, opportunity to object.
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Include a data breach provision that requires early 
cooperation, and try to make sure it’s realistic (through p , y ( g
testing, credits?)

• Immediate (no more than 5 business days) notification of a suspected or attempted security 
breach (work on this definition together until it satisfies your breach response team)breach (work on this definition together until it satisfies your breach response team)

• Cooperation with the investigation, including providing access to auditors / forensic 
investigators (including if it’s a credit card breach or your regulator needs access)

• Full, uncapped (if possible) liability for all costs arising from a security breach including the 
costs of providing notice, credit monitoring services, identity theft prevention or restoration 
services, fraud insurance, a call center for customer inquiries, forensic investigations and 
attorneys’ fees.  For credit card breaches, should also include costs relating to reissuance of y , g
credit cards, charges for operating expenses of the card brands, fraud recovery costs assessed 
by the card brands, and fines and penalties imposed by the card brands

• Customer control over content and timing of notificationsg
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Data Access, Storage and 
R tReturn

• Who can access my data?Who can access my data?

• How and where is it stored?

• How do I get my data back and for how long?• How do I get my data back and for how long?

• What happens if the cloud vendor goes out of business or files for 
bankruptcy?p y

• How do I ensure compliance with our data retention policy?
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Exit Strategy in the CloudExit Strategy in the Cloud
Termination
• Customer ability to terminate• Customer ability to terminate
• Vendor ability to suspend or interrupt services
• Escrow of cloud application
• Termination chargese at o c a ges

Termination Assistance
• S f t i ti i t• Scope of termination assistance
• Post‐termination rights
• Price protection
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Cyber Insurance - Top Ten 
Q tiQuestions

1. Do you have concurrency/gaps between your cyber 
policy, your crime policies, and/or other policies?policy, your crime policies, and/or other policies?

2. Are your first‐party loss sub‐limits reasonable in light 
of your size/risk?

3 D li thi d t d3. Does your policy cover third party vendor 
systems/negligence?

4. Does your policy cover all potential first‐party losses, 
or is it “opt‐in”?or is it  opt‐in ?

5. Is there an “acts of foreign governments” exclusion?

6. Is there an exclusion for claims alleging violations of g g
consumer protection laws? 
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Cyber Insurance - Top Ten 
Q tiQuestions
7. Is there an exclusion for “any malfunction or error in programming or 

error or omission in processing” or for losses arising from “mechanicalerror or omission in processing  or for losses arising from  mechanical 
failure,” “error in design,” or “gradual deterioration of a computer 
system”?

8 I th l i f i d’ f il t f ll i i i d8. Is there an exclusion for an insured’s failure to follow minimum required 
practices, such as the failure of the insured to continuously implement 
the procedures and risk controls identified in the application for 
insurance and related materials?insurance and related materials?

9. To what extent does the policy cover regulatory risks?

10. Does the carrier mandate its choice of counsel, forensic experts, and 0. oes t e ca e a date ts c o ce o cou se , o e s c e pe ts, a d
crisis management firms?

28

Jonathan Neiditz, Kilpatrick Townsend & Stockton LLP



Janelle Burns

Thank 
You

Corporate Privacy and Security Officer
Baptist Memorial Health Care Corporation
janelle.burns@bmhcc.orgYou
Cliff Baker
CEOCEO
CORL Technologies 
cliff.baker@corltech.com
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