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And, then there were 40…10 so far in 2016
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Timely 
Care

Access to
Care 

Quality and Safe 
Care

AvailabilityIntegrityConfidentiality

4

Safeguarding Patient Records or Patient Health? 
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“Hacking Hospitals” - Patient Records or Patient Health1? 

1Independent Security Evaluators – Security Hospitals
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Business Model Sample

Best Choose

The Single Biggest Decision Your Organization will 
Make Regarding Information/Cyber Risk 
Management is…

How Your Organization 
will Conduct 
Information/Cyber Risk 
Management … and, 
therefore, Ensure Patient 
Safety
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Chief Security Officer Best Practices

Strategic

Tactical

Operational



© Clearwater Compliance | All Rights Reserved

8

Discussion Topics

Strategically | Overarching theme 

Information risk management should be part of enterprise risk 
management.  HIPAA security compliance risks and cyber risks 
have become increasingly more significant business risk 
management issues with links to patient safety, financial, brand, 
talent acquisition and numerous other risks.



© Clearwater Compliance | All Rights Reserved

9

Discussion Topics

Tactically | Overarching theme 

To effectively manage compliance and cyber risks, as with any 
long-term initiative, organizations must establish, implement 
and mature their cyber risk management programs.  It appears 
that more organizations than not are operating in an “reactive-
operational-technical-spot-welding” mode versus a more 
“proactive-strategic-business-architectural” manner.
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Discussion Topics

Operationally | Overarching theme

At the end of the day, cyber risk management is about informed 
decision making… based on comprehensive, bona fide risk 
analyses.  Some believe – we certainly do – that a major issue 
many organizations face is their inability or unwillingness to 
complete this foundational step required of any strong cyber risk 
management / information security program.
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Strategic: Key Principles
• PRINCIPLE 1 - Directors need to understand and approach 

cybersecurity as an enterprise-wide risk management issue, not 
just an IT issue.

• PRINCIPLE 2 - Directors should understand the legal implications of 
cyber risks as they relate to their company’s specific 
circumstances.

• PRINCIPLE 3 - Boards should have adequate access to 
cybersecurity expertise, and discussions about cyber-risk 
management should be given regular and adequate time on the 
board meeting agenda.

• PRINCIPLE 4 - Directors should set the expectation that 
management will establish an enterprise-wide cyber-risk 
management framework with adequate staffing and budget.

• PRINCIPLE 5 - Board-management discussion of cyber risk should 
include identification of which risks to avoid, accept, mitigate, or 
transfer through insurance, as well as specific plans associated 
with each approach.
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Tactical: Program Elements

4. Standards, 
Technology Tools / 
Scalability
What industry standards and 
tools will we utilize to become 
effective and efficient?

2. People, Skills, 
Knowledge & 
Culture
What people, with what 
SKEs will create a risk-
aware culture?

1.  Governance, 
Awareness of Benefits 

and Value
Who makes what decisions, how and 

when, using what data and facts?

3. Process, Discipline & 
Repeatability

What policies, procedures, practices 
and processes will be used in what 

parts of the organization?

5. Engagement, Delivery & 
Operations

How will we implement IRM and 
embed risk considerations in 

business decision making?
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Operational: Risk AnalysisOperational: Risk Analysis

What if my Sensitive  
Information is not 

complete, up-to-date and 
accurate?

What if my Sensitive 
Information is shared? 

With whom? How?

What if my Sensitive Information is 
not there when it is needed?

AVAILABILITYAVAILABILITY

Don’t 
Compromise 

C-I-A!

ePHI, ePHI, 
PII, PCI Data,PII, PCI Data,

MNPI, Trade Secrets, MNPI, Trade Secrets, 
Business Plans, Business Plans, 

Software Code, Etc.Software Code, Etc.




