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Best 
Practices in 
Cloud 

•  Business	Associate	agreement	
•  Policies,	governance	and	ownership	
•  Coverage	for	Security	policy	
•  Establish	cloud	center	of	excellence	
•  Best	practices	in	implementation	

•  Accounts,	network	and	security	policy	
•  Automation	

•  Infrastructure	as	a	code	
•  Evidence	collection	

•  Choice	of	offerings	
	

	



Who owns 
what? 

Customer	
•  Data	
•  Application	
•  Networking	services	
•  Computing	services	
•  Policies,	Procedures,	Awareness	
	

Cloud	service	provider	
•  Internal	Network	
•  Perimeter	
•  Physical	



Map of 
shared 
responsibilities 

Source:	Amazon	Web	Services	



BAA 

Obtain	Business	Associate	Agreement	
	
•  All	good	cloud	service	providers	agree	to	BAA	with	customer	



Service 
coverage 
for Cloud 
Security 
Policy 

1.  Confidentiality		
1.  Encryption	at	rest	
2.  Encryption	in	motion	
	

2.  Integrity	
1.  IAM	roles	
2.  Groups	and	roles	
	

3. Availability	
1.  High	availability	zones	
2.  Disaster	recovery	and	business	continuity	



Cloud 
center of 
excellence 

Team	composition	
� Cloud	practice	director	
� Cloud	solution	architect	
� Cloud	DevOps	engineers	

Benefits	
� Gain	support	from	executive	team	
�  Low	cost	experimentation	to	stay	relevant	
� Create	hybrid	organization		



Accounts 
setup 

	

Master-sub	accounts	benefits	
	
� Separate	accounts	for	development	and	
production	
� Consolidate	billing,	but	charge	back	to	individual	
departments	made	easier	



Network 
setup 

	

Multiple	VPC	and	gateway	
	
� Separate	development	from	production	
� Document	access	to	separate	network	



Security 
group policy 

	

Multiple	security	groups	
	
� Isolate	rules	for	access,	keys,	inbound	and	
outbound	connection	
� Attach	policies	as	a	service	
� Attach	roles	to	groups	and	users	



Automation 
for 
implementa
tion 

	

Benefits:	
	
� Reduces	human	errors		
� Improves	consistency	in	adopting	security	
policies.	



Automation 
for 
evidences 

	

Benefits:	
	
� Reduces	operational	overhead	
� Improves	influence	of	CIO	organization	



What can 
be 
automated? 

	

Infrastructure	as	a	code	
	

�  Data	encryption	at	rest	
�  Network	traffic	encryption	
�  Automated	backups	
�  System	monitoring	and	alerting	
�  VPC	and	security	groups	
�  System	access	controls	and	logging	
�  Operating	system:	maintenance,	management	and	patching	
�  Logging:	Aggregation	and	archiving	
	



Two best 
public cloud 
providers for 
healthcare 

Offerings AWS Azure 

Auto-scaling Yes Yes 

Virtual machines (temporary and 
dedicated) 

Yes Yes 

Durable and long term Storage  Yes Yes 

Security and access 
- HIPAA, PCI, ISO 27001, FEDRAMP, 

SSAE-16 

Yes Yes 

Key management services Yes Yes 

- Encryption at rest and in motion Yes Yes 

- Identity and access management Yes Yes 

SLAs, Support  Yes Yes 



Automated 
backups 



Encryption 
at rest 

	

	

	

	

	

	

	

	

	

	

	
	

	

	

	

	

	

	

	

	

	

	

	
	



Encryption in 
motion 

	

	



System 
Monitoring 
and alerting 



VPC and 
Security 
Groups 



System 
access 
controls 



Logging and 
audit trails 



Thank you 
Contact:	

Shreehari	Desikan		
sdesikan@dataphilic.io	

408-786-8830	
 


