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Agenda

 Introduction and Overview (1:00 pm to 1:15 pm)

 OCR Policy and Implementation Update (1:15 pm to 2:45 pm)

 FTC Privacy Enforcement Update (2:45 pm to 3:15 pm)

 Break (3:15 pm to 3:45 pm)

 Navigating the HIPAA Enforcement Landscape under the Trump 
Administration (3:45 pm to 4:15 pm)

 Preparing for and Responding to an OCR HIPAA Audit (4:15 pm to 5:00 pm)

 Privacy Rule Audit for Smaller Clinics and Facilities (5:00 pm to 5:30 pm)

 Healthcare Chief Privacy Officers Best Practices Roundtable (5:30 pm to 
6:30 pm)

 Networking Reception (6:30 pm)



Housekeeping



Enforcement Highlights

3 Civil Monetary
Penalty Actions45 OCR Settlements

$58,455,200
In settlements and CMPs

$1,299,004
Average settlement amount

31 of 48
enforcement actions 

arose from breach reports 
to HHS

48

8

6

4

Required an internal monitor

Required an external monitor

Monitor required in 8 out of 48
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1 1 2 3 5 5 7 6 13            3
in 2008      in 2009     in 2010       in 2011      in 2012       in 2013        in 2014       in 2015        in 2016        in 2017

(as of February 1, 2017)

Average minimum length of 
a corrective plan:
APPROXIMATELY 2 YEARS Average attorney 

general enforcement 
action:

$347,909*12 actions by state
attorneys general (as of 
2/1/17):

5
Massachusetts

2
New York

1
Vermont

2
Connecticut

1
Indiana

1
Minnesota

*may represent financial 
settlements associated with 
claims unrelated to HIPAA 

violations 

Enforcement Highlights
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Average Settlement Amount

$100,000 

$2,250,000

$517,500

$932,750 $970,000

$748,156

$1,134,317
$1,032,233

$1,938,792

$1,337,500

$0

$500,000

$1,000,000

$1,500,000

$2,000,000

$2,500,000

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
11

1
21 3 5 5 7 6 2121

6



California Department of Public Health
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Healthcare Breaches Reported to HHS Involving 500 or More Individuals
Cause of Breach by Numbers of Incidents

Hacking/IT, 
275, 15%

Improper 
Disposal, 59, 

3%

Loss, 143, 8%

Other, 86, 5%

Theft, 775, 42%

Unauthorized 
Access/

Disclosure, 
471, 26%

Unknown, 11, 
1%

As of March 1, 2017



Healthcare Breaches Reported to HHS Involving 500 or More Individuals
Cause of Breach by Number of Affected Individuals

Hacking/IT, 
128,620,557, 

75%

Improper 
Disposal, 

913,518, 0%

Loss, 795,869, 
5%

Other, 
1,213,529, 1%

Theft, 
23,681,515, 

14%

Unauthorized 
Access/

Disclosure, 
7,068,711, 4%

Unknown, 
2,078,743, 1%

No Cause Listed 
in HHS 

Database, 
16,163, 0%

As of March 1, 2017



Healthcare Breaches Reported to HHS Involving 500 or More Individuals
Type of Media by Number of Incidents

Desktop 
Computer, 174, 

9%
Electronic 
Medical 

Record, 89, 5%
Email, 

159, 9%

Laptop, 324, 
18%

Network 
Server, 286, 

16%

Other, 215, 
12%

Other Portable 
Electronic 

Device, 145, 8%

Paper/Films, 
431, 23%

As of March 1, 2017



Healthcare Breaches Reported to HHS Involving 500 or More Individuals
Type of Media by Number of Affected Individuals

Desktop Computer, 
7,642,484, 4%

Electronic Medical 
Record, 3,820,540, 

2%

Email, 2,611,963, 
2%

Laptop, 6,531,236, 
4%

Network 
Server, 

130,702,042, 
76%

Other, 
15,367,688, 

9%

Other Portable 
Electronic Device, 

1,808,963, 1%

Paper/Films, 
3,066,518, 2%

As of March 1, 2017


