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Agenda

® |ntroduction and Overview (1:00 pm to 1:15 pm)

= OCR Policy and Implementation Update (1:15 pm to 2:45 pm)
= FTC Privacy Enforcement Update (2:45 pm to 3:15 pm)

= Break (3:15 pm to 3:45 pm)

= Navigating the HIPAA Enforcement Landscape under the Trump
Administration (3:45 pm to 4:15 pm)

= Preparing for and Responding to an OCR HIPAA Audit (4:15 pm to 5:00 pm)
= Privacy Rule Audit for Smaller Clinics and Facilities (5:00 pm to 5:30 pm)

= Healthcare Chief Privacy Officers Best Practices Roundtable (5:30 pm to
6:30 pm)

= Networking Reception (6:30 pm)



Housekeeping




Enforcement Highlights

Civil Monetary
3

45 OCR Settlements penalty Actions

$58,455,200 $1,299,004

In settlements and CMPs Average settlement amount

6 Required an internal monitor

ﬁ Required an external monitor

Monitor required in 8 out of 48

31 of 48

enforcement actions
arose from breach reports
to HHS



Enforcement Highlights
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Average Settlement Amount
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Healthcare Breaches Reported to HHS Involving 500 or More Individuals

Cause of Breach by Numbers of Incidents

Unknown, 11,
1%

Hacking/IT,

R Improper
; (]

Disposal, 59,
3%

Loss, 143, 8%

‘Other, 86, 5%

Theft, 775, 42% y

As of March 1, 2017



Healthcare Breaches Reported to HHS Involving 500 or More Individuals

Cause of Breach by Number of Affected Individuals

No Cause Listed
in HHS
Database,

16,163, 0%\
Unknown, Hacking/IT,
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Access/ s
Disclosure, Theft,

7,068,711, 4% 23,681,515,

14%
Other,
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Improper
Disposal,
913,518, 0%

As of March 1, 2017



Healthcare Breaches Reported to HHS Involving 500 or More Individuals

Type of Media by Number of Incidents

Desktop
Computer, 174,
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Electronic
Medical

Paper/Films, Record, 89, 5%

431, 23% Email,
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Electronic _ Laptop, 324,
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Healthcare Breaches Reported to HHS Involving 500 or More Individuals

Type of Media by Number of Affected Individuals
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