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Health Care Cybersecurity Threats—Phishing Attacks
and other Hacking, Malware, Ransomware, efc.

® EHR data is more valuable on black market than financial data
>Medical data theft more difficult to detect than credit card
theft—thieves have longer to “milk” the data.

-Can be used for many fraudulent purpose, e.g. File false claims,
use to get drugs/devices which can be resold.

® According to many security experts, the health care industry
has underspent on security so is more vulnerable.

® Health care providers are the perfect target for ransomware
attacks



Black Market Value of Stolen Data
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Health Care M&A Backdrop

® Changesin economics and new
payment models fuel mergers,
acquisitions and other transactions

> Many involve physician practices, large
multispecialty groups with clinics, ASCs,
other health care facilities, etc.

> Deals may be structured as an asset
purchase to limit liability

> Regardless of deal structure, EHRs are
generally a key component & asset




Why Information Security Challenging
fo Healthcare

The prime directive. First priority is taking care of patients,

ohnd we need quick and easy access to information to do
that.

Innovafion. A never-ending stream of new IT products and
services are promising to improve the delivery of care.

Complexity. Hundreds to thousands of applications must
work together seamlessly, but also must be secured.

Costs. Healthcare organizations are under pressure to
reduce costs, and incremental spending to address
security can be a tough sell.



Cybersecurity Threats Risky for Deals

® Many target organizations have not conducted an adequate
Security Risk Analysis and have not identified/implemented a Risk
Management Plan

@ Target organizations may have been subject to ransomware or
other cyberattacks, determined them not to be reportable and
did inadequate remediation to EHR systems

® HIPAA has not traditionally been considered to create high risk in
deals and fraditional due diligence investigations are often not
stfructured to timely identify the new cybersecurity risk

> Asset purchase structure thought to address compliance risks---not tfrue any
longer



Unidentified Cybersecuri
C curity Threat
Adversely Impacts Deals :

® Not Factored Into
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> Purchase Price

> Post-Close IT
Remediati




What is the Impacte




Evolving Healthcare Threat Landscape
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System Acquisition/Integration Issues

Legacy systems

Multiple wireless networks

Infernet enabled medical devices

Multiple to electronic health record systems

BYOD prevalence

Stores & combines PHI, Pl & PCI

|dentified but unaddressed high & crifical risks to data
Third party vendors w/ network access

Clashing organizational cultures and priorities
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Start With Risk Assessment

WELL NEED A INDECISIVENESS
RISK ANALYSIS OVERANALYSIS

ON THIS PROJECT CLUELESSNESS
BEFORE T CAN MICROMANAGE -

APPROVE TIT.

1 DON'T
UNDERSTAND
THESE
RISKS,

THAT'S
NUMBER
THIRTY-SIX.
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Assess for Today's Cybersecurity Threat

( N\
- * Inventory information assets and analyze
Identlfy their risks
« Use technical, administrative, and physical ()
Protect controls to mitigate the identified risks 2
. : : 1)
» Monitor the environment for signs of -
Detect intrusion >
— g
P
* Mobilize resources to contain and eradicate Ko
Respond an intrusion D
.
-
+ Remediate the effects of an intrusion and
Recover return to normal operations
. J

NIST Cybersecurity Framework http://www.nist.gov/cyberframework/



Examples of Security Controls

* Polices

* Procedures
« Standards
» Guidelines

Passwords
2-Factor
Authentication
Encryption
Firewalls
Anti-Virus

Intrusion Detection
Logging &
Monitoring
Administrative

Fencing

Locks

Cameras

Guards

Alarms

HVAC

Backup power

Fire suppression
Separation of duties

Risk Assessment )




Key Steps to Address Cyber Risk

® |dentity This New Risk and Address Early

> Educate business leads, deal teams, on costs
associated with cybersecurity risks so that they can
proactively address in inifial strategy

> Restructure diligence process to facilitate proactive
and early identification and assessment of
cybersecurity and other privacy/security risks

® Address cybersecurity risks and plan 1o
address proactively in the deal document
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