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21st Century Cures Act:
A Large Piece of Legislation

• After almost two years of negotiations the final 
bill passed the House 392 to 26, and the Senate 
94 to 5.  

• On December 13, 2016 President Obama 
signed the 21st Century Cures Act into law.

• The law authorizes a $6.3 billion package of 
medical innovation bills including: 
– $4.8 billion to the National Institutes of Health (NIH) 

which includes $1.4 billion for Precision Medicine 
Initiative; 

– $1.8 billion for Beau Biden Cancer Moonshot initiative; 
and 

– $1.6 billion for the BRAIN initiative

• Also provides $1 billion in state grants over two 
years to address opioid abuse and addiction

• Provides $500 million through 2026 to the FDA
• Includes significant health IT provisions

25 Sections, 996 pages



Goals of this talk

• Answer the following questions:
– What are the key HIT provisions of the Cures 

legislation, and when do they take effect?
– How will the far-reaching components, and 

inherent tensions, in the legislation play out in 
terms of new rules and regulations?

– What can my industry segment or professional 
group expect from Cures that might change what 
we do or how we do it?

– Are there clear winners or losers?
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• Key HIT provisions of the Cures legislation:
1. Require the Secretary to establish a strategy to reduce 

administrative and regulatory burdens associated with providers’ 
use of electronic health records (EHRs).  
• Must include MU, MIPS, APMs, certification, standards.

2. Seek to advance interoperability and curb information blocking.
• By promoting new reporting measures on usability, security, and 

functionality for EHRs and other HIT and require adherence for certification.
• By establishing a new HIT Advisory Committee with broad duties and 

responsibilities.
• By supporting a development of a new trust framework and agreement for 

networks.
• By seeking to improve patient care and access to health information in EHRs.
• By requiring the establishment of a new digital contact  index, e.g. a 

directory, for health care professionals, practices, and facilities.
• By ensuring adequate patient matching to protect privacy and security.
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HIT Provisions of the Cures Legislation –
A Response to Providers Complaints on MU
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Timeline for Major
Cures HIT Provisions

2017 2019July 2017 Jan 2018 July 2018 Jan 2019 

Milestone 2
Sec. submits updated MU report 
to HITAC.

Milestone 3
ONC convenes stakeholders to 
support trusted exchange 
framework.

Milestone 1
Milestone 4

Milestone 11

ONC convenes HIT Advisory 
Committee, HITAC. Sec. develops strategy and 

recommendations to reduce 
regulatory burdens.

Milestone 5
Sec. makes as a condition of 
certification that technology 
vendors do not block  
information, have APIs for 
access, and have tested the 
real world use of products for 
interoperability.

Milestone 6

Sec. must award grants and contracts to 
report on the reporting criteria for EHRs 
related to security, usability, 
interoperability, and real world testing.

Milestone 7
Sec. must convene stakeholders for the 
purpose of developing the reporting 
criteria for EHR Reporting Programs for 
reporting.

Milestone 8

Comptroller Gen. conducts study to 
ensure appropriate patient matching to 
electronic health information.

Milestone 9

ONC publishes on its website trusted 
exchange framework and common 
agreement.Milestone 10

CMS must report on suitability and 
barriers to telehealth services.

Sec. recommends on 
voluntary certification of 
health IT used by 
pediatricians.

Milestone 12
Comptroller Gen. reports to 
Congress on patient access 
to PHI, incl. barriers and 
difficulties experienced.

Milestone 13
ONC publishes on its 
website health info 
networks that have 
adopted common trust 
agreement.

Milestone 14

Comptroller reports to 
Congress on patient 
matching.

6 months 1 year 18 months 2 years

Within 3 years the Sec. 
shall directly or through 
partnership with a private
entity establish a  provider 
digital contact index for 
providers and health 
facilities.
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Tensions

Continuity with Recent Past

Off in a New Direction

Additional New
Regulations

MD-Friendly
Deregulation

The Mandala of Cures
HIT Provisions



Where to focus attention

• For EHR vendors and their 
customers, process merits 
close scrutiny:
– Stakeholder group 

meetings, information 
gathering

– Notices of proposed rule 
making

– Comments to NPRMs
– New rules, requirements, 

and certifications
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• Areas where tensions are 
greatest include:
– ONC certification extensions, 

dealing with:
• the product’s security, 
• user-centered design, 
• interoperability, and  
• real-world testing.

– EHRs or mobile apps, 
telehealth, wearables

– Penalties for information 
blocking and their enforement

– Inclusion of patients’ access to 
“complete medical records”



Restructure of Federal 
Advisory Committees



Interoperability



Information Blocking



New National Study on Information
Blocking Finds Widespread Problem

• “Half of [60 HIE leader] respondents reported that EHR vendors routinely
engage in information blocking, and 25% of respondents reported that 
hospitals and health systems routinely do so. Among EHR vendors, the 
most common form of information blocking was deploying products with 
limited interoperability. Among hospitals and health systems, the most 
common form was coercing providers to adopt particular EHR or HIE 
technology. Increasing transparency of EHR vendor business practices and 
product performance, stronger financial incentives for providers to share 
information, and making information blocking illegal were perceived as 
the most effective policy remedies.”

• Source: 
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Specific Forms of Information Blocking
Found in Milbank Quarterly Study



Information Blocking



Information Blocking

For enforcement purposes, 
information blocking does 
not include any practice or 
conduct occurring prior to 
the date that is 30 days after 
enactment



Trusted Exchange 
Framework
• Requires ONC, NIST and other relevant agencies to convene public-

private partnerships to build consensus around developing or 
supporting a trusted exchange framework

• Including common agreement among health information networks* 
nationally such as
– method for authenticating participants
– rules for trusted exchange
– enabling organizational and operational policies and 
– a process for adjudicating disagreements

• Within two years of convening event, and annually thereafter, ONC 
must publish a list of HIE networks that have adopted the common 
agreement

* HHS Secretary must consider existing exchange networks to minimize disruption



Trusted Exchange Framework



Healthcare Directory

• Requires that within three years of enactment, 
the Secretary must establish a provider digital 
contact information index for health 
professionals and health facilities to encourage 
the exchange of electronic health information

• The Secretary must include “all health 
professionals and health facilities” to create the 
most useful, reliable, and comprehensive index 
of providers possible



GAO Studies

Patient Matching
• Requires that GAO conduct a study of the current HIT policy 

landscape and activities of the National Coordinator for HIT and 
make recommendations to Congress, within two years of 
enactment, on ways to improve patient matching across the 
healthcare system such as 
– Creating common minimum data sets for exchange of data 
– Reduce duplication of data while 
– Continuing to protect patient privacy and security



GAO Studies

Patient Access to Their Health Information
• Requires that GAO conduct a study and report to Congress within 

18 months of enactment to review patients’ access to their own 
PHI, including describing 

• Practices of charging patients, third parties, and health care 
providers, for EHR data 

• Examples of the amounts and types of fees charged to individuals 
for record requests, 

• Instances in which third parties may request PHI through patients’ 
individual right of access to circumvent appropriate fees, and 

• policies that enable providers to charge appropriate fees to third 
parties while providing patients access at low or no cost.
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Questions

David C. Kibbe MD MBA 
President and CEO DirectTrust
David.Kibbe@DirectTrust.org
dkibbemd@direct.kibbe.md
admin@directtrust.org
913.205.7968


