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Jll | First Healthcare Risk Manager
“First, Do No Harm.”

-Hippocrates, 4t Century, B.C.E.
-OR

-Auguste Francois Chomel (1788-1858) Parisian
pathologist and clinician
-OR

277

Digitization in Healthcare is Great ... AND Now,
We Can Create Harm from New Threat Sources
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| Key Themes

1. We must connect the dots between cyber risk

and patient safety 1}

2. We need to look beyond traditional IT assets to
biomedical devices and the Internet of Things K\ o / \/ .
(1oT) A ‘,& E - - T

3. Risk analysis and risk management should be 3 .
applied to all assets

4. And, to be successful, industry collaboration
such as that which produced the Wireless
Infusion Pump Practice Guide must continue
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- I The Risk Problem We’re Trying to Solve

What if Sensitive

Information is
shared?

What if Sensitive
Information is not
complete, up-to-date
and accurate?
What if Sensitive

Information, Systems or
Devices are not there
when it is needed?

Don’t

Compromise

C-1-A!l
AVAILABILITY

Single Biggest Issue: Risk Identification . ¢ capwaren ]
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il | Connect the Dots Between Cyber Risks and Patient Safety
Confidentiality Integrity Availability

@ @\

Quality and Safe Access to Timely
Care Care Care

Patient Information AND Patient Health #™ cLearwarer In
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B | Need to Look Beyond Traditional IT Assets

IV Infusion
Pumps

Insulin
Pumps

Implantable
Cardioverter
Defibrillators

(ICDs) X-Ray -

Systems
Blood
Refrigeration

Units CT Scans
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Cyber Attacks-oni€lScanBevicds

I Medical Imaging Devices

. Mechanical
Disruption of
Device’s
[\, [e] (o]

E——

~ Configuration
File
Corruption
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Ransomware
DoS

~ Modification
of Image -
<8 Results LT . “Unauthorized " S

Access of
Images
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https://arxiv.org/a 01.05583



I Information Assets & OCR-Q

v

uality Risk Analysis

)
@
2
s
-

Scope of the Analysis: The scope of risk analysis that the Security Rule encompasses includes the potential risks
and vulnerabilities to the confidentiality, availability and integrity of all e-PHI that an organization creates,
receives, maintains, or transmits. (45 C.F.R. § 164.306(a).) This includes e-PHI in all forms of electronic media, such
as hard drives, floppy disks, CDs, DVDs, smart cards or other storage devices, personal digital assistants,
transmission media, or portable electronic media. Electronic media includes a single workstation as well as
complex networks connected between multiple locations. Thus, an organization’s risk analysis should take into
account all of its e-PHI, regardless of the particular electronic medium in which it is created, received, maintained
or transmitted or the source or location of its e-PHI.
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https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf

mation Risk Management Must Become a Team Sport
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| Include Biomedical Devices in Risk Analyses

NIST SPECIAL PUBLICATION 1800-8

NIST is increasing activity and work
Securing Wireless products

Infusion Pumps * First Practice Guide published May 2017
In Healthcare Delivery : :
Organizations . Government.and industry collaboration
* NIST-based risk assessment performed
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https://nccoe.nist.gov/sites/default/files/library/sp1800/hit-infusion-pump-nist-sp1800-8-draft.pdf

Securing Picture Archiving and
Communication System (PACS)

N



Picture Archiving and Communication System (PACS)

External workstation (e.g.
teleradiology, referrals)

Picture Archiving and
Communications Systems (PACS)

o
HL7 DICOM Web

Data Storage

VNA (“Vendor Neutral Archive”)

e ) s
Y

[ Other clinical systems (e.g. billing, dictation or transcription services)

Hospital IT systems (e.g. directory services, email)

Final Project Description: https://nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-pacs-project-description-final. pdf
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https://nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-pacs-project-description-final.pdf

. I Tools — Tips For Identifying Information Assets

e Medical devices

O Sitter cameras, infusion pumps, imaging modalities, laboratory devices,

vital sighs monitoring
O Scan for medical devices communicating on the network
0 www.medigate.io
O Leverage the Manufacturer Disclosure Statement for Medical Device
Security (MDS2) for the discovered devices

e Internet of Things (loT)
O Thermostats, DVD players, lighting systems, appliances, HVAC, IP Video
Cameras
O Scan for loT devices connected to the network
O https://nmap.org/

0 fingerbank.org ol CLEAILSFIE'rVﬁTEH
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http://www.medigate.io/
https://nmap.org/
https://fingerbank.org/

. I loT Asset Discovery and Identification

Step 1: Discovery

https://nmap.org/

Nmap ("Network Mapper")
is a free and open source
(license) utility for network
discovery and security
auditing. https://nmap.org/

Step 2: Identify and Digital

Fingerprint
fin ! rbank

https://fingerbank.org/

Fingerbank accurately determines what kind of
device is connected on a network based on
its MAC address, its DHCP fingerprint, its User-
Agent, its TCP signatures, its network behavior
and more. Fingerbank can accurately identify
Internet of Things (l1oT) devices, medical devices,
industrial and robotics equipment and more.
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https://nmap.org/
https://nmap.org/data/COPYING
https://nmap.org/
https://fingerbank.org/
http://en.wikipedia.org/wiki/MAC_address
http://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://en.wikipedia.org/wiki/User_agent
http://en.wikipedia.org/wiki/User_agent
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Manufacturer Discleoure Statement for Medical Device Securlty - MDS®

DEVICE DESCRIPTION
Drvicn Calegory | Manufaciurer | Decument 10D | Descument Redease Daie
DecE MG |G FEHon R T T 1 —
| |
[YT—— T 1 Manutacturer Conlas informaton
Papreseniative | |
Cantact TR R A ey
Information | i

L T R ey L T P e

MANAGEMENT OF PRIVATE DATA

Yes Mo, -
Feterio Section 232 of thisstandard ko ihe proper inlempetstion of inlomation regussed in Sis fom MNIA, or
S Mo

A Can Wasouy ko disglny. Imnsmit, of milndain pm.mnnamhgmrmmmnm
Indormaiion [¢PHILT ..
B Typesad Iﬂv-ﬂlhummcﬂhm unwmuuhndh the u-wla
B.1 Demogeacic jog.. name, sdiress, kecnbon, wque sl icakon memben™ e I
B2 uuu:mmug < Mgt dil Fcodd f, Gctount B, Yl of Ieatment dals. mlm
nurmbery

B3 I:Inwdlc.lfhnpun:te.q ptl:h'l!dlq]mﬂl ktmmuwmum Idmm
e e

B.4 Opan, m-mmunemmm w“_n'hp—u? T ———
BE daka?
B.E Pemona bmnas iT

G Mairdsningprivate data - Canihe device:
.1 Maninie privale dats lempomly In wolalle mamosy (Le., il cieamd by owseofior mati?. .
.2 Sior peivaie dats pseesdsoniy on bood medn T
.3 Impostienpor privale data wih ofer sydems? ...

.4 Manian pivate data duing power senvdce infemuplons?
0 Mt S e 10F Beb 0T NG IMparingepoming of prival
0.1 Displary peivaie dals je.g., video display, el )7, S

0.3 Cemrwrlic REEICOEy FROE oF MTAQES CON NG Pl v rml" ........
0.3 H:Incvenﬂl'nuh1wwwmmr-nlllbnnmmmk.q disk, DVD, um(m
tape, CF/S0 mnd, melnowdll:lg el )?

4 T o g pr i i g, IEEE 1897,

moinl poe, LISE, FMm e, )

0.5 Tranamilimors Mdllwinmmnmmmmnmﬂ LAN, WAN, WFHL inimned,
Inbemel, ebc.[? : messes ==

D6 Tranamilirecede pm“dﬁnannlnugmhdumummnudmnmu WA, Bluenodh
Infed, wie, ¥

o7 m pﬂﬂlﬂ“ﬂlmiiﬂ”

LB Oy - -

& Copyright 2013 by the National Electrical Manufacturers Association and
the Healthcare Information and Management Systems Society.

http://www.himss.org/resourcelibrary/MDS?2

Manufacturer Disclosure
Statement for Medical
Device Security (MDS?)

Originally developed by HIMSS and the American College
of Clinical Engineering (ACCE), and then standardized
through a joint effort between HIMSS and the National
Electrical Manufacturers Association (NEMA)

The MDS? provides medical device manufacturers with a
means for disclosing issues to healthcare providers

The MDS? form can be used as a tool in an organization’s
risk assessment process

Provides a comprehensive set of medical device security
guestions developed through broad stakeholder
participation and medical device vendor buy-in

Allows for easy comparison of security features across
different devices and different manufacturers

Facilitates the review of the large large volume of
security-related information supplied by the

manufacturers & CLEARWATER
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http://www.himss.org/resourcelibrary/MDS2

. I Resources

1.
2.
3.

© 0 N o

12.

AAMI TIR57, Principles for medical device security — risk management

Guidance on Risk Analysis Requirements under the HIPAA Security Rule

IEC 80001-1:2010 Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

ISO 14971 Medical devices — Application of risk management to medical devices

FDA Content of Premarket Submissions for Management of Cybersecurity in Medical Devices
Guidance

FDA Postmarket Management of Cybersecurity in Medical Devices ReSO!'lrceS
Framework for Improving Critical Infrastructure Cybersecurity (NIST Cybersecurity Framework) & Llnks
THE FDA’S ROLE IN MEDICAL DEVICE CYBERSECURITY

NIST SP1800-8, Securing Wireless Infusion Pumps in Healthcare Delivery Organizations - DRAFT

. NIST SP 800-30 Rev 1, Guide for Conducting Risk Assessments
11.

NIST SP 800-37 Revl, Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach

NIST SP 800-39, Managing Information Security Risk Organization, Mission, and Information
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https://clearwatercompliance.com/wp-content/uploads/OCR_Risk-Analysis_Final_guidance.pdf
https://infostore.saiglobal.com/en-us/Standards/-245257/
https://www.fda.gov/downloads/medicaldevices/deviceregula-tionandguidance/guidancedocuments/ucm356190.pdf
https://www.fda.gov/downloads/medicaldevices/deviceregula-tionandguidance/guidancedocuments/ucm356190.pdf
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm482022.pdf
http://www.nist.gov/cyberframework
https://www.fda.gov/downloads/MedicalDevices/DigitalHealth/UCM544684.pdf
https://nccoe.nist.gov/sites/default/files/library/sp1800/hit-infusion-pump-nist-sp1800-8-draft.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r1.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf
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