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Agenda
Part IG Topic Area

Part I QUICK! Baseline of Information Governance

Part II Why talk Record Retention??

Part 
III

Implementing effective information governance process 
to reduce security / breach risk

Part 
IV

ROI and IG Tools and Resources for Success
Measuring outcomes and success
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What is Information Governance?
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Over Retention Impacts $$$
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Security Impacts and Over-Retention
1. Attack surface in healthcare has 

broadened exponentially 
2. Legacy hardware and software
3. The ability to perform and maintain a 

comprehensive risk assessment
4. Interconnectivity / exchange
5. Mobile device access / BYOD
6. Insider threat (malicious / accidental)
7. Backups (storage is not cheap!)
8. Disaster recovery / Business continuity
9. User access to “too much” / Access 

Creep
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www.IGHealthRate.com – Free to 
qualified organizations.

http://www.ighealthrate.com/
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IG Survey - Project Prioritization if 
Funding was Available
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EIM Markers Related to Record Retention
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Record Retention – Where to Start?

• Define Records and Information 
Classes
– Classification or categorization of record 

types assists in enterprise-wide functions 
such as creation, protection, organization, 
storage, retrieval, management, and 
destruction of records. 

– Organization and classification mitigates 
risk and supports functions related to 
record retention and evidentiary usage.
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Examples of Information Classes

• Confidential
• Sensitive
• Restricted 
• Public
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Examples of Record Classes

• Medical/Health Record/ Record of 
Care

• Enterprise Records
• Industry Records
• Legal Hold Records
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Record Retention

• Information Asset Inventory
– A centrally controlled inventory of the 

organization’s records and information is 
documented and kept up to date and 
includes all information and records 
regardless of media.
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Centralize / Standardize the Record 
Retention Schedule

• A records retention schedule is a comprehensive, 
organization-wide listing of the records and information 
an organization maintains that notes, at a minimum, 
how long they must be retained along with their 
ultimate disposition. 

• The records retention schedule defines:
– Who is responsible for carrying out the record retention 

schedule (e.g., business owner, data steward)
– A legal or regulatory citation that mandates a specific 

retention period e.g. state or federal
– How long the records should be maintained in active on- 

site files
– How long it may need to be retained in off-site or inactive 

storage
– Whether it is a vital business record 
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ONE Record Retention Policy

• The organization is required to retain its 
information for an appropriate time, 
taking into account legal, regulatory, 
fiscal, operational, and historical 
requirements. 

• Standardizing and implementing 
enterprise-wide record retention and 
disposition policies, program, and 
schedule will ensure a consistently 
applied approach to support the 
information lifecycle. 
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Monitor Compliance with Retention 
Policy
• The status of retention and disposition of 

information should be continuously monitored 
and reported to the IG oversight body.  

• Legacy systems and data must be addressed in 
the retention and disposition policy and include 
decommissioning of systems.

• Electronic data should be automatically deleted 
per the retention schedule and policy where 
appropriate and when no legal hold is applied. 

• The routine disposal of electronic and paper 
records must be transparent, reliable, and up to 
date. 
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In Summary

• Define your information (knowledge 
of what you have, where it is, who 
has access, how long it must be 
retained.)

• Bring record retention under the IG 
umbrella versus having each 
department manage (not an IT issue!)

• Don’t listen to the “Storage is Cheap” 
story any longer
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Over-Retention is a Security Issue

• Lack of long term planning
• Legacy systems
• EHR / Clinical system vendors 

willingness / ability to destroy records 
per organization policy

• Reluctance from physicians
• Beyond PHI:  e-mail over-retention is 

an eDiscovery issue / expense
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IGIQ.com Blogs Include Insights on 
Program Start Up (*New* bi-weekly)
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AHIMA is Enabling IG Success 
IGIQ.com Tools and Resources 

• May 2018 eBook – Advancing IG 
through the IG Adoption Model™
– Based on IG Adoption Model™ 

Competencies
– IG Maturity Markers Described
– Advanced Techniques for 

Implementation
• 2018 Launch of AHIMA Approved IG 

Consultant Training Program
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IG Executive Training Video
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IGIQ.com: ONE STOP for all Tools and 
Resources for Information 
Governance
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IGAM™ Levels
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