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State of Healthcare Security
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Verizon 2017 Data Breach Investigations Report



Breach Data Trends

CORL Technologies © All Rights Reserved

Verizon 2017 Data Breach Investigations Report



Breach Data Trends

CORL Technologies © All Rights Reserved

Verizon 2017 Data Breach Investigations Report



PHI Everywhere

CORL Technologies © All Rights Reserved



CORL Technologies © All Rights Reserved

Key Risk Concepts – Likelihood and Impact

Security is in 
place (Maturity = 
5)

Security is 
informal 
(Maturity = 1)

Negligible 
financial 
impact or 
no harm to 
patients

Material 
financial 
losses or 
harm to 
patients

Likelihood Impact
Risk
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Calculating Risk Rating

Likelihood

Almost 
Certain 15 19

23
X

24
X

25
X

Likely
13 14 20

21
X

22
X

Possible 8 12 16 17 18

Unlikely 6 7 9 10 11

Highly
Unlikely 
(Rare)

1 2 3 4 5

Negligible Minor Moderate Major Material

Impact

Risk Rating

High

Medium

Low

Managed

Unacceptable level of risk



Application Risk Assessments 
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System 
Security 

Plan

Risk 
Assessment

Regulatory 
Requirements

Configuration 
Standards

Policies and 
Procedures
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Sensitive vs. Non-Sensitive

Sensitive

• These systems have additional or 
enhanced controls

• For example, these systems have 
encryption requirements

Non-Sensitive

• Every system has these common 
controls

• For example, these systems are not 
required to implement encryption

10

BSHSI’s Risk Management Standards requires the classification of  all IT systems and 
data according to their sensitivity with respect to the following three criteria:

• Confidentiality, which addresses sensitivity to unauthorized disclosure
• Integrity, which addresses sensitivity to unauthorized modification
• Availability, which addresses sensitivity to outages
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BSHSI Risk Management Framework

BSHSI adopted a six-step risk management framework process

• Categorize Systems

• Select Controls

• Implement Controls

• Assess Controls

• Authorize Information System

• Monitor Controls
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Categorize
Information

Systems

Assess
Security
Controls

Risk
Management
Framework

Note: Based on NIST 800-37r1, 800-39r1 and 800-53r4
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System Security Plans: Application Risk 
Assessment

CATEGORIZE 
INFORMATION 

SYSTEM

Categorize the 
information system and 

document the results 

Describe the information 
system (including system 
boundary) and document

Register the information 
system

Identify the security controls 
that are provided by the 
organization as common 

controls for
organizational information 

systems and document

SELECT SECURITY 
CONTROLS

Select the security controls 
for the information system 

and document

 Develop a strategy for the 
continuous monitoring of 

security control 
effectiveness and any

proposed or actual changes 
to the information system 

and its environment of 
operation.

IMPLEMENT SECURITY 
CONTROLS

Review and approve the 
security plan

 Implement the security 
controls specified in the 

security plan.

Document the security 
control implementation, as 
appropriate, in the security 

plan, providing a
functional description of the 

control implementation

SSP

SSP

SSP

SSP

SSP

SSP

SSP

SSP

Categorize
Information

Systems

Assess
Security
Controls

Risk
Management
Framework
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System Risk Assessment Flow
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Security Architecture 
Assessment Form (SAAF)

Pre-Purchase / Pre-Acquisition

Architecture Review Process

Risk Register

System Security Plan (SSP)

Post Purchase / Pre-Production Production

Cyclical Security 
Reviews

Internal Audits

Decommission

Asset Registry

• Security Profile per vendor
• Recommendation for 

Purchase
• Compensating Controls

• Architecture Alignment

• Baseline for Installation Key 
Roles / Duties 

• System Configuration
• System Classification
• Standard Compliance

 Compensating Controls
 Management Action Plans

Security Scans 
(Vulnerability)

Business Continuity / 
DR (Plans / Test)

Forms / Artifacts

Process / Activity

Storage

Le
ge

n
d

BCM Review Process

• BIA
• RTO
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• Clear vision of vendor/application  
security risk management objectives 

• Executive level communication 
• Program effectiveness

Overall Risk Program Management



QUESTIONS?
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