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April 1
12:10 AM ET

Remote 
Desktop 

Connection 
from Brazil

(12 Seconds)

April 1 - 2
1:15 AM – 12:15 

AM

Multiple 
Additional 

Remote 
Desktop 

Connections

(11 Hours)

April 2
4:47 AM ET

Remote Desktop 
Connection from 

South Africa

April 2
4:54 AM ET

Actor Queries 
whoer.net

to Gather Public IP 
Address



April 2
7:09 AM ET

Remote 
Desktop 

Connection 
from South 

Africa

April 2
7:10 AM ET

Actor 
Downloads 
and Installs 
Spam Email 

Engine

April 2
10:12 AM ET

Actor Attempts Malware 
(chrome.exe.exe)
Installation and is 

Prevented by Antivirus

April 7
6:59 AM ET

Remote Desktop 
Connection from 

South Africa

5 DAYS



April 7
7:02 AM ET

Actor Downloads 
Contact List for 

Spam

April 7
7:12 AM ET

Actor Visits 
match.com

to Send Spam

April 7
8:29 AM – 10:58 AM

Multiple Additional Remote Desktop 
Connections

(2.25 Hours)



April 8
2:51 AM ET

Remote Desktop 
Connection from 

Romania

April 8
3:29 AM ET

Multiple Shell 
Commands 

Executed to Install 
SamSam Malware

April 8
7:53 AM ET

Remote Desktop 
Connection from 

Netherlands

April 8
8:04 AM ET

Windows Login 
Service 

Compromised



April 9
1:12 AM ET

Remote Desktop 
Connection from 

Netherlands

April 9
1:15 AM ET

Actor Collects 
Server List from 
Active Directory

April 9
1:24 – 1:30 AM ET

Actor Deletes All 
Online Backup 

Files

April 9
1:55 AM ET

Ransomware is 
Deployed and 

Executed
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https://malwr.com/analysis/YmJlMDY5M2FjZTlhNDc5N2IzY2QxNGFmNmI0MzIxODc/
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COMMAND

FORENSICS

INVESTIGATIONS

LAW 
ENFORCEMENT

ITLEGAL

COMPLIANCE

CRISIS 
COMMUNICATIONS
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RECOVER

•IRESTORE FROM BACKUP

•DEPLOY NEW NETWORK AND SYSTEMS

ERADICATE

•ATTEMPT DECRYPTION

•REIMAGE COMPROMISED ASSETS

•IDENTIFY AND NEUTRALIZE BINARY

CONTAIN

•ISOLATE CLINICAL SYSTEMS

•INTERRUPT NETWORK COMMUNICATIONS

•DENY BINARY ACCESS

•ATTRIBUTION
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