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“Your mission, should you choose to accept it, is
to stay off of the OCR’s, ‘naughty list…’ and out
of a court room…”



“It is a lot easier to get into 
the swamp then get out of 
the swamp…” – Mark Twain



Good vendor management…

• Begins with solid polices and procedures

• Begins before any RFP, RFQ, or procurement

• Begins with the project design

• Must have a process

• Must have a plan

• Must be applied consistently



Good vendor management…

• Knowing what data you have – where it is - and when it got there, and when and 

how it will be disposed of

• Asserting ownership over your data – both in identifiable and de-identified formats

• Being able to track your data “…cradle to grave”

• Having clear vendor expectations in contract language – “Performance Guarantees” 

• Tracking contracts, BAAs, Agreements, renewals, modifications, etc.

• Driving terms and conditions of contracts, BAAs, Agreements down to any and/or all 

subcontractors



Performing “Vendor Assurances”…

• Begins with the project planning

• Must be clear in RFPs/RFQs, contracts, and Agreements

• “Onboarding”

• Privacy & Security contacts must be identified

• Data control – “No data may leave the Continental United States…”

• Use of Tools – Grids, cross-walks, etc. (HIPAA, NIST, ISO, SAS 70/SSAE 16/SOC, 

etc.)

• Breach Insurance requirement(s) – naming you as a co-insured









Questions, Comments, and/or Concerns…
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