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Cyber Risk to Business Today!

34% ) of organizations lost revenue due to attacks in past year

, ) \ 49% ) of firms suffered at least one cyber ransom incident
of organizations use 10 or more security products <

of privileged users log in from just one to two IP addresses/month
= Activity outside these should be detected and investigated

of organizations lost customers or business opportunities
due to attacks

82%

000

of organizations use pen testing or network forensics ( 60% of privileged users never log out of active sessions

| stated that lack of trained security professionals is a major obstacle
to adopting advanced security pracesses and technology
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Ransomware Cyber-attacks

Gl Methodist il Incident was a result of Malicious email opened, Methodist
< Hospital ﬁ immediately shut down its systems to control spreading.

Y

[Sum Ransomware has ballooned into a
f""-\ $1B business for criminal

enterprises

Ottawa Hospital "

Ransomware %

Alfacks “ Computer network was hit, four of 9,800 & Average amount paid per ransom,
machines. The malware locked down the $1,077 (Symantec Report)
files & Ottawa responded by wiping the
drives.

Hollywood =
Presbyterian
Medical Center

- I # of ransomware detections in
(@IS 2016, about 500,000 (Symantec
- Report)

The malware locks systems
at Hollywood hospital by
encrypting files and demanding ransom to obtain
the decryption key and hospital paid extortionists
a $17,000 bitcoin ransom to unlock its data,
which was maliciously encrypted.

The hackers got into one of the hospital's -

= computers and then spread a malware

program that encrypts the data on computers

CVMC & PVH and then demanded a ransom to unlock the
| servers.
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loT + DDoS = Disruption!

W Average of 414,985 DDoS incidents/month
B DDoS attack speeds ~ 1Tbps

84% of large businesses have experienced at least one DDoS
attack in past 12 months (WSJ)

DDoS attacks cost firms $2.5 M or more in lost revenue (WSJ)
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Cyber Attacks: Global & Sophisticated

— 2 Y

B Use common SQL injection, spear phishing & sophisticated malware to gain initial
access

B Next, used privilege escalation exploits to compromise additional systems & move
deeper inside the compromised firm

How robust is your patch management?

* Perform annual comprehensive risk assessments?
Conduct quarterly vulnerability assessments?

+ Completed a Business Impact Analysis (BIA)?
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Bottom Line: Cyber Attack Lifecycle

Internal
Recon

Inirial i Escalare Complere
con i Privileges Mission
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O Failed to conduct an accurate and thorough risk analysis to
the CIA of ePHI.

O Impermissibly disclosed the ePHI of patients by providing
unauthorized access for a purpose not permitted by the
Privacy Rule.

Fresenius Medical Care

O Failed to implement policies and procedures to address
security incidents & to safeguard their facilities and equipment.

O Failed to implement encryption. J
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Cost of Breaches: Nine Figure Risk!

%l% Over
St.JosephHealth $2 5 M
(- Settlement

a e e Q)

Anthem -
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CYBERSECURITY IS IN
CRITICAL CONDITION

Severe Lack of Security Talent
The majority of health delivery orgs lack full-time,
qualified security personnel

Legacy Equipment
Equipment is running an old, unsupported, and
vulnerable operaling systems

Premature/Over-Connectivity
‘Meaningful Use’ requirements drove hyper-
connectivity without secure design & implementation

Vulnerabilities Impact Patient care
One security compromise shut down patient care at
Hollywood Presbyterian and UK Hospitals

Known Vulnerabilities Epidemic
One legacy, medical technology had
over 1400 vulnerabilities
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Cyber Incident
Response Readiness
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Breach Notification Form

‘ General H Contact |‘ Notice of Breach and Actions Taken || Attestation H Summary

| Breach: Please supply the required information for the breach.

~ Breach Affecting: How many individuals are aflected by the Breach? o0 or pore Individuals ) Fewer Than 500 Individuais

Breach Dates: Flease provide the start and end date (if applicable) for the dates the breach occured in
* Breach Start Date:

*BreachEndDate: [~ ]|

Discovery Dates: Please provide the start and end date (if applicable) for the dates the breach was discovered.
* Discavery Start

Date: -

* Discavery End |

Date: I

= Approximate |

Number of |

Individuals Affected
by the Breach:

= Type of Breach:
Hacking/IT Incident F=

Improper Disposal B

Loss =

Thert B

Unauthorized Access/Disclosure B

 Location of Breach:
Desktop Computer =

Electronic Medical Record B
Email B

Laptop =

Network Server I

Other Portable Electronic Device B

Paper/Films 9

o cfi rst
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Breach Notification Form (contd..)

| General || Contact || Breach || Notice of Breach and Actions Taken || Summary

| Please complete the Attestation form.

Under the Freedom of Information Act (5 U.S.C. §552) and HHS regulations at 45 C.F.R. Part 5, OCR may be required to
release information provided in your breach notification. For breac hes affecting more than 500 individuals, some of the
information provided on this form will be made publicly available by posting on the HHS web site pursuant to & 13402(e)(4) of
the Health Information Technology for Economic and Clinical Health (HITECH) Act (Pub. L. 111-5). Additionally, OCR will use
this information, pursuant to § 13402(i) of the HITECH Act, to provide an annual report to Congress regarding the number and
nature of breaches that are reported each year and the actions taken to respond to such breaches. CCR will make every effort,
as permitted by law, to protect information that identifies individuals or that, if released, could constitute a clearly unwarranted
invasion of personal privacy.

| attest, to the best of my knowledge, that the above information is accurate.

* Name: | Date: 07112016

~ Back | ~ Next

Please review the information on this page for accuracy. When finished, please select the "Submit This Breach Notification” button at
the bottom to submit the breach notification.

If you have any additional information to add to your breach notification, you may call 1-800-368-1019. Please reference the number
given by OCR when submitting your breach notification.

Submit This Breach Notification

+~ Back
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Breach Readiness Plan

Four Key Areas

D ez=n
Detection & Analys

Qe

Containment, Eradication,
& Recover

J

Post-Incident Activity

The 27th National
HIPAA Summit

¥4
W T
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Checklist & Standards
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Conduct Technical Vulnerability Assessment (External,

10
Internal)

11 | Conduct Wireless Assessment

12 | Review Firewall Architecture & Configuration

13 | Review Mission Critical Applications & Their Security

14 | Assess Requirements for Penetration Testing

15 | Evaluate Risk Management Program

16 | Assess Quality/Depth of Security Awareness Training

17 | Review Information Security Skill Capabilities

O |Oojo|jojo|jo|jo)|a
o |Oojo|jgjo|jo|jo)| a

Assess Executive Priority/Reporting Structure for Security &

18 .
Compliance

@cfi rst

The 27th National
H d HIPAA Summit
Checklist for Risk Assessment
STATUS

# Area Comments
YES NO
1 Document Regulations (Federal, State) & Standards That O O

Business is Mandated to Comply (Privacy, Security) With
2 | Assess Policies (Privacy, Security) O O
3 | Assess Procedures (IT, Security) O O
4 | Review Asset Management Process & Documents O O
5 | Review Vendor (Business Associate) Agreements O O
6 | Assess Deployed Security Controls O O
7 | Identify Missing Security Controls O O
8 | Assess State of Encryption Implementation O O
9 | Review Cloud Security for Deployed Apps & PII/EPHI O O
Perfecting the Art of
(©)cfirst| i
The 27th National
1 1 HIPAA Summit
Checklist for Risk Assessment (contd..)
STATUS
# Area Comments
YES NO
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Compliance Mandates

The 27th National
SO 27001: A Global Standard

ISO 27002
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Information Security Policies

Organization of Information Security

Human Resource Security

Asset Management

Access Control

Cryptography

Physical & Environmental Security

Operations Security

Communications Security

System Acquisition, Development & Maintenance

Supplier Relationships

Information Security Incident Management

Information Security Aspects of Business Continuity Management

Compliance

Perfecting the Art of
Active Cyber Defense

@cfl rst

This content may not be duplicated or reproduced in any manner without

written consent from ecfirst. © ecfirst. All Rights Reserved. 2006-2018.




HIPAA Mandates An Active Cyber Defense

PCI DSS: Important Reference HIPAA Summit

PCI DSS Requirements Testing Procedures

12.1 Establish, publish, maintain, & disseminate a 12.1 Examine the information security policy & verify that
security policy that accomplishes the following: the policy is published & disseminated to all relevant
personnel (including vendors & business partners).

12.1.1 Addresses all PCI DSS requirements. 12.1.1 Verify that the policy addresses all PCI DSS
requirements.

12.2 Includes an annual process that identifies 12.2.a Verify that an annual risk assessment process is
threats, & vulnerabilities, & results in a formal risk documented that identifies threats, vulnerabilities, &
assessment. results in a formal risk assessment.

(Examples of risk assessment methodologies include
but are not limited to OCTAVE, ISO 27005 & NIST SP
800-30).
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NIST SP 800-30 Rev 1: Risk Assessment

Step 1: Prepare for Assessment
Derived from Organizational Risk Frame

Step 2: Conduct Assessment
Expanded Task View

) Identify Threat Sources and Events

Identify Vulnerabilities and
Predisposing Conditions

Step 3: Communicate Results
Step 4: Maintain Assessment

Determine Risk

RISK ASSESSMENT PROCESS
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HITRUST CSF

Step] XK STQPZ oo e

Step 3

The 27th National
HIPAA Summit

Self-Assessment » Validation * Cerfification
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= g Getting Started:
Cybersecurity Program

The 27th National
HIPAA Summit
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An Annual Assessment!

Cybersecurity: A Lifecycle
u

. Information A
) &

h_\ o
(3] = ©
=

Q

- osoeen
(©)cfirst| i
Credible Vulnerability Assessment? HIPAA Summit

Infernal

Conduct a VA ‘ 1

Discovering ”~ Validate &
3 Vulnerabilties Remediate Findings

Pen Test

\

Firewall/DMZ o Wireless
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Conduct a
Risk
Assessment

Determine,
Analyze Q.
&

Priorifize
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Cyber Action Required Annually!

ﬁbwelop a credible cybersecurity strategy

Conduct a comprehensive security risk assessment

Perform a Business Impact Analysis (BIA)

3 VRl Repeat all areas above, annually!

Develop a detailed Disaster Recovery Plan (DRP)

Create a cyber incident response plan

Pee

Implement a cybersecurity framework (e.g. HITRUST, NIST CSF) |
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Certification Training A
e . May 22 — 23, 2018
. Certified HIPAA Professional ] Washington, DC |

C S C S Certified Security Compliance May 24 — 25, 2018
Specialist™ Washington, DC
" Certified Cyber Security HlTRUS HITRUST Cybersecurity
Gorliied Oyber Security Archtoct ArchitectsM Auihocizod GSF Aeeer | Otrategy Workshop
@w . PCI DSS Cybersecurity ISO 27001 & 27799 1-Day
Standards Council WOI‘kShOp Workshop
(©)cfirst| e

HITRUST Strategy Workshop

In this fast-paced, fact based HITRUST Cybersecurity workshop you
will:

Senior IT &

Security Professionals

« Learn the process for HITRUST CSF Certification
« Examine about the regulations you can include in one report to “\ /m
save you time, money and resources Ta rget
. I . Senior Audience :
« Determine your specific risks as it relates to HITRUST CSF Compliance
L Management Officer(s)
Certification

* Scope sample assessments in-class

* Meet the MY CSF Tool used for HITRUST from Self-Assessment
to Certification

IT Managers &
Directors

« Include your entire team to determine if you are ready for this
step or when you should add HITRUST to your project plan

« Includes full set of HITRUST Policy Template (one per company)
$1,495 value

« Delivered by ecfirst, Authorized HITRUST CSF Assessor

Review select HITRUST CSF
policies, live, in-class! ;
|
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About ecfirst

Delivering Everything Compliance. Everything Security.
1000s of Clients | Clients in all 50 States | Clients on 5 Continents

HITRUST

Authorized CSF Assessor

D Security O
Standands Cound

Control Your Excitement!

The 27th National

HIPAA Summit

‘>
&& § +1.949.528.5224 Ali.Pabrai@ecfirst.com
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