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Public Data

OCR Breach Portal for 

500+ person breaches 



Elements in 
OCR Database

•Who: CE type

•What: Number affected

•Where: State

•When: Date (reported)

•How:

• Media - EHR, email, paper, …

• Type – Hacking, theft, loss, …

Public data includes a 

limited set of fields



”Outcomes”
•Breaches reported

• ~ events

•Records affected

• ~ people



Breaches Reported 2010-2018: 2,490



Records Breached 2010-2018: 194.4M



10M + Affected = 50% (99.8M of 194.4M)



Cumulative 
affected

Digital enables 

perfect perpetual 

copies...

n.b. Likely includes 

some individuals 

multiple times.



Affected 
per state

Log of breached 

records / population 

of state, 2010-2018



Breaches per million Breaches (n)



Reported breaches by type of CE



Cumulative affected by type of CE



Total Affected vs Breached by CE



HOW IT HAPPENED
Moving from scope to source (or as close as we 

can get) of problem.



Breaches by media location



Breaches by event type



Media location 
vs
Event type

Laptop theft

Server hacking



Media location 
vs
Event type

Server hacking



Changes in location and type in time

Media location Event type



Media location 
vs
Event type

Server hacking

Email hacking

Paper disclosure



Media location 
vs
Event type

Server hacking



FUTURE DIRECTIONS &
FURTHER READING



Events or records?



Thank you

Further reading:

Lui et al JAMA 2015

McCoy et al JAMA 2018




