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Current HIPAA Policy Initiatives

* Request for Information (RFI) on Modifying HIPAA Rules To Improve
Coordinated Care

 Care coordination and case management

* Right of Access
 Opioid crisis and parental involvement in care
* Notice of Privacy Practices

 Comments closed February 12, 2019

* Public comments are now viewable at
https://www.regulations.gov/docket?D=HHS-OCR-2018-0028.



https://www.regulations.gov/docket?D=HHS-OCR-2018-0028

Recent Enforcement Actions

2/2018
2/2018

6/2018
9/2018
9/2018
9/2018
10/2018
11/2018
12/2018
12/2018
12/2018

Fresenius Medical Care North America

Filefax

University of Texas MD Anderson Cancer Center
(CMP)

Boston Medical Center

Brigham and Women's Hospital

Massachusetts General Hospital

Anthem

Allergy Associates of Hartford

Advanced Care Hospitalists
Pagosa Springs Medical Center
Cottage Health

Total $28,683,400

$3,500,000
$100,000

$4,348,000
$100,000
$384,000
$515,000
$16,000,000
$125,000
$500,000
$111,400
$3,000,000



Breaches Reported Involving the Theft of PHI

121
62
2014 2015 2016 2017 2018

* Breaches Affecting 500 or more Individuals



Breaches Reported Involving Hacking/IT Incidents

150 149
113
56

2014 2015 2016 2017 2018

* Breaches Affecting 500 or more Individuals



500+ Breaches by Type

September 23, 2009 through December 31, 2018 January 1, 2018 through December 31, 2018

Improper Other  Unknown
: 1% Improper Loss
Disposal 4%
2%




Breaches Reported Involving Stolen Laptops

21

2014 2015 2016 2017 2018

* Breaches Affecting 500 or more Individuals



Breaches Reported Involving Email Accounts

105

2014 2015 2016 2017 2018

* Breaches Affecting 500 or more Individuals



500+ Breaches by Location

September 23, 2009 through December 31, 2018 January 1, 2018 through December 31, 2018

X

Portable
Electronic

Portable Electronic Device

9% Device
5%



Web-based Video Training for Free Continuing
Medical Education via Medscape

56,000+ Trained on Right of Access from July 2017 — December 2018

Credits Available

Physicians - maximum of 0.50 A4 PRA
Category 1 Credit(s)™
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You Are Eligible For

m AMA PRA Category 1 Credit(s)™
Accreditation Statements

For Physicians

Medscape

Medscape, LLC is accredited by the
Accreditation Council for Continuing Medical
Education (ACCME) to provide continuing
medical education for physicians.
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Reference News Education

Power to get patients
towards aggressive BP goals

http://www.medscape.org/viewarticle/876110



http://www.medscape.org/viewarticle/876110

Consumer Outreach on Right of Access

INFORMATION IS KEY

TO MAKING GOOD
HEALTHCARE DECISIONS
Understand your health history to ask better
questions and make healthier choices. Track your
lab results and medications, get x-rays and other
medical images, or share your information with a
caregiver or a research program

Accessing your health information helps you
make better decisions with your doctor, track
your progress and do more to be healthy.
HIPAA* gives you the important right to see
and get copies of your health information.

Learn more about HIPAA and
your health information rights at:

If think health inf ti ¥ A 2
Y O o O www.HHS.gov/Getit Checkit Useit

healthcare civil rights have been violated,

you can file a complaint at (800) 368-1019. Learn more about the All of Us

research program at:
*Health Insurance Portability and Accountability Act www.nih.gov/AllofUs-Research-Program

el Access to your health information is your right
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A Get it. Check it. Use it.

Information is key to making good health care decisions.
Understand your health history to ask better questions and make
healthier choices. Track your lab results and medications, get x-rays
and other medical images, or share your information with a
caregiver or a research program.

Know your rights
Take control
Get better care

POCKET BROCHURE

Know your rights
Take control

Get better care

http://www.hhs.gov/getitcheckituseit




2019 HIPAA Enforcement Initiatives

* Compliance reviews on the right of access
* Audits of entities that do not report breaches



Questions

 Visit us at http://www.hhs.gov/HIPAA
* Follow us on Twitter @HHSOCR

« Join our Privacy and Security listservs at
https://www.hhs.gov/hipaa/for-professionals/list-serve/



