
Practical Cybersecurity 
for Medical Devices



Medical Devices as Targets 
in 2018





• Easy pivot to clinical / business systems
• Expensive equipment with long lifecycles
• Lack of detection / removal options to remediate attacked 

medical devices. 
• Remote access to data is baked-in
• Hospitals are already understaffed – technology is enabling
• Lack of Security Awareness Training
• 10-15 Networked Medical devices PER Bed
• EHR at its core is designed to be transportable
• Aging technology & FDA regs makes devices easy targets
• Ownership issues between Clinical & IT
• Then there’s the bad stuff……………



Wouldn’t Happen to me…..



10 Biggest Attacks:

Health Equity 190,000 Records 2.65 MM Atrium Health



Example 1: Anesthesia machine shutdown 



Example 2: Hospital Lab 
Hijack

• Used old vulnerabilities not present in newest OS
• Strategically targeted legacy Windows OS
• Spreads across network & USB 

*source: RSA
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USE OF HARD-CODED CREDENTIALS

IMPROPER ACCESS CONTROL

USE OF HARD-CODED CREDENTIALS

USE OF HARD-CODED PASSWORD

IMPROPER CERTIFICATE VALIDATION

PASSWORD IN CONFIGURATION FILE

“Smiths Medical has released update Version
1.6.1 to mitigate the vulnerabilities in the 
Medfusion 4000 Wireless Syringe Infusion Pump.”



What Does a Breach Cost?



Cost of a Mega Data Breach
(1-50 MM Records)

• 2018 Ponemon Institute Study 

• Average cost of breach is $148 per record (up from $141.00)

70,159,895 

3,695,403 

73,439,776 

76,377,778 

Dollars in MM

Detection & Escalation

Notification

Ex-post response

Lost Business

$224 MM 



Practical Prevention



Practical Prevention

• Solve the Clinical / IT problem (Assign program ownership)

• Maintain an Inventory

• Conduct a Risk Assessment – look for Unicorns! (Narwhals!) 

• Implement the Basics
• Antivirus

• Windows Updates

• Network Segregation

• Network Encryption

• Secure remote management for vendors



Practical Prevention (cont.)

• Secure Configuration (Don’t smell like a honey pot)

• Physical Security (USB Locks, Secure Storage)

• Supply Chain Management

• INCIDENT RESPONSE



Questions?



THANK YOU! 

Rob Theriot

Rob@tracesecurity.com
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