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Who is FPF

The Members

130+ 
Companies

25+ 
Leading Academics

10+ 
Advocates

The Mission

Bridging the policymaker-industry-academic gap in privacy policy

Developing privacy protections, ethical norms, and workable business 
practices

The Workstreams

Ethics & De-identification
Smart Cities

Connected Cars
Student Data

Location & Ad Tech
Internet of Things
Health & Genetics



New Technologies Contribute to 
Privacy Tensions

Wearables

Surveillance & Law 
Enforcement

Online & Cross-
Device Tracking

Connected Cars

Use of 
Public Space

Social Media

Privacy
Norms

Big Data & Found 
Data

Artificial 
Intelligence

Algorithmic 
Learning

Re-Identification 
Claims

Smart Home



Surveillance & Law Enforcement



Online and Cross-Device Tracking



Toys…

Smart Home
Appliances…

Home Assistants… Energy Management…



Connected Cars

V2V and V2I 
Communication

“Smart” 
Car



Social Media

Controversial… Hip!



Wearables



Use of Public Spaces



Big Data & Found Data

Notice 
Choice 

Data Quality & Integrity
Purpose Specification 

Use Limitation 
Data Minimization

Security
Accountability

New data sets and corporate research challenge Fair Information 
Practice Principles (FIPPS) and ethical research principles.

COMMON 
RULE



Artificial Intelligence



Algorithmic Learning

Transparency?  Accountability?



Privacy Concerns



One Solution: De-identification



Re-Identification

LaTanya Sweeney & Gov. 
William Weld

Netflix
AOL Searcher No. 4417749

Paul Ohm’s “Database of Ruin”

Demonstrations of re-identification cast doubt on 
anonymization.



Health Data 
Ecosystem

Smart 
Speakers

Health Data Ecosystem is Expanding

Telehealth
& Tele-

medicine

Genetic 
Testing

Electronic 
Health 

Records

The 
Internet of 

Health 
Things

Health 
Information

Tech



Effects of Expansion

Innovative Data Uses

New Stakeholders

New Data Sources & 
Types

Technological 
Development  
Expanding the 

Health Data 
Ecosystem

Also bringing new privacy questions about the 
responsible collection, use, and sharing of data and a 

need for standardized language…



FPF Mobile App Survey

• Question: Do the most popular health apps on 
the most used platforms have a linked privacy 
policy? 

• Commissioned by California’s Attorney General

• Looked at: 100 Health and Fitness Apps, 91 
Sleep Aid Apps, 41 Fertility-Tracking App

• Outcomes: 

• For Health and Fitness apps, free apps were more 
likely to have linked privacy policies than paid apps

• Fertility-Tracking apps had the highest rates of 
having a linked privacy policy than any other group

*Apps were not tested for compliance with stated privacy policies*



App Privacy Still a Challenge



Best Practices for Consumer Wearables 
and Wellness Apps and Devices 

• Released August 17, 2016

• Provides a detailed set of guidelines 
the responsible companies can follow 
to protect consumer-generated health 
and wellness data

• Supported by the Robert Wood 
Johnson Foundation



Highlights
• Requires opt-in consent for sharing with third 

parties

• Bans sharing with data brokers, information 
resellers, and ad networks

• Requires opt-out options for tailored first-party 
advertisements

• Provides access, correction, and deletion 
rights

• Supports interoperability with global privacy 
frameworks and leading app platform 
standards



Privacy Best Practices for
Consumer Genetic Testing Services 

• Released July 31, 2018

• Provides a policy framework for 
the collection, retention, sharing, 
and use of genetic data generated 
by consumer genetic and personal 
genomic testing companies

• Supported by Ancestry, 23andMe, 
Helix, MyHeritage, African 
Ancestry, and Living DNA



Highlights
• Requires detailed transparency about 

collection, use, sharing, and retention of 
genetic data

• Provides access and deletion rights

• Requires valid legal process for the disclosure 
of genetic data to law enforcement and 
transparency reporting on at least an annual 
basis

• Restricts marketing based on genetic data

• Requires strong data security protections and 
privacy by design



Emerging Health Privacy Policy Questions

US Federal 
Privacy 

Legislation on 
the Horizon 

California 
Consumer 
Privacy Act

(CCPA)  + other 
state laws

Pushing us to re-think 
how we have 

traditionally protected 
the privacy of health 

information in the 
United States

General Data 
Protection 
Regulation

(GDPR)

Will HIPAA be exempted from, amended by, or repealed by future 
privacy legislation?



Emerging Challenge: Health Research
• Uncertainty around the legal basis for processing data for clinical 

research under the GDPR

• European Data Protection Board (EDPB) issued a Q&A in January 
clarifying acceptable bases and the interplay between GDPR and 
the Clinical Trials Regulation (CTR)

• Continuing issue: harmonization across member states



Emerging Challenge: Facial Characterization

• Facial characterization tools are increasingly able to reveal health 
information

• When does facial characterization analysis constitute a privacy invasion?

• Accuracy of analysis and the importance of context will need to be 
addressed



FPF Infographic on Facial Detection, 
Characterization, and Recognition Technologies



Emerging Challenge: Genetic Data

• What does it mean when your 
personal information implicates the 
privacy of others?

• De-identification challenges also 
exist for this sensitive information

• Additional protections (contractual 
controls, access controls, and 
security protocols) may need to be 
employed



Thank You

• www.fpf.org
• facebook.com/futureofprivacy
• @futureofprivacy

John Verdi
Vice President of Policy, 
Future of Privacy Forum

jverdi@fpf.org
@JohnVerdi

Follow us!


