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Challenges with CCPA re: health data

Two big problems with CCPA and health data

1) Exemptions for health data are too narrow –
• Clinical trial data is exempted – but should be clinical research data

• No exemption for adverse event and device tracking data 

2) CA’s “deidentification” differs from HIPAA de-identification 
• While simultaneous compliance with both HIPAA and CA de-ID’n 

standards definitely is possible….

• It’s also possible for data sets to be de-ID’d per HIPAA but not CCPA

• Business friction, contracting issues

• Documentation and compliance costs

• Terrible precedent for other state and federal law



CCPA def. of “deidentified”

Current CCPA:

“Deidentified” means information that cannot reasonably identify, relate to, 
describe, be capable of being associated with, or be linked, directly or 
indirectly, to a particular consumer, provided that a business that uses 
deidentified information:

1) Has implemented technical safeguards that prohibit reidentification
of the consumer to whom the information may pertain.

2) Has implemented business processes that specifically prohibit 
reidentification of the information.

3) Has implemented business processes to prevent inadvertent release
of deidentified information.

4) Makes no attempt to reidentify the information.

Note differences from HIPAA – ambiguities, focus on business processes

CA Civ Code 1798.140(h)



The 2019 proposed amendments

A set of medical research and healthcare amendments 

• Broad HC support; agreement reached with privacy advocates 

• Amendments weren’t enacted, but door opened for 2020 

• To have CCPA recognize HIPAA de-ID’n standard for health data

• To expand clinical research data exemption

• To slightly broaden exemption for HIPAA business associates

• To exempt adverse event and device tracking data



AB 713

• Jan 6 - Sen. Mullin put health amendments into AB 713 

• Jan 8 - AB 713 heard in Sen. Health Committee

• Testifying witnesses were ACRO and AdvaMed

• Other supporters included United Health Group, CA Hosp Assn, 
AHIP, BIO, BioCom, CA Life Sciences Assn, IPMPC, Medical 
Imaging and Technology Alliance, PhRMA, and Waldo Law

• Privacy coalition expressed neutrality and said they’d been 
closely collaborating with industry

• Reported out unanimously by Sen Health Committee



AB 713 – What’s Next?

• Post-Sen Health, clarifying amendments written and 
circulating 

• “Urgency clause” added to make it effective immediately 

• The path forward

• Achieve final consensus on details of amendments 

• Sen Judiciary, Appropriations report, Senate floor and 
Assembly concurrence with 2/3 votes, Governor 
signature



What about CCPA 2.0/Ballot Initiative?

CA Privacy Rights and Enforcement Act of 2020

• Yet another definition of de-ID’n with no recognition of HIPAA

(k) “Deidentified” means information that cannot reasonably be used to
infer information about, or otherwise be linked to, an identifiable consumer,
provided that the business that possesses the information:
(A) takes reasonable measures to ensure that the information cannot be
associated with a consumer or household;
(B) publicly commits to maintain and use the information in deidentified form
and not to attempt to reidentify the information, except as necessary to

ensure compliance with this subdivision; and 
(C) contractually obligates any recipients of the information to comply with al
provisions of this subdivision.



Pending Legislation - WA State

• SB 6821 and HB 2742 companion bills

• Enactment in 2020 has been thought likely

• Based on GDPR, not CCPA

• Senate bill has good exemptions for health data and HIPAA 
de-ID’d data

• House bill lacks these

• Wrangling over private right of action and facial 
recognition – bills might fail entirely

➢Even so, including solid health/de-ID’n language would be an 
excellent precedent for other states, WA in 2021, and federal bills



Pending Legislation - NY
NY S 5642

• Divergent definition of de-identification. No HIPAA recognition

• Private right of action. Fiduciary duties for data holders

"De-identified data" means: 

(a) data that cannot be linked to a known natural person without additional 

information not available to the controller; or 

(b) data (i) that has been modified to a degree that the risk of re-identification is 

small as determined by a person with appropriate knowledge of and 

experience with generally accepted statistical and scientific principles and 

methods for de-identifying data, (ii) that is subject to a public commitment by 

the controller not to attempt to re-identify the data, and (iii) to which one or 

more enforceable controls to prevent re-identification has been applied. 

Enforceable controls to prevent re-identification may include legal, 

administrative, technical, or contractual controls.



Pending Legislation - VA

VA HB 473
• Extremely narrow research exemption

• No HIPAA de-ID’n recognition

"Deidentified data" means: 
1. Data that cannot be linked to a known natural person without 

additional information kept separately; or 
2. Data (i) that has been modified to a degree that the risk of 

reidentification is small, (ii) that is subject to a public 
commitment by the controller not to attempt to reidentify the 
data, and (iii) to which one or more enforceable controls to 
prevent reidentification has been applied. Enforceable controls 
to prevent reidentification may include legal, administrative, 
technical, or contractual controls



• Already now have divergent HIPAA and CCPA de-ID’n standards –
should document how de-ID’d data meets both definitions 

• How to manage if more than two de-ID’n standards?

• Narrowness of research and BA exemptions; inclusion of adverse 
event and tracking data in consumer laws

➢Compliance and operational costs

➢Uncertainty 

➢Contractual wrangling; legal disputes and costs

➢Business friction and delays

➢Some data projects may just not be possible under state law

➢Mounting cost of new drugs and devices

Consequences of Divergent State Laws



What can be done to show support for medical 
research and de-ID’d data?

State recognition of federal standards for medical research, 
HIPAA, Common Rule, and de-ID’n of health data is imperative

Good state legislation and definitions will create solid 
precedents for federal legislation

➢Support medical research by advocating for consistent 
HIPAA de-ID’n standard nationwide

➢Oppose inconsistent de-ID’n standards that will lead to 
friction, legal cost, waste – and research delays



HIPAA’s Identification Spectrum

• Protected Health Information (PHI)

• Limited Data Set (LDS) §164.514(e)

• Eliminate 16 Direct Identifiers (Name, Address, SSN, etc.)

• LDS w/o 5-digit Zip & Date of Birth (LDS-“Breach Safe”) 8/24/09 FedReg

• Eliminate 16 Direct Identifiers and Zip5, DoB

• Safe Harbor De-identified Data Set (SHDDS) §164.514(b)(2)

• Eliminate 18 Identifiers (including Geo < 3 digit Zip, All Dates except Yr)

• Expert Determination Data Set (EDDS) §164.514(b)(1)

• Verified “very small” Risk of Re-identification
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GDPR’s Identification Spectrum
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<-or in other words, “Science”
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U.S. State Specific Re-identification Risks: Population Uniqueness 

1E-09

1E-08

0.0000001

0.000001

0.00001

0.0001

0.001

0.01

0.1

1

C
A

TX N
Y

FL IL P
A

O
H

M
I

G
A

N
C

N
J

V
A

W
A

M
A

IN A
Z

TN M
O

M
D

W
I

M
N

C
O

A
L

SC LA K
Y

O
R

O
K

P
R

C
T

IA M
S

A
R

K
S

U
T

N
V

N
M

W
V

N
E

ID H
I

M
E

N
H

R
I

M
T

D
E

SD A
K

N
D

V
T

D
C

W
Y

DoB,Z5

MoB,Z5

YoB,Z5

DoB,Z3

MoB,Z3

YoB,Z3

YoB,Z3,RaceData Source: 2010 U.S. Decennial Census

Graph ©  DB-J 2013 

Combined 
Quasi-Identifier

Legend
DoB = Date of Birth
MoB = Birth Mnth & Yr 
YoB = Year of Birth
Z5 = 5-digit Zip Code
Z3 = 3-digit Zip Code
Race Coding:
White, Black, Hispanic,
Asian, Other
Gender also included
as a Quasi-Identifier 

(States ordered by 
Population Sizes) 

* 4/10,000

1/10->

† HIPAA Safe Harbor does not permit any Dates more specific than the year,
or Geographic Units smaller than 3-digit Zip Codes (Z3).  

†

Not Safe Harbor
Compliant

Safe Harbor

*HIPAA Safe Harbor Risk Estimate

Lo
g 

   
Sc

al
e

Risk

1/Million

16



Poor
Privacy

Protection

Information

D
is

cl
o

su
re

 P
ro

te
ct

io
n

Trade-Off between
Information

Quality
and

Privacy Protection

Ideal  Situation 
(Perfect Information & 

Perfect 
Protection)

Unfortunately,
not achievable 

due to 
mathematical 

constraints

Optimal Precision,
Lack of Bias

Complete 
Protection

No 
Protection

Bad Decisions /
Bad Science

The Inconvenient Truth: 

No 
Information

Lo
g 

Sc
al

e

“De-identification leads to information loss which 
may limit the usefulness of the resulting health 

information” (p.8, HHS De-ID Guidance 

Nov  26, 2012)

17



18



19

Unfortunately, de-

identification public 

policy has often 

been driven by 

largely anecdotal 

and limited 

evidence, and re-

identification 

demonstration 

attacks targeted to 

particularly 

vulnerable 

individuals, which 

fail to provide 

reliable evidence 

about real world re-

identification risks



Misconceptions about HIPAA De-identified Data: 

“It doesn’t work…” “easy, cheap, powerful re-identification” (Ohm, 2009 “Broken 
Promises of Privacy”)

*Pre-HIPAA Re-identification Risks {Zip5, Birth date, Gender} able to identify 87%?,
63%, 28%? of US Population (Sweeney, 2000, Golle, 2006, Sweeney, 2013)

• Reality: HIPAA compliant de-identification provides important privacy protections
• Safe harbor re-identification risks have been estimated at 0.04% (4 in 10,000) 

(Sweeney, NCVHS Testimony, 2007)

• Reality: Under HIPAA de-identification requirements, re-identification is 
expensive and time-consuming to conduct, requires substantive 
computer/mathematical skills, is rarely successful, and usually uncertain as to 
whether it has actually succeeded
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Misconceptions about HIPAA De-identified Data: 

“It works perfectly and permanently…”

• Reality: 
• Perfect de-identification is not possible.
• De-identifying does not free data from all possible 

subsequent privacy concerns.
• Data is never permanently “de-identified”… 

• There is no 100% guarantee that de-identified data will remain 
de-identified regardless of what you do with it after it is de-
identified.

21



• Publicized attacks are on data without HIPAA/SDL de-identification protection.

• Many attacks targeted especially vulnerable subgroups and did not use sampling to assure representative results.

• Press reporting often portrays re-identification as broadly achievable, when there isn’t any reliable evidence supporting this portrayal.

22
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• For Ohm’s famous “Broken Promises” attacks (Weld, AOL, Netflix) a total of n=4 
people were re-identified out of 1.25 million.

• For attacks against HIPAA de-identified data (ONC, Heritage*), a total of n=2 
people were re-identified out of 128 thousand.
• ONC Attack Quasi-identifers: Zip3, YoB, Gender, Marital Status, Hispanic Ethnicity 
• Heritage Attack Quasi-identifiers*: Age, Sex, Days in Hospital, Physician Specialty, 

Place of Service, CPT Procedure Codes, Days Since First Claim, ICD-9 Diagnoses (*not 
complete list of data available for adversary attack)

• Both were “adversarial” attacks.   

• For all attacks listed, a total of n=268 were re-identified out of 327 million 
opportunities. 

Let’s get some perspective on this…
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.

Obviously, This slide is BLACK

So clearly, De-identification Doesn’t Work.
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“When a re-identification attack has 

been brought to life, our assessment of 

the probability of it actually being 

implemented in the real-world may 

subconsciously become 100%, which is 

highly distortive of the true risk/benefit 

calculus that we face.” – DB-J

Precautionary Principle or

Paralyzing Principle?



Re-identification Demonstration Attack Summary

• What can we conclude from the empirical evidence provided by these 11 
highly influential re-identification attacks?
• The proportion of demonstrated re-identifications is extremely small.

• Which does not imply data re-identification risks are necessarily very small 
(especially if the data has not been subject to Statistical Disclosure Limitation 
methods). 

• But with only 268 re-identifications made out of 327 million opportunities, 
Ohm’s “Broken Promises” assertion that “scientists have demonstrated they 
can often re-identify with astonishing ease” seems rather dubious.

• It also seems clear that the state of “re-identification science”, and the 
“evidence”, it has provided needs to be dramatically improved in order to 
better support good public policy regarding data de-identification. 
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Appendix

The following slides provide additional details
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