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Disclaimer

ONC must protect the rulemaking process and comply with the
Administrative Procedure Act. During the rulemaking process,
ONC can only present the information that is in the NPRM as it is
contained in the NPRM. ONC cannot interpret that information,
nor clarify or provide any further guidance.

The public comment period on the proposed rule has closed. ONC cannot address
any comment, suggestion, or statement made by anyone attending the

presentation or consider any such comment or suggestion in the rule writing
process.
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Information Blocking

A. Background

B. Relevant Statutory Terms and Provisions
& Comments Received

C. Proposed Exceptions & Comments
Received
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Background
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Information Blocking i Path to the 21st Century Cures Act

In a 2015 report to Congress,
ONC provided a definition of
information blocking, an
analysis of the extent to which
the practice exists in the
industry, and recommendations
to address the issue.

ONC continued to engage
with stakeholders and
provided ongoing technical
assistance to Congress.

In December 2016, the 215t
Century Cures Act was signed
Into law. It included a definition
of information blocking and
provisions for addressing
information blocking.
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Information Blocking in the 21st Century Cures Act

. A
21st Century Cures Act, Section 4004.

ADefines finfor ABD22(@)0hPHBA)oc ki ngo (

A Authorizes the Secretary to identify, through rulemaking, reasonable
and necessary activities that do not constitute information blocking
(A3022(a)(3), PHSA). J

A Identifies the HHS Office of Inspector General (OIG) as the HHS office to investigate
claims of information blocking (A 3022(b)(1), PHSA) and provides referral
processes to facilitate coordination with the HHS Office for Civil Rights (OCR)
(A 3022(b)(3)(A), PHSA).

A Prescribes penalties for information blocking (A 3022(b)(2), PHSA).

A Charges ONC with implementing a complaint process for reporting information blocking, and
provides confidentiality protections for complaints (A 3022(d)(2) and (3), PHSA).
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Information Blocking Definition in the Cures Act

[TlIhetermi i nf or mat i o meand ap@dtice thatd

(A) except as required by law or specified by the Secretary pursuant to rulemaking under
paragraph (3), is likely to interfere with, prevent, or materially discourage access,
exchange, or use of electronic health information; and

(B) (i) if conducted by a health information technology developer, exchange, or network,
such developer, exchange, or network knows, or should know, that such practice is likely to
interfere with, prevent, or materially discourage the access, exchange, or use of electronic health
information; or

(i) if conducted by a health care provider, such provider knows that such practice is
unreasonable and is likely to interfere with, prevent, or materially discourage access, exchange,
or use of electronic health information.
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What Makes an Individual or Entity an
Information Blocker?

Elements of information blocking

Actor regulated by the information blocking provision
Involves electronic health information (EHI)

Practice is likely to interfere with, prevent, or materially
discourage access, exchange, or use of EHI

Requisite knowledge by the actor
Not required by law

Not covered by an exception
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Consequences of Being an Information Blocker

A Cures Act prescribes penalties for information blocking (A 3022(b)(2), PHSA)

A Health IT developers, networks, and exchanges Y Civil monetary
penalty up to $1 million per violation

A Healthcare providers Y Appropriate disincentives

A ONC proposed a certification ban (A170.581) for health IT
developers in violation of the Conditions of Certification

A Information blocking Condition of Certification (proposed A 170.401)
A Public listing of certification bans and terminations

A CMS proposed public reporting of clinicians and hospitals who submit a
AnNoO0 response to attestation statements r e
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Relevant Statutory
Terms and Provisions
& Comments
Receilved
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NAct orso Regul ated by the I nfor

c——

s | 5] |5

Health Care Health IT Health Health
Providers Developers of Information Information
Certified Health IT Networks (HIN) Exchanges (HIE)
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Who are they?

A a hospital
A skilled nursing facility
A nursing facility

A home health entity or other
long term care facility

A health care clinic

A community mental health center
A renal dialysis facility

A blood center

A ambulatory surgical

Health Information Technology

[%Qﬂ Health Care Providers

A emergency medical services provider A a provider operated by, or under
A federa”y quallfled health center contract Wlth, the Indian Health Service
or by an Indian tribe, tribal

A group practice organization, or urban Indian
A a pharmacist organization
A a pharmacy Aa ficovered entityo
A a laboratory statutory provisions
A a therapist

A a physician
A a practitioner A any other category of health care

o facility, entity, practitioner, or clinician
A a rural health clinic determined appropriate by the

A an ambulatory surgical center Secretary

und

Comments

Some favored the HIPAA definition. Others noted that using the HIPAA definition might be overly broad.
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Health IT Developer of Certified Health IT
Who are they?

An individual or entity that develops or offers health information €A?
technology and which had, at the time it engaged in a practice that is
the subject of an information blocking claim, health IT (one or more)
certified under the Program.

Comments
A Much support for the definition.

A Recommended we cover all developers of health IT under the definition, whether or not their products were
certifedunder ONCOGs Health | T Certification Progr am.
will not be the same for everyone.

A Request to narrow definition so it only focuses on conduct related to certified products.
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Health Information Networks & Exchanges

An individual or entity that satisfies one or both of the followingd

Health A : . o .

: Determines, oversees, administers, controls, or substantially influences policies or
Information agreements that define business, operational, technical, or other conditions or
Network requirements for enabling or facilitating access, exchange, or use of EHI between or

_ among two or more unaffiliated individuals or entities.
() A Provides, manages, controls, or substantially influences any technology or service that
ﬁ J enables or facilitates the access, exchange, or use of EHI between or among two or
more unaffiliated individuals or entities.
Health An individual or entity that enables access, exchange, or use of C
Information EHI primarily between or among a particular class of individuals ﬁ J
Exchange or entities or for a limited set of purposes.

Comments - Noted overlap in the two definitions and suggested we consider combining them.




15

21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT Certification Program Proposed Rule | Information Blocking

Electronic Health Information

We proposed to define electronic health information (EHI)
to mean electronic protected health information (as
defined in HIPAA), and any other information that:

A is transmitted by or maintained in electronic media
(as defined in 45 CFR 160.103);

A identifies the individual, or with respect to which there
IS a reasonable basis
to believe the information can be used to identify the
individual; and

A relates to the past, present, or future health or
condition of an individual; the provision of health care
to an individual; or the past, present, or future payment
for the provision of health care to an individual.

. . ] N
The Office of the National Coordinator for

Health Information Technology
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Electronic Health Information

Where did our definition
of EHI come from?

Congress Our proposed rule
already defined focuses on electronic
Aheal t h i n healthmfarmatiannso
in the PHSA. we leveraged HIPAA
definitions
protected health

= EHI in the
proposed rule

We refined the definition for the
information blocking context.

A EHI may be provided directly from
an individual or from technology that

O Tie MdRituG fial die2idh fo Sise.

i nformati on o AZHIgoesnotinclude health

nel ectroni c

m angprimationghat is de-identified
consistent with the requirements of
45 CFR 164.514(b).

A Identified price information as part
of payment information.

— y‘”ﬁmvm%
The Office of the National Conrdma‘[or‘} ;5 _/C

Health Information Technology

Comments

A Mixed response over the
EHI definition generally.

A Some supported it as
proposed and agreed with
the breadth, but others
thought it was too vague.

A Concern about
differentiating between EHI
and ePHlI.

A Other proposals were
ePHI, observational health
information, and
standardized health
information.
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Price Information

A Request for Comment: We sought comment on the parameters and implications of
including price information within the scope of EHI for purposes of information blocking.

A Requests for Information: Consistent with its statutory authority, the Department is
considering subsequent rulemaking to expand access to price information for the public,
prospective patients, plan sponsors, and health care providers. The overall Department
sought comment on the technical, operational, legal, cultural, environmental and other
challenges to creating price transparency within health care.

A Comments: Over 1,100 comments received

A Including price information in the EHI definition would increase competition and reduce
costs.

A Price information is beyond the scope of the Cures Act and disclosure would harm
competition in the health care market.
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Interfere with Access, Exchange, or Use

t f .tﬁhThe terms Ainterfere witho and Ainterferenceo al
L el S disco&a&eﬁle\ﬁt,eaﬁdtother forms of interference that implicate the information blocking provision.

n |
or materially discoOurageo

AWe interpret Ainterferencedo broadly and to take
AAccess, e x c h Bhesgcencepts are closely related A EHI cannot be used unless it can be

Or usebod accessed, and this often requires that the EHI be exchanged among
different individuals or entities and through various technological means.

We proposed to adopt interrelated definitions:

AR A c c emeans the ability or means necessary to make electronic health information available for use, including
the ability to securely and efficiently locate and retrieve information from any and all source systems in which the information
may be recorded or maintained.

AR E x ¢ h a meamsdhe ability for EHI to be transmitted securely and efficiently between and among different technologies,
systems, platforms, or networks in a manner that allows the information to be accessed and used.

A Us eéans the ability of health IT or a user of health IT to access relevant EHI; to comprehend the structure, content,
and meaning of the information; and to read, write, modify, manipulate, or apply the information to accomplish a desired
outcome or to achieve a desired purpose.
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Interfere with Access, Exchange, or Use

Comments

A Support for the proposed definitions.

A Definitions are overly broad.

A Supported use of existing HIPAA definitions.

A Requested additional clarity/examples regarding what would/would not constitute an
interference.
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Practices that Implicate the Information

Blocking Provision

OVERARCHING PRINCIPLE

To implicate the provision is not necessarily to violate it.

A Imposing formal restrictions on access, exchange, or
use of EHI

A Imposing informal restrictions on access, exchange,
or use of EHI

A Disabling or restricting the use of a capability that
enables users to share EHI with users of other
systems

A Implementing capabilities in ways that limit the
timeliness of access, exchange, or use of EHI

A Imposing terms or conditions on the use of
interoperability elements that discourage their use

A Discouraging efforts to develop or use interoperable
technologies or services by exercising influence over
customers, users, or other persons

A Discriminatory practices that frustrate or discourage
efforts to enable interoperability

A Rent-seeking and opportunistic pricing practices

A Implementing health IT in non-standard ways that
substantially increase the complexity or burden of
accessing, exchanging, or using EHI (for instance,
not complying with section 3004 of the PHSA or
consensus standards)
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Required by Law

What does it mean?

It refers specifically to interferences with access, exchange, or
use of EHI that are explicitly required by state or federal law.

We distinguished between interfe
| awo and those engaged i n pursua
whi ch are not Arequired by | aw. 0
Comments

Requests for clarification regarding the meaning
and scope of Arequired by | aw. o
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Proposed Exceptions
& Comments
Receilved
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Overview of Exceptions

The seven categories of reasonable and
necessary practices, and their corresponding
conditions, are defined through the exceptions
proposed at 45 CFR 171.20171 207.

If the actions of a regulated actor (health care
provider, health IT developer, or health
information exchange or network) satisfy one
or more exception, the actions would not be
treated as information blocking and the actor
would not be subject to civil penalties and
other disincentives under the law.

——

Health Information Technology

Proposed exceptions to the
information blocking definition

»

»

»

»

»

»

»

171.201 6 Preventing harm

171.202 8 Promoting the privacy of EHI

171.203 8 Promoting the security of EHI

171.204 6 Recovering costs reasonably incurred
171.205 8 Responding to requests that are infeasible

171.206 0 Licensing of interoperability elements on
reasonable and non-discriminatory terms

171.207 8 Maintaining and improving health IT
performance
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Overview Objective

blocking for an actor to engage in practices that are
reasonable and necessary to prevent harm to a patient or

another person, provided certain conditions are met. unreasonable risks of harm can
justify practices that are likely to

interfere with access, exchange, or
To qualify for this exception, an actor must: use of EHI. The exception focuses

_ o _ on risks of harm that are specific to
Have a reasonable belief that the practice will directly and substantially
reduce the likelihood of a recognized harm to a patient or another person access, exchange, or use of EHI.

\ / Exception: Preventing Harm

patients and other persons against

Implement a Qualifying Implement a Qualifying
Organizational Policy Individualized Finding
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&* Exception: Preventing Harm

Comments

A Suggested use of HIPAA standard to deny records accessi il i fe or physical| s

A Concern regarding corrupt, incomplete, or erroneous data, and sharing data from third-party
sources that may be mismatched across records.

A Request for more information about what the qualifying organizational policies should
consider/include.

A Request for materials to clarify how ONC will implement this exception.
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&

) Exception: Promoting the
Privacy of EHI

Overview Objective
Under the proposed exception, it will not be information _ _ _
blocking for an actor to engage in certain recognized privacy- It an actor is authorized to provide

access, exchange, or use of EHI
under a privacy law, then the
information blocking provision would
require that the actor provide that
access, exchange, or use of EHI.
To qualify for this exception, However, the information blocking
an actor oproteriive practce must: provision should not require the use
or disclosure of EHI in a way that is
Satisfy at least one sub-exception prohibited under state or federal
+ privacy laws.

protective practices that interfere with the access, exchange,
or use of EHI, and that are reasonable and necessary.

Meet all conditions applicable

to a sub-exception being relied on
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Exception: Promoting the Privacy of EHI

Four Sub-exceptions

An actor must satisfy at least one of four discrete sub-exceptions that address scenarios
that recognize existing privacy laws and privacy-protective practices:

1.

2.

Practices that satisfy preconditions prescribed by privacy laws (e.g., consents and authorizations);

Certain practices not regulated by HIPAA but which implement documented and transparent
privacy policies;

Denial of access practices that are specifically permitted under HIPAA
(e.g., 45 CFR A 164.524); or

Practices that give effect to an individual's request not to share information
(e.g., 45 CFR A 164.522).



