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Topics

 HIPAA compliance testing
e Transaction testing

— Incoming
— Outgoing

e Certification, what iIs it?
* Challenges
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Compllance Testing In
HIPAA

Level 1 — Developmental testing
— Done by the SDOs while developing transactions

Level 2 — Validation testing

— Testing of sample transactions to see whether they are
written correctly

Level 3 — Production testing

— Testing of a transaction from the sender through the
receiver’'s system

“Pilot Production” Projects recommended. Level 21 ?
— Not mandatory, only voluntary

Who certifies the “compliance tester” ?
— HHS declined to certify the certifier.
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Other testing considerations

* Privacy issues
— Testing with synthetic transactions
— Using “live” data or de-identified transactions

o Quality of test data

— Synthetic well defined tests
— “Live” data must be representative of provider’s
business.
* Multiple simultaneous versions of HIPAA guides

* Reporting of test results
— Transaction: 997, 277, 824, other?

— Readable result
« Paper or electronic?
e X12, NSF, or UB92 “reference” error messages?
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HIPAA code sets

Standards for code sets

— Developed by private and public entities
. CPT4 (changes yearly)
- HCPCS Level Il (many new national codes expected)
. ICD-9-CM (small changes yearly, then ICD-10 hits the fan)
. CDT3 (recently implemented in 2000)
- NDC (not quite going away...)
- X12 (new code sets for most users)
- NCPDP (new codes for version 5.1)

— Created codes sets where none were available
» Adjustment reason codes, Payment remarks, etc.

« How are we going to test for code sets?
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Telecommunications

e No HIPAA standards

 Hodgepodge of bulletin board systems
today

* Things to look for:
— Dial-up with Kermit, X/Y/Zmodem
— TCP/IP with FTP for direct submitters

— SSL connectivity over Internet for real time or
fast batch transactions

— Other Internet (EDIINT, PGP+FTP ?) with
encryption
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Business Relationships

« Example « Total Connections

« 6 Players - 100,000 x 20 Physicians
15 C : - 100,000 x 15 Pharmacies
: onnections - 100,000 x 5 Hospitals

o Participants - 100,000 x 400 Payers

: : 100,000 x 5 HMOs
100,000 Medical Sites 100,000 x 2 HCFA

» 55,000 Pharmacies 55,000 x 15 Pharmacies

5,000 Hospitals - 55,000 x 15 Hospitals
- 55,000 x 100 Payers
Lo\ FEYEE . 55,000 X 5 HMOs
400 HMOs ETC.

150 Medicaid, Carriers, e Qver 57 Million
Intermediaries
connections
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Real world

Payer

Provider

O\
|

Simplified Connectivity Model
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| atest HIPAA estimates

Providers: 695,824
— Previous table showed 160,000

Payers: 3,078

— Previous table showed 2,250

Self Administered Payers: 50,000
— Previous table did not consider

Other employer Health Plans 2,550,000
— Previous table did not consider

What does this mean for me?
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Verification

Pretreatment
Authorization
and Referrals
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Claim Status
Inquiries
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Enrollment
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Certification under HIPAA

 Voluntary “Compliance Testing”

e Self Certification
—What Is the value?

e Third party certification
— Not required by HIPAA

— Independent Verification and Validation
mechanism for all trading partners

— May be required by trading partner as part of
the Trading Partner Agreement

e Who certifies the certifier?

— Issues with quality and depth of testing
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The chicken or the egg

 How do | test my transaction ?
—| am almost ready to start testing.

— My trading partners are NOT
(VAT

e Payers say this.

e Vendors say |t.

e Clearinghouses say it.
* Providers say it too.
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“Almost ready” syndrome

e | am not “done” yet...
Almost ready...

—At least | think so... What if | go to
test with my trading partners and it
turns out that | still have a lot of
work to do?

—Save face: | am going to work in
Isolation a little more, until | am
ready.
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Breaking the cycle

e Early phase testing system.
— Start testing as early as possible.

— Confidential Testing against a neutral
third party, not my trading partner.

— Know where you are.

o Late phase certification system.
— Now | am really ready.
— | want the world to know.
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Testing Outgoing transactions

Six levels of testing recommended by SNIP:

— X12 syntax integrity

— Implementation Guide requirements
» Loops, valid segments, elements, codes

Balancing of amounts
e Claim, remittance, COB, etc.

Code sets
e X12, ICD-9, CPT4, HCPCS, Reason Codes, others

Situational requirements
* Inter-segment dependencies

Specialty or Line of Business
* Oxygen, spinal manipulation, ambulance, anesthesia, DME, etc.

 Level 7, 1-on-1, trading partner specific

« Telecom, special contract requirements, etc.
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Outgoing Testing

e Complete testing at all SNIP levels.
 Immediate response, in seconds.

 Multiple “interchanges,” “functional
groups,” or “transactions” per file.

Multiple versions of HIPAA guides.
Errors highlighted and shown with
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| Ele Edt Wiew Favoites Took Help i

J.-’-‘-.gldress IE =ondan3=onkhd=onkbd=ontwd=onth5S=onkbb=ontwh=onkhE=ontbE=ontawB=onkh 7 =onkb ¥ =ontw s =oni T eztS ubmizzionl D=1 EI.'-"E&what=|:u:uth&repnrt=CIick+here+h:ur+the+analysis+repu:urtj E'{)GD_

J & Back - = - &) @| ‘QhGearch (4 Favorites ¢4 History ||%- SEEE &

Rz || | [DTP*338*Da*20010306~ B
23 || | [DTP*431*D8*19871010~

24| | [HIBI:4207BF 426 ~

|24 |H2l]ﬁﬁ? |23l]l] |Luup NM1 {2310B) (Rendering Provider Name) at 3-250 not found, but was expected because the Billing/Pay-To Provider (PRY) is not present

Fl | |Lxr -

6 || | [SV1*HC:U7510%1 238.7 55 UN1 0071~

e | [Py CT*4B~

s || | [DTP*472*RDE*20010310-2001041 0~

28 ||Ba10032 |2dDDIDTF—'--iJS |Th|3 ‘Service Date' cannot be after the Transaction Set Creation Date' (BHT-04)

29 | | [DTP*0117D8*20010305~

E0 | | |REF~6R"AB456~

|3I] |H4I]13Q |242I] |Missing Segment DTP for "Order Date® (DTP-01=938) in Loop 2400. Required when Ordering Provider {Loop 2420E) is present.

| | [MM1*DK*1 *Soothum*Sarah™= 347986721245~

‘31 ‘H2I]l328 ‘ﬁ;ZDEMML ‘The value "986721245" found in NM109 {D.E. 67} at col. 30 does not look like a valid SSN.

Bz | | [NI*HEALING CLINIC™ CLINIC ROV~

=l | (M 4*ARYTOWINMD* 21 299~

R | |REF*1GA54322~

s || | |PER*IC*Sarah Soathum MOTTE*4441 234567 ~

35 H20656 |2420F Segment PER {Ordering Provider Contact...) at 3-530 wasn't expected because the Arterial Blood Gas Quanitity {CR5-10) is not

present&240000BeCR51 T'NEXIST
6 || | [LaruT 0802~
36 H20656 2440 Loop I__Q (2440) [Fur.m Identification Code) at 3-551 wasn't expected because the Attachment Transmission Code (PYWH-02) is "AB-Previoushy
Submitted to Payer L]

|36 |H2I]1ﬁl] |244I]JLQ-I]1 |The "Form Identification Code” indicates a DMERC CME form but none was found in 2400/PWHK-02

EEal | [FRM*1 =17 510~

E | | [FRM*1 B~500~

Ee | | [FRM* G4~

o | | [FRM= 47

e L__laces g
€] Dore |_|_é_|ﬂ Internet
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Testing Incoming Transactions

 Download test data from Claredi to
test your own translator functionality.

* Three types of tests:
— Documented library of Static Tests.
e Both Compliant and “typical errors.”

— Dynamic user generated test cases.
» Test boundary conditions, loop limits, etc.
e Customize at high or low level of detalil.
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J File  Edit “iew Favaorites Toolz  Help ﬁ

J.-’-‘-.gldress IE httpz: /v, claredi. comddownload/wedi_scenanios. php?PHPSE S50 =abd.21 54503 decdBb971 33584 739a7 j E'{’GD_
J = Back ~ = - @ ol | QSEarch [3e] Favoarites @Histur}l ||%-.- = | Ig J%
PIOVTAer nurmper wWitn 8 specTally or 24 (TaX0normy ;I

code?). Related supplies may or may not he paid
hased on the method type. This information is
narmally determined by statefregion. All
comhbinations ofthese items should he tested.

YWB_MBAMES  [Anesthesia Regular anesthesia claims must contain an
anesthesia procedure code with an A% modifier.
Alsn, the number of services hilled on the detail
line must indicate minutes of anesthesia. The
hilling provider should have a specialty of 05
{taxonomy code’)

WB _MBCREMA |[Cedified Registered CRMNA claims must have a hilling provider with &

mHurse Anesthetist specialty of 43. The number of services billed on
the detail line must also indicate the minutes of
anesthesia.
WYWEB_MBFDT Purchased Diagnostic PDT claims must contain a Wl modifier and also
Testing indicate from whom the testwas purchased

iprovider number and include the acguisition
cost of the test,

YWB_MBCHIR Chiropractar Chiropractic claims must hawve a billing provider
numhberwith a specialty of 35, include the initial
treatrment date, condition indicatar (acute, chranic,
etc.) and date of last xray.

WB_MBMSPASN |Wedicare Secondary MSP claims should contain indicators for each
FPayer, Autamaohbile type of primany coverade (auto accident, working
Accident elderly, hlack lung, ESRD, warkman's
compensation, federal emplovees, disahility,
Yeteran's, etc) The claims must also contain the
amount allowed and paid by all primary payers.

YWEB_MBMEFPEBL |[Medicare Secondary MSP claims should cantain indicators for each
Payer, Black Lung type of primary coverage {auto accident, working
elderly, hlack lung, ESRD, workman's
compensation, federal employees, disability,
Weteran's, etc) The claims must also contain the
amount allowed and paid by all primary payers.

WB_MBMSFDI |Medicare Secondary MEP claims should contain indicatars for each
FPaver, Disahility trpe of primary coverage (auto accident, working
elderly, hlack lung, ESRD, warkman's Ll
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HIPAA Testing

* |ncoming transactions

— Payer: 820, 834, 837s, 270, 276, 278, 275
(+HL7)

— Provider: 835, 271, 277, 278

e Outgoing transactions
— Payer: 835, 837cob, 271, 277, 278
— Provider: 837s, 270, 276, 278, 275 (+HL7)

o Self testing, unlimited testing.

* |ncoming static test files defined by SNIP
available for free to the general public.
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Testing Challenges

 How to test my trading partners within the
compliance dates?
— Without becoming their “EDI trainer”
— Without constant disputes and finger pointing
— Without disrupting my production
— Without losing my shirt

« How are you going to test all the low
volume connections?

— How much will “free” testing really cost?
e |s “certification” the solution?
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HIPAA compliant non-sense

e Non-sense data certifiable as In
compliance with IGs.

e Multip

—1G s
com

e levels of testing:

nells out requirements for HIPAA

nliance.

e Minimum requirement.
e Tested as per WEDI SNIP levels 1-6
— Additional “Business” requirements

 Filter out non-sense
* Needed for interoperability
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Examples of “Business”
requirements

“Balancing of dates”
— Transaction, service, admission, etc.

e Transaction specific Issues

— Initial In-patient claim without room and
board revenue codes

e Clean transactions

— Do not mix ambulance and podiatry
services in the same claim
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J File  Edit “iew Favaorites Toolz  Help
J Address IE https: /A, claredi. commyaccaunt/requirement s, php
J = Back ~ = - @ ol | QSEarch [3e] Favoarites @Histur}l ||%-.- = | Ig J%
[] 1] EEEE EEEEEE
[ I . H B e e
CLEAR DATA INTERCHAMGE
=% ] home »my account HIPAA free stuff customer support |
e Edit 'ACME Insurance non-emergency transport (cab)' Requirement
History y
et : Require Allowed Name
Receive Test Files ) ) n
[ [ ArmbulanceCerificationConditionCode
Build a Test File
: el [ o AmbulanceCedificationConditionCode2
My Capabilities
T (@ { AmbulanceCedificationConditionCode3
My Requirernents 4
Wy ek (@ = AmbulanceCerificationConditionCoded
My Contract ® +  AmbulanceCedificationConditionCodes
My Invoice/Receipt ) (@ AmbulanceCertificationConditionindicatar
Search Directory (W v AmbulancePatientyWeight
Change Account Info o " AmbulanceRoundTripPurposeDescription
Change Passward (@ +  AmbulanceStretcherPurposeDescription
Feedback [ AmbulanceTransportCode
 auu [y @ AmbulanceTransponDistance
o« @ AmbulanceTransponReasonCode
() {* AttachrmentFormldentifiar
(@ { AttachmentF ormidentifier-AS
(@ = AttachrmentF ormldentifiers-UT
(@ v AtachmentQuestionbumber |Hors DMERC CMMN Farms
([ {+ Attachment@uestionResponse
(@ o AttachmentQuestionResponse?
{ o AttachmentGuestionResponse3

|@ https: AAwan, claredi. commpaccount requirements. php#

=

I_ ré_ 4 Intemet
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Certification vs. Testing

e Testing Is for yourself, or between yourself and your
trading partners

Certification is by third parties

Certify once, use certification in many trading
partner relationships

— Simplify testing

— Reduce cost of testing phase

Certification should be recognized by all trading
partners

Certification must be done by a neutral third party

Certification process must be disclosed, verifiable,
and accepted by industry
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 If you have a

ought

ruptured appendix,

would you let a doctor operate on

you?
— Painful, life t

— What if the o
In Music, or

nreatening condition
octor only has a doctorate

Philosophy, or ...?

e Qualifications matter.

— The “HIPAA
qualified.

Certification” needs to be
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The “certification” myth

My vendor / clearinghouse is HIPAA
compliant. Why should | have to
worry about it? They are going to
take care of my HIPAA EDI
compliance for me.
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J File  Edit “iew Favaorites Toolz  Help

Jﬁddmﬁ@ httpz: /v, claredi. comdmyaccount/zubmitFileD etailz. php?T estSubmizsion| D=11465PHPSE S 510=a992 ac3ack4 456300968630 2ebcaact? j E'{’GD
J = Back ~ = - @ ol | QSEarch [3e] Favoarites @Histur}l ||%-.- = | Ig J%
Iransaction 53/ .
Identifier _I
Result |dentifier HIPAA Errors Business Errors Warnings
Summary 3 et i S Bt e e g e [ e D
PCLAMOOOT WX XY VXY XNV
PCLAMODOZ w X' X o' v v W' Xl v o X Xy
154789686 wXEXEXSY AV ESY XY
2945953698 Wl W Y Y W Y W Y Y
478159686 WX EXESY A EY XYY
492553936 Wl o W WY Y WY W WYY
495329936 WX XY K YK
34529936 WX X WK Y N Y
Analysis WEDISMIP HIPAA Business Business
Results to Levels Errors Errars Warnings
display 1 - 312 Integrity v v v
2 - Requirement ¥ ¥ ™
3 - Balancing I~ W v
4 - Situational ™ v v
5- Code Sets v v v
6 - Producti Type ¥ v I
Trading Partner v v v
Action Display report;
% Errars and data
" Errors only
" Dataonly
Click here for the analyziz report
Certification Please Review the Claredi Cedification Paolicy
Status: Cedification complete
Support You may allow Claredi Customer Support Reps to view the infarmation in
this file. Click here to review the Claredi Privacy Policy. ;l

|@ Dane
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The “Blanket Approval” myth

(Is testing of the vendor/clearinghouse enough?)

 The issue is Provider Compliance
— Provider’s responsibility to be HIPAA compliant
e Each Provider is different
— Different provider specialty b different requirements

— Different software version b different data stream and
contents

Different EDI format to clearinghouse b different content
capabilities
Different provider site install b different customization
Different users b different use of code sets, different data
captured, different practices, etc.

* Vendor’'s capabilities not the same as provider’s

— Vendor or clearinghouse has the aggregate capabilities of all
its customers

— The Provider does not have all of the clearinghouse or
vendor capabilities
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Certification Challenge #1

e Each entity has unigue requirements
—Commercial business, HMO, Medicare

—Generalist, specialist, ambulance,
anesthesiologist, chiropractor, DME,
etc.

A “generic” certification is meaningless
 What does it mean to be “certified”?

e Must consider submitter capabilities and
receiver requirements
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J File  Edit “iew Favaorites Toolz  Help ﬁ
J.-’-‘-.gldress IE https: /A, claredi. comdmyaccount/showbd atch. php j E'{’GD_
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BillingProviderLastOrQrganizationalMame-1 Allowed v ;|

BillingProviderLastOrOrganizationalbame-2 Allowed

BillingProviderFirstMame Allowed W J

BillingProviderdiddleMame Alloved v

BillingProvidertlameSuffix Allowed

BillingProviderPrimarydentificationtumber-24 Allowed

BillingProviderPrimarddentificationtumber-34 Allovyed W

BillinaProviderPrimarylidentific ationfumber-kix Allowed

BillingProvideradditionalMame Allowed

BillingProviderAddress1 Reqguired v

BillingProvideraddress 2 Allowed

BillingProviderCityMarme Required o

BillingProviderState OrProvinceCode Required v

BillingProviderFostalZonerZlP Code Required v

BillingProviderCountryCode Allowed

BillinaProvideradditionalldentifier-08 Allowed

BillingProviderAdditionalldentifier-14 Allovyed

BillinaProvideradditionalldentifier-18 Allowed

BillingProvideradditionalldentifier-1C Required X

BillingProviderAdditionalldentifier-10 Allowed

BillingProvideradditionalldentifier-1G Alloved

BillingProvideradditionalldentifier-1H Allowed

BillingProvideradditionalldentifier-1. Allowed

BillingProviderAdditionalldentifier-B3 Alloved

BillingProvideradditionalldentifier-Bic Allowed

BillingProvideradditionalldentifier-El Allowed

BillingProvideradditionalldentifier-FH Alloved

BillinaProvideradditionalldentifier-G2 Allowed v

BillingProvideradditionalldentifier-G4a Allowed

BillingProviderAdditionalldentifier-LLI Allowed

BillingProvideradditionalldentifier-5% Allovyed

BillingProvideradditionalldentifier-113 Allowed

BillingProviderAdditionalldentifier-x5 Alloveed LI
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Certification Challenge #2

» Certification of the capabillity to
receive incoming transactions

— Self reporting not enough

—Same specialty or line of business
Issues as In Challenge #1

—Must “demonstrate” the capability
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Contact

Kepa Zubeldia

President and CEO
Kepa.Zubeldia@claredi.com
(801) 444-0339 x205




