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@ Agenda _E
:-husin:ss
1 Business Associate Contract (BAC)
Provisions
1 Business I mpact
1 Challenges of Meeting BAC Provisions
. Practical Steps Towards Fulfilling the
Contractual Obligations
. N NASCO Case Study: One Approach
d  What to Expect from Covered Entities
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@ Business Associate Contract Pr ovisio.

rbusiness 3 Not to use or disclose Protected Health Information (PHI)

not permitted by the Covered Entity (CE)
Use appropriate safeguardsto protect PHI
Report unauthorized disclosuresto CE

Ensure subcontractors and agents safeguard PHI

I S N

Make PHI availableto support individualsrightsto (1)
access/copy PHI, (2) amend PHI, and (3) receive an
accounting of disclosures

L

Make internal recordsavailableto DHHS for compliance

1 Return or destroy PHI upon termination

HIPAA National Practice (@ - Health 3



@ Business | mpact -

»-business

d  Not off the hook under HIPAA Busines Asode
1. Usssand Disdloaures
Jd  Contractual responsibilities 2 Indvidd Rigs
and liability (including state law) e
6. AccountingDisdlosures

- Operatlonal olicy and procedure ‘e
changesto sareguard PHI

Must understand privacy practices In
your organization

Must identify with whom you arereceiving
and disclosing PHI
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Varying oper ational impact depending on
do and your PHI exposure as a business

C,

1-business
t What is your PHI
................................................. exposure and
o core business?
Establish and -
Monitor Privacy
I " Program
! al Develop ™.
|+'|ﬁ Eli ' 8 Privacy P&Ps Wave 3
L @ |....andProcesses
(:JS) Enhance - Wave 2 o
S Privacy Significant’,
g‘ Awareness Y Operational \
- Wavel . Changes and
. Various P&Ps =
\ Operational
Minimal . Changes |
Process ;
Changes

Relationship to Business of Covered Entity

>
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AONEering 1o tne BAC requir
@ capability to fulfill contractu_

»-business

Operational
>Understanding flow of PHI
»Uses and di

ts Processes

>QOrgan

>Depa

> CQ

> sSures
»PHI storage >Tracking requests, actions

>
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(@ Challengesof Fulfilling BAC Provisions

»-business

d Understanding PHI flow and handling
within and outside of organization

d Ensuring subcontractor s meet the same
standar ds

4 Providing assurancesto CEs

1 Developing processesto support
individual rights

d Safeguarding PH| ‘ EJ
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@ Case Study: 8\ NASCO -

»-business

J Background

National Account Service Company LLC

. Transaction processing for 38 BCBS Plans, 6
million members

- 80 million claims per year
Involves many I T vendors
Data and application centers
NASCO Processing System (NPS)

. Tests applications and provides Customer Plan
NPS training
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NASCO Privacy Appr_

------------------------

High and Business
is Related to
Covered Entity

..............

‘‘‘‘‘

\\\\\

wave 3
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@ StepstoMeet BAC Requirements

-business ]  Conduct detailed analysis of each BAC provision,
associated activity, and gap

provision activity gap

m Not to use or m ASsSess uses
disclose PHI and disclosure e
other than policies - I(?Zntgfgric\;lzgy
what Covered = Assess emalill, tréiHin g) and
Entity can or fax, remote = Recommendation
required by access policies
Law = Assess training

d  Assess PHI flow and exposur e (wave 3)

1 ldentify and document business associates and
subcontractors

1 Review current contracts (involve legal)
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@ Stepsto Meet BAC Requirements

»-business

Assess PHI uses and disclosures and
corporate culture

Assess systems to support individual
rights and protect privacy

Assess best practices above HIPAA
BAC requirements

Develop compliance strategy
iImplementation project plan and budget

Desigate privacy responsibility and
develop communication strategy

Consider remediating systems as
necessary

Develop policies and procedures and
workforce training program

AR AR RIRL

HIPAA National Practice (@ - Health 11



@ Privacy | mplemented at NA

»-business

Corporate Privacy

Philosophy and
Brandin
; N/

—
Privacy Policy

HIPAA Privacy
and Project Manager

) Procedures y/
_ﬁ

Individual Rights Standard Release

Complalr)ts Processes and of Information
and Sanctions , SystemSupport Forms

/]

Business Privacy Applicable Privacy Training
Associate and T State and and Awareness
Agent Contracts y g P |A Federal Laws |A Program
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@ What To Expect from CES N

»-business

d  Surveys, periodic audits

d Reguestsfor policies (yoursand your
subcontractors)

d Meet HIPAA regulations now!

i 1%
Iﬁlil‘
]

]
|I1'I|

Be proactive to get ahead of these requests

*Develop communication strategy

*Develop privacy manual, policies, statement

*|dentify CEs, other business associates and agents
*Develop BAC strategy (negotiation, timetable, budget)
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Thank You

Questions?
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