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Privacy Context Matrix (Information Flow)

Other Commonwealth

Agencies .
Community Health

;Iat.bcr)fe;?(gncul ture: Animal bites and foodborne e — Partner Or g anizations
+D. of Environmental Protection: *Requestsfor information about )
particular school-aged children’s *Proposalsfor the funding of

Contemporary hedlth issues (e.g., West Nile ; s e oo
virus), aswell as environmental health issues hedlth issues (e.g., immunization, et ves

; : ; lice)
*D. of Public Welfare: O Y d
or oc(()adu - ll,l(;)d - gare ngoIng reguiatory an *Reports on school’ s nurse activities /

*D. of Aging: Ongoing information regarding *Reports on health operations (eg,, *Notification on health related CoUREunicipal
senior populations screenings) as well as on materias events Health Dept.
purchased and used, for *Requestsfor analysisand guidance
reimbursement purposes on hedlth issues

*Requests for funding for specific
tasks and events

L aboratories *Requests for professional help and

guidance

*Reports of reportable diseases identified in

tests (as defined in the Communicable DO Federal Govt

Rl Blrezsit] O)f «Updates on communicable disease

’ *CDC updates on current events
Com il ty «Information, instruction and direction on
«Reports on Sudden Infant Death syndrome contemporary health issues
*Requestsfor authorizationsfor shipping 1 Of 3
deceased individuals outside of the US

Other State Health Dept.

Case specific information on
communicable diseases (PHI)

Providers

*Ongoing reports of diseases diagnosed
(PHI) .
*Requestsfor assistancein disease- Townships I\gtu?lcll:)p?_] &
related investigations (PHI) General (Iocal govt.) ate rolice

Public *Requests for general health and disease

«Area specific health and information _
«Reports suspicious events and potentia health hazards environmental informeation el allies o2 SlE Rl

*Requests for information and materials through the 877-PA HEAL TH hot line (may *Requestsfor assistance.and (EEERETEEE IMETOE IO o EAEy AT
contain PHI) advice on case specificissuesand analysis (may contain PHI)

«Complaints regarding health services and providers (may contain PHI) concerns (may contain PHI)




Privacy Context Matrix (Information Flow)

Other Commonwealth
Agencies

D of Agriculture: information about vicious dogs and
foodborne poisonings
D of Environmental Protection: survey and test resultsin

Schools

response to inquiries and requests for investigation

D of Education: ongoing sharing of information affecting
school-age children (e.g,. Immunizations)

*DPW: requests for assistance in particular client cases (PHI) as
well as reports on suspected cases of child abuse

D of Aging: general information concerning diseases that may
affect senior citizens

*Ongoing information
regarding health issues
concerning school-age
children

eInformation related to the
nurse' s offices ongoing
operations

Coroners

«Case specific information
regarding SID
*Authorizations for shipping
bodies out of the country

+Ongoing disease related
h information (PHI)
Providers | responses o inquiries

(PHI)

L abor atOI‘ |eS *Referrals for patient services (PHI)

Municipal and
State Police

DOF
Blrezit] Of
Conatigliny
rlezlin
20178

Townships local
Govt.

General Public
*Results of health related

*Responses to inquiries investi g_ati ons
«Publicly availableinformation +On going disease-related
regarding contemporary health issues information sharing

Community Health Partner
Organization

*Ongoing updates and information on
contemporary disease related issues
*Ongoing funding-related communication

*Updates and ongoing
information concerning
health and communicable
diseases

Counties Municipals
Health Dept.

*Ongoing updates and information on
contemporary disease related issues
*Ongoing funding-related communication

Federal Govt.

*Reports on identified communicable disease
*Products of local studies and investigations

Other State Health Dept.

eInformation about specific cases of
communicable diseases (PHI)




Privacy Context Matrix (Information Flow)

L egal Office

Legal
*Channel client complaints that Office
may require legal review, direction

and intervention

*Copies of subpoenas or other

official requests for documents ’
L egal opinion requests

*Responses to inquiries
and requests for assistance

*Problem letters (may have PHI) EXGCl.,Itlve
*Requestsfor information and Offices
assistance (public speaking, drafting DO H
Y health related | etter, etc.) eCommunication regarding
EXEcutiVe | -Requestsfor directionson actionsto Blrezil) O contemporary events in the counties

i be taken . (outbreaks of diseases, etc.)
JEEE Com AAILIR)) ty -%L;monthly activity reports
rlezliq

Jof 9

Other DOH
Bureaus

Bureaus: Communicable Diseases, Other DOH
Chronic Disease and Injury Prevention, *Heslth statistics: Patient specific =3

. PP 5 ureaus
Family Health, Epidemiology, information as part of the statewide
Laboratories, and Health Statistics. immunization information system (PHI)
Information: Communication and Epidemiology, L aboratories, and
directions regarding bureau-specific Communicable Diseases: patient specific
programs information (PHI)
*Chronic Disease and Injury Prevention:
community health activity reports




Privacy Context Matrix (Information Flow)

*Requestsfor information

*Hotline calls (complaint lines, prior
authorization, question denials) — most
calsinvolve PHI

*Client reimbursement — clients will submit
claims for bills they paid (PHI)

*Receive cdls via the Income Maintenance
Hotline (under income maintenance — not a
Fee-for-Service program) —callscomein
because of the relationship with county

assi stance office and access to this number

Clients

Federal
Government

*Receive information about providers
*Receive information and requests from:

*CMS (formerly HCFA)
*GAO (General Accounting Office)

*Receive information from Medicare intermediaries— PHI

*SS Administration (for data matches) PHI

Attorneys
Providers

*Requestsfor information
(PHI)

*Requireasigned release
from the client

DRV
ONIAP
Feefor-Sepyics
Pregranm
1L of ¢

*Requests for prior authorization (will contain PHI) —
several types of prior authorizations - contain
diagnostic information, patient identification, requested
services, medical history, etc.

*Authorize many types of things (provider submitsa
request — via phone, EDS, through contractors, fax,
email (rare), and regular mail

*Many questions arrive viathe web

*Provider Inquiry Hotline — help line available for
providers - (requests are primarily viatelephone &
correspondence) — PHI may be discussed

*Provider enrollment forms (no PHI)

«Claims — submitted to EDS (the contractor for claims
processing); can arrive at Fee-for-Service Program prior
to going to EDS (specia handling claims, sent to wrong
location, etc.)

*Providers can submit claims directly to Bureau of
Program Integrity for purpose of review— BPI forwards
to EDS

*Use the Fraud and Abuse Hotline to register complaints
(also viaaweb site, emails, and can leave an
anonymous tape recorded message)

*No consistent verification procedures for releasing
information at thistime

*OIG (Office of the Inspector General)
*DEA (Drug Enforcement Administration) Governor’s

*FBI (Federal Bureau of Investigations) Contract Office

Medial Staff

*Requestsfrom
constituents are
forwarded for resolution

*Physicians& Nurses
are hired for
consulting

*Notes:

*Fee-for-Service Program only rel easesinformation they
are mandated to release

*Use Administrative Bulletins & emails —for internal
communication of changes

*Send bulletins to providers

*Send clients a Recipient Notice for changes

*Flow is generaly representative of Managed Care and

*Receive requestsfor
information as required for
legal action (e.g., provider

Attorney General/

: Attorney Genera - Fraud
most bureaus within OMAP being sued — record keeper Auditor General / investigations/abuse (PHI)

Medical records are received by BPI and Bureau of providesinformation ) Inspector General ~Auditor General - oversight of
Fee-for-Service Programs spending—PHI
Verification procedures are not consistent at thistime




Privacy Context Matrix (Information Flow)

*EDS enters claimsinto MAMIS —and OIS
works with thisinformation

*0IS has control of the MAMIS database
*Remittance Advice (RA) is created by OIS—yet
EDS mails RA’s directly to the provider on
behalf of the program

Electronic RA’s are also sent by EDS (contain
patient name, procedure codes, diagnosis codes)
— higher volume of electronic submissions over
paper — everyone receives apaper RA unless
they elect not to

*Some claims

*EDS handles the igibility verification system
(on line verification — there are verification
checks in this system) PHI

*Receve refarrals
viathe Department
of Insurance

Dept of State

*Provider licensing
information

Consultants

financial, information technology, etc.)
E&Y

*D&T

*Mercer

*Dry Stone

*Tucker Alan

databases from MAMIS (PHI)

*Hire consultants for avariety of services (eg.,

*Testing consulting services - get copies of

e|nformation for
coordination of benefits
(COB) and recovery

DRV
ONVIAP
Feesfor-Sepyics
Pregram
20116

Automated
Health System

*Monitor and administer
EPSDT - Early Periodic
Screening Diagnosis and
Treatment ( PHI)
Contract for education for
providers and pharmacists
throughout the
Commonwealth

University
of Maryland

*Renal Program
*Facility licensing

*Research (contract)
*Retrospective program for
drug utilization (DUR)
eLooking for adverse
problems — accessto PHI
required

«Contract with University of
MD — education for providers
and pharmacists throughout
the state

*Web-based inquiriesfrom a
variety of sources

*Respond viathe web -
does contain PHI




Privacy Context Matrix (Information Flow)

Dept of State

e|nformation to assist
with provider

Attorneys

licensing

*Respond to requests for
information ( PHI)
*Requireasigned release
from the client

Providers

Clients

*Respond to requests for information
*Hotline calls (complaint lines, prior
authorization, question denials) — most
calsinvolve PHI

*Respond to requests fro client
reimbursement — clients will submit claims
for billsthey paid (PHI)

*Respond to calls received viathe Income
Maintenance Hotline (under income
maintenance — not a Fee-for-Service
program) — calls comein because of the
relationship with county assistance office
and access to this number

Federal
Government

*Provide information as required:

*Medicare Intermediaries

*SS Adminigtration (for data matches) PHI
*CMS (formerly HCFA)

*GAO (Genera Accounting Office)

*OIG (Office of the Inspector General)
*DEA (Drug Enforcement Administration)
*FBI (Federa Bureau of Investigations)

¥

DRV
ONIAP
Feefor-Sepyics
Proejreig)
310116

Contract
Medial Staff

*Physicians& Nurses
are hired for
consulting

*Provide information as
required for legal action
(e.g., provider being sued —
record keeper provides

information ) I nspector General asrequired (e.g., fraud

/

*Respond to requests for prior authorization (will
contain PHI) — several types of prior authorizations -
contain diagnostic information, patient identification,
requested services, medical history, etc.

*Authorize many types of things (provider submitsa
request — via phone, EDS, through contractors, fax,
email (rare), and regular mail

*Respond to questions received viathe web
*Provider Inquiry Hotline — help line available for
providers - (requests are primarily viatelephone &
correspondence) — PHI may be discussed

*Provide information about claims

*Respond to issues reported via the Fraud and Abuse
Hotline (also viaaweb site and emails)

*No consistent verification procedures for releasing
information at thistime

Attorney General/
Auditor General / *Cooperate with Attorney General,

Governor’s

Office
*Respond to requests

about constituentsfrom
the Governor’s Office

Auditor Genera, and Inspector General

investigations/abuse and oversight of
spending — PHI)




Privacy Context Matrix (Information Flow)

AN

*OIS has control of the MAMIS database
*Remittance Advice (RA) is created by OIS—yet
EDS mails RA’s directly to the provider on 4 .
behalf of the program Third Parties
*Electronic RA’s are also sent by EDS (contain Payer S
patient name, procedure codes, diagnosis codes)
— higher volume of electronic submissions over +Respond to requests for
paper —everyone receives apaper RA unless information -

they elect not to coordination of benefits

*Some claims (COB) and recovery
*EDS handles the eligibility verification system

(on line verification — there are verification
checks in this system) PHI

*Provide
information for the
Rena Program &
Facility licensing

Automated
Health System

*Provide information for
research (contract)
DIRYY *Retrospective program for
@VIIAE drug utilization (DUR)
- : *Looking for adverse
F-ee-for-Service problems—access to PHI

*Respond to .
referrals viathe i aejrein] required

Department of 2°0116
Insurance

Consultants *Respond to web-based

*Hire consultants for avariety of services (e.g., inquiries from avariety of
financial, information technology, etc.) sources — usually contains

*E&Y , , PHI
D&T eInformation to monitor and

M administer EPSDT - Early
ez g \ Periodic Screening Diagnosis
*Dry Stone UnIVGrSty and Treatment ( PHI)

*Tucker Alan
*Testing consulting services - get copies of of M aryland

databases from MAMIS (PHI)




Privacy Context Matrix (Information Flow)

*Hedlth & Human
Bur eau of Services Comptroller:

P : P Comptroller | accessto everything —
*Can inquirer against claimsin .. .
Dalta and MAMIS — unlessthe claim is pended funct(ljpmsto review
Claims (need to create an inquiry to resolve spenh‘l ngt— can am?ﬁs
Management K the pended claim) — regular bass, just anything to ensure they

are not paying
not alot of volume something they should

V not (PHI)

Executive
Offices

*Policy office requests for aggregate data for M anaged Care
devd_opi ng rel at_ed policies Pr ogram
«Legidlative office requests on behalf of
legidators (may contain PHI)
*Requests for information from the MAMIS ;

, . . . pays managed care claim
Secretary’s office (may contain PHI) DRV, +Send claim for an aggregate amount to

@A be paid to an HMO — PHI (encounter
: data) is shared with Fee-for-Service
Feesfor-Sepyics Thereis an interface between Fee-for-
1 cejreig Service and Managed Care (continuity

of services as client moves from one to
51016 another)

PHI from/to dll:

*Office of Legal Counsel
*OMR

*OMHSAS

Office of Income Maintenance
«Office of Social Programs
«Bureau of Hearings and Appeals ;Epeg?gsggéyagohn?; 0
*OCYF

iy L . PHI when relevant to
.'g;gj Party Licbility Bureau of Hea”ng client specific requests
*Requestsfor client specific information related to Bureau of . and Appea]s _-Exchange o] :
ongoing litigation (contain PHI) Program Integrity GERTEIE BN Ol
*Request for aggregate data regarding programs Ej(—;?grdmg GLELTLLS
and facilities *Recipient Restrictive

*Receive private client information from providers Program - information
is shared with Office of
Income Maintenance




Privacy Context Matrix (Information Flow)

Executive A
Offices *Respond to requests for aggregate data for

developing policies *Thereis an interface between Fee-for-
L egidlative office requests on behalf of legislators M anaged Care Service and Managed Care (continuity

(may contain _F’HI) _ Pr ogram of services as client moves from one to
*Requests for information from the Secretary’s another)

office (may contain PHI) «Send claim for an aggregate amount to
“ be paid to an HMO — PHI (encounter

data) is shared with Fee-for-Service

*Hedlth & Human Services
Comptroller: accessto
everything—functionisto Comptroller
review spending — can access
anything to ensure they are PHI from/to all:

not paying something they Office of Legal Counsel

should not (PHI *OMR
(PHD) DRYY *OMHSAS

)\ A= +Office of Income Maintenance
: Office of Socia Programs (OSP)
— . s Feefgr-Senvjcs *Bureau of Hearings and Appeals
*Can inquirer against claimsin *OCYF
MAMIS — unlessthe claim is pended Program «Third Party Liability (TPL)
(need to create an inquiry to resolve 6106 +Office of Policy Development OPD
Bureau of the pended claim) — receive on a « Other OMAP
Data and regular basis, just not alot of volume «Office of Medical Director (OMD)
Claims *Requestsfor client specific information related to
ongoing litigation (contain PHI)
W anagement *Request for aggregate data regarding programs
and fecilities
*Receive private client information from providers

*Respond to requests for ad hoc
reports-- may contain PHI when
relevant to client specific requests
-ExchangiI of informationdwith Bureau of Recipient Restrictive
OIS regarding encounter data : :

egardng Program Integrity | program - informationis
v shared with Office of

Income Maintenance




Privacy Context Matrix (Information Flow)

With proper authorization,
information will bereleased to a
family member or personal
representatives.

~

Certain contracted
physicians use a transcription
service

Transcription
Services

*Request for claims
reimbursement are sent
to Medicare and various
hedlth insurers

*SEVC isreviewed by a number
of regulators including HCFA,
DPW, and

the PA Department of Hedlth's
Office of Long Term Care

Regulators

Veterans
Administration

*The center isreviewed

on aregular basisby the
VA and PA auditors.

* PHI may be provided

as part of these audits.

*SEVC outsources physician services,
supplemental direct care nursing services,
Iab, radiology, ambulance, rehab therapy,
mental health services, dental services, ora
surgeon, optometrist, podiatrist,
supplemental staff for pharmacy

/

*Veterans groupswill inquire asto
aresidents military background to
determine eligibility for specific
medals. Inthe past thisinformation
was freely provided but the policy
has been under review.

PADINAA
SeUtHNEaSIEN
\Veeranseener
Loi 3

Department
of Public
Health

*PHI is disclosed to public
health authorities (DPH) and
other authorities charged with
preventing or controlling
disease, injury, or disability.

*PHI is provided to the VA during audits,
when a current resident is treated at a VA
facility, or upon a specific request by the
resident.

Hospitals

*After aresdent is discharged from the
Center, arequest for information must bein
writing and accompanied by a completed,
signed, dated authorization.

A completed, signed, dated, authorizationis
required prior to disclosure of PHI tothe
Dept of Veteran Affairsin response to
requests for claim information.

*Resident’s hedlth information is disclosed to
externa hospitals and the VA for continuity of
care purposes.

*Theinformation is limited to the "minimum
necessary".

eInformation released may include medications
history, any living wills, advance directives,
and medica history.

 After aresident is discharged from the
Center, arequest for information must bein
writing and accompanied by a completed,
signed, dated authorization.

eInformation about current residentsis disclosed for continuity
of care purposes when aresident isreferred for health services
outside of the Center.

*Theinformation released islimited to " minimum necessary".

» An authorization must be on file prior to any other release.

« |If aresident seeks health services outside the facility without a
referral, a separate authorization is required.

*After aresident is discharge from the Center, arequest for
information must bein writing and accompanied by a
completed, signed, dated authorization.

N Health Care
Providers

*PA Department of Labor and Industry

» A completed, signed, dated, authorization is required prior
to disclosure of PHI in response to requests for information
for individual claim for disability benefits under the Socia
Security Act.

« Chester County Aging Services

*Pennsylvania Department of Aging — PHI is disclosed
when this Agency investigates resident complaints
(Ombudsman)

Law
Enfor cement

*PHI is disclosed as required by law
or in response to avalid subpoena.




Privacy Context Matrix (Information Flow)

Veterans *Residents have access to

e . their medical record.
*Medicare and other Administration *Residents provide asocial

health insurers provide *The VA requiresa and medical history.
SEVC with digibility spexific, completed, y
information. signed, dated release V
for information before
information is released
Medicare from their facilities.

PA State
Agencies

*Pennsylvania's Department of Health
and Department of Public Welfare
T r—— PA D M VA report compliance findingsto SEVC.
Center with social and medical SeUUNEESIEN R R R
e e Information is de-identified.
\V/eierelr)s Cepliss
20118

If aresident receives health services as
aresult of an order from the Center's
physician, the hospital or consulting .
physician will provide awritten report Health Care Providers )
back_ to .[h.e Center's physician. and Facilities *Vendors that _a(xjre cor;racttad eélo k;]Jrow de
Theindividual resident must complete, services to residents share healt

sign, and date an Authorization before information with SEVC.

any other health information can be
received.

Vendors




Sample Privacy Context Matrix (Information Flow)

*PHI is released by the applicant (or
his/her representative) to the Veterans .
Homes Division of the Pennsylvania PADMVA Admin

g o Miltey and Veterans PADMVA Admin Protected Health Information is released

Affairs
» The gpplication is forwarded to to the Veterans Homes Division of the
Pennsylvania Department of Military and

SEVC, whereit isreviewed by the : !
Admissions Committee, maintained in Veterans Affairs for routine healthcare

the Waiting Ligt file (or returned to the opqati ons such as assessing quality and
Veterans Homes Division), and is reviewing competence of the work force.
moved to theindividual's Medical *The administration will aso receive
Record at admission. information on patient abuses.

PADNAA
SeltNEESIET

PADMVA

Nursing Centers

PADMVA
Nursing Centers In the event that aresident is

«In the event that aresident is transferred to another PA DMVC «

considering transfer to SEV C, health Home, medical records are released to

information is received with the request the receiving Home.
for transfer

*Theinformation isreviewed by the
Admissions Committee, maintained in
the Waiting List file, updated as
needed, and moved to the individual's
Medical Record at admission







