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“Nothing is more private than someone's
medical or psychiatric records. And, therefore, if
we are to make freedom fully meaningful in the
Information Age, when most of our stuff is on
some computer somewhere, we have to protect
the privacy of individual health records.”

 - President Bill Clinton



HIP A A : Security Challenges

Agenda

� C ri t ica l  Issues -  Landscape & “The threat”

� R e q u irements

� Techno log ies

� E n d -to-end S e c u rity



The Internet Changes Everything

� Low cost  communicat ions

• M o re users = more secur i ty

� S tandards  based

• H T M L , H T T P , J A V A ,

C O R B A , IIO P

� H igh availabi l ity worldwide

• A N Y  D a ta, AN Y  b rowser ,

A N Y  time...



The Internet Changes Everything... How?

� Security

– Use o f  unsecured uncont ro l l ed  networks

– Too  many  Use r s  have  t oo  many  pas swo rds

– Add ing & De le t ing Users  in  Mu l t ip le  Locat ions

� A d m inistration

– D istr ibuted User Account Informat ion

– Password  Ma in tenance  (50% ca l l s  to  he lp  desk)

– Increases  w i th  move to  extranets  &  In te rne t



Secur i ty  and P r ivacy -  The Threat

Who’s the bad guy?  Competitors, foreign governments, 
network hackers, disgruntled ex-employees, news and 
media, curious patients, unauthorized employees, etc?  

How do I protect my information from the 
bad guys, without making employees and 
authorized users less productive?

How can I administer security consistently, 
reliably, and cost effectively across all of my 
distributed information resources ?

Internet
60%

Insiders
40%

Studies show 40% breeches 
are by authorized users, but 
account for 80% of losses.

Source: 2000 Computer Security Institute and FBI Survey



C ommon Secur i t y  B reaches

DATASTREAM 
SNOOPING

DATASTREAM
MODIFICATION

x

PASSWORD 
SNOOPING

PWD

ESTABLISHING
USERS & 

AUTHORIZATIONS
USERS HAVE TOO

MANY PASSWORDS

DISTRIBUTED
SECURITY

ADMINISTRATION



Health Insurance Portability and
Accountability A c t (HIP A A )



HIP A A  Issues: T echnical and Physical
Security

� Know your  users  -  St rong user  ident i f i cat ion and

authent icat ion

� P rotect  data on the move -  Pr ivacy & integr i ty  of

commun ica t ions

� P rotect  data at  rest  -  Access contro l

� P rov ide e f fec t ive  Aud i t  mechan isms -  Proact ive  and

histor ical



Enterprise Security Issues

� S trong user authent icat ion

� P rivacy & Integrity of

commun ica t ions

� Access  con t ro l

� Use r  A c coun t  Managemen t

� As su r an ce  &  C os t  Avo idance

Encryption (RC4,
DES, MD5, etc.)

Smartcards, biometrics, -
PKI (X.509v3 Certificates)

Mandatory Access Control
Policies-Fine-Grained AC

LDAP Directory
Integration

Security Standards
(FIPS 140, Common
Criteria)



Technologies
� S trong A u thentication M e c h a n i s m s  &  P K I

� Encrypt ion

� M a n d a tory A c c e s s  C o n trol

� Use r  Managemen t /D irectory S e rvices -

L D A P

� Audit  C o n trols



New Era Of Responsibilities

                    Age of  E-Heal th

Internet,Internet,
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Security Architecture

Database
Servers

Clients (in C/S )

LDAPDirectory “X”

Browser Clients
DB

DB

DB

Web/App Server



Identification and Authentication
Know your Users



Security Challenges of the Internet

Who is accessing your data?

� Who can  access  your  da ta?

– There are over 40 mi l l ion Internet hosts

today

– You  need  to  know who  i s  a ccess ing  you r
network

� The so lu tion:

– S trong A u thenticat ion of users



Integration with Biometric Devices

Step One:
User enters username

and provides fingerprint.
validates fingerprint

and authenticates login.

Step Two:
Server provides 

login to user on the
basis of fingerprint

authentication.



Integration with Tokens

Token
Security
Server

Step One:
User enters username

and token
information

Step Two:
verifies supplied 

token
 with token

security server

Step Three:
token security

server authenticates
users and

allows login.



Public Key Infrastructure Support

� X .509V3 Cert i f icates for  Authent icat ion

� Secu r e  So cke t s  L aye r  ( SSLv3 )  fo r   Ne twork Integrity
&  Con f i den tiality

� L ightwe ight  D i rec tory  Access  Protoco l  (LDAP v3) for

cent ra l i zed  user  management  and c redent ia l
s torage

� L e a d i n g  P K I Vendors

– Ver is ign,  Orac le ,Entrust ,  Netscape,  Nove l l ,
M icrosoft, G T E , ...



P rivacy and Integrity
 Protect Data “on-the-move”



Security Challenges of the Internet

Keeping Your Data Private

� How can  I ensure  data  commun ica tions are
private?

– 100% of  non-secured Internet  communicat ions

can  be  read  by  an  expe r i enced  use r

� The so lu tion:

– Encrypt ion and data integr i ty insure pr ivacy



Two approaches to Secure
Communication

H a rdware

� F a s te r

� P hys i ca l
dev ice

� May  no t be
available
ex ternally

S o ftware

� Avai lable on al l
M a c h ines

� E a s y  to upgrade

� Less  pe r formant

� Les s  se cu re  ?



S ecure Sockets Layer (S S L )
Standards compliance reduces complexity

� S S L  is  a   industry-standard protocol for using
P ub l i c  Key Infrastructure (P K I) to  secure
Internet connect ions

� S S L  p rovides security by:
– Encrypting al l  traff ic ( including Triple DES)

– Checking the integrity of data

– Authenticating cl ients and servers

– Support ing single sign-on



S ecure Socket Layer (S S L )

S S L  p rovides :

• A u thentic a tion
(checks that the user and server are both
who they c la im to be)

� Secu re  da ta  transmiss ion
(encryption)

� D a ta integrity

www.verisign.com



Encryption

The server and the client 
use the session key 

to encrypt and decrypt 
the information they send and receive

The The 
communication communication 

is is 
encrypted!encrypted!The client uses the selected cypher 

to create a session key 

and sends it to the server



Data Integrity

During the communication, 

SSL uses 

Message Authentication Code (MAC) 

to ensure that there has been 

no tampering 

with the transferred data.

CannotCannot
Hijack orHijack or
“SPOOF”“SPOOF”
the datathe data



Access  Control
 Protect Data at-rest



Access  Contro l:
Enforcement Mechanisms

� App l i ca t ion  Enforcement

– S u b ject to errors

– E n forced within
appl icat ion only

– Requ i res  changes  to
app l i ca t ions  when
po l i cy  changes

• Server Enforcement
– Well-defined

– Strictly enforced, no
exceptions

– No changes to applications
when policy changes

– Flexible policy management



Label Security Controls - MLS:
    Label-based Access

Row Label

User      Label
Dr. Murphy     Sensitive : Ortho,Acute :  Active

Identifiable

Sensitive

Identifiable

Confidential

Sensitive

Sensitive

: Ambulatory

: Ortho

: Radiology

: Disease

: Ortho

: Acute

 : Dep

: Active

: Ret

: Active

:Active

: Active

Data Rows

Levels

Compartments

Groups



Server Based Access  Contro l
Data L abels

� Enables F lex ib le ,  P o l i cy -based Access  C ontrol

� Tools for easy pol icy creat ion / managemen t

� S uppor ts  New and Legacy  App l i ca tions

� P roven for high security environments

Benefits



User Management



The Way Things are Today

� Information is managed in the
applications or in proprietary
directories

� S a m e  information is represented
many dif ferent ways

� H igh cos t o f ownersh ip  assoc ia te d
with  maintenance

� Inabil ity to leverage this information
with Internet ready applications quickly
and easi ly



Security Challenges of the Internet

How To Manage Security C o s ts?

� How can  I reduce  cos ts  and  manage
complexi ty for users?

– Average  co rpo ra te  use r  has  14  passwords

� Users “cheat”  by wr i t ing down or  us ing easy-
to-remember (and break)  passwords

– H igh cost  of  management of  secur i ty  i f  not
managed eff ic ient ly/central ly

� The so lu tion:

– S ing le  s ign-on reduces  number  o f  passwords
for lower cost and complexi ty



S ingle Sign-On
Reduce Costs and Complexity

� S ingle s ign-on to ease use and administrat ion

– Users  l og  in  on ly  once  and  need  on ly  one  password

– S impl i f ies administrat ion

– Dramat i ca l l y  decreases  cos ts

– Increases secur i ty ,  by centra l i z ing log in  process



LDAP: The Emerging Solution

� D irectory service standard
based on the IS O  X .500
specif icat ion

� L ightweight, browser-friendly
cl ient implementation

� P rotocol standard def ined and
maintained by the IE T F

� N e e d  for interoperabil ity is driving rapid
adopt ion



Entries are Identified by Distinguished
Names

dn:uid=ddavis, ou= Orthopedics, o=Mercy, 
c=us
uid:ddavis
password:secret
emailAddress: ddavis@Mercyhospital.com
mailhost:pop1.mercyhealth.com
homeTelephoneNumber:210-555-1212
employeeNumber:13974

LDAP Directory
Service

Users
Employees

Network Resources
Rooms
Devices
Services



E valuated Technology
 Use what works.



Y o u r Appl icat ions: Security Built In?

�C 2/E 3 /EAL4  eva lua ted

– U S  T C S E C  (O range  Book)  C 2 

– Eu ropean  IT S E C  E 3  c e rtified

– C ommon  C r i t e r i a  r e p l a c ed  TCSEC /IT S E C

�  C omprehens ive  Secur i ty Functionality

�  R igorous  Des ign  and Tes ting
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Why Common Criteria ?

ISO Standard 15408 - Common Criteria 
for Information Technology Security Evaluation



E n d -to-end S e c u rity A rchitecture

Web/App
Server

Data
Servers

Clients (in C/S )

SSL

LDAP
Directory

Browser 
Clients

LDAP/SSL
Encryption/ A

uthentication

Encryptio
n/ A

uthentic
atio

n

Encryption/

Authentication

Encryption/ Authentication

Encryption/ 
Authentication



Responsibilities - Summary

� Indus try can  and  mus t bui ld more secure
product through

– better engineer ing

– product  assessments  and fo rma l  eva luat ions

– he ightened inc ident  response

� C us tomers  mus t  be more demanding,  and
more discr iminat ing

� Aud i tors  must review al l  security pol ic ies for
secure conf igurat ions

VendorVendor
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