................... - How to Perform a Large Scale

HIPAA Security Gap Analysisasa

"""""""""" improvement
Roy G. Clay IlI, BSCS, CDP
HIPAA Security Project Coord;nator
_ouisiana State University Health Sciences Center
New Orleans, LA
rclay1@Isuhsc.edu




¢ Covered Component ¢ Non-Covered Component
+Health Sciences Center ¢Agricultural & Mechanical
¢ Pennington Biomedical College
Research Center ¢Law School
¢ Definity Health Plan ¢ Agricultural Center
+LSU at Eunice
+LSU at Alexandria
+LSU at Shreveport
¢ University of New Orleans
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Admissions/mo. Procedures/mo.
¢ 30000+ QOutpatient ¢ 28000 ED visits/mo.
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¢ 600+ Deliveries/mo. Radiology procedures/mo.
¢ 1,000,000 Lab tests/mo. ¢ 2000+ Medical Staff
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¢ Large multi-entity organization.

¢ Dis;’;ributed authority.

¢ Heterogeneo

s infrastructure.

¢ Budget. (Whe

t budget?)

—

¢ Poor organizational communication.

Lack of computer i

od practice

S In . some areas but other ar
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overlooked.

¢ Little (if any) ¢
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e is the Data?

Centrally Administered
Systems

Patient
Management

8 Windows NT Network

New Pharmacy System

LSUHSC

Academic Systems

HL7 Interface

Hospital
AdministeredSystems

Vendor Administered

LSUHSC Clinics
Systems

Medical Records
Storage

Clearinghouse
Vendor

Systems

Vendor Administered Novell Network

ue Cross

Department Medical Transcription

Administered Systems

PACS/IRMS | Biomed
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Ton Down Surveys

Enterprise

Level

Site/Campus

Level

Application

Level
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¢ Training
¢Information-Technology
‘S‘I\‘tel ﬂl U\\elr\.
--------------------------------- ¢Use responses from surveys to guide your




"""""""""""""""""" ¢Provide management with alternatives wherever

\ :
+Don’t wait to complete your surveys and
terviews to begin compiling recommendati

o
>
7]

possible.

¢Make sure your recommendations are supported

by your rest




............. ¢Be prepared to go over things again and again.

¢Make every step educate as well as collec




¢ “20% of HIPAA attorneys are passing incorrect information to

their cIiémts. —AIén Mertz Executivé Vice-President,

Healthcare Leadership Council

¢ HIPAA Is new.

Most of the consultants got t

be experts on

HIPAA by reading about it.
¢ Vendors probably know less about HIPAA Security than you




................................. ¢ Security Management Process
¢Policies, Standards, and Procedures (PSP Not
P&P)
¢Change Management







Policies

Standards

Procedures
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¢ Policies are developed fro

process.
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¢Use request form to initiate and track changes.




the users’ perspective.

nd track critical statistics.
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