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Agenda

• How Well Has the Industry Done?
• Review of Preparations
• Were They Adequate?
• What Has Been the Impact on HIM?
• Training
• Unauthorized Disclosures
• Non-Routine Disclosures and Accounting
• Lessons Learned



How Well Has the Industry Done?

• Why HIPAA?
• Public understanding?
• We the people!
• People power 
• In-house directory



Individual
Rights

•



Right to Privacy

…The right to privacy is an integral part 
of our humanity; one has a public 
persona, exposed and active, and a 
private persona, guarded and preserved.  
The heart of our liberty is choosing 
which parts of our lives shall become 
public and which parts we shall hold 
close.

Justice  Blatz, Minnesota Supreme Court



How Well Has the Industry Done?

• Consumer awareness - AARP
• Preparation
• Policies and procedures
• Frequently asked questions



Review of Preparations

Privacy notice
Complaint process
Policies and procedures
Training
Scanning into HR files
Certificates
Accounting of disclosures



At Least We Have These!

• Privacy official with job description

• Privacy principles

• Education of workforce

• Notice of information practices



More Policies

• Patient Rights

Amendment denial process
Restrictions
Rights to confidential information (alternate 
method of communication)
Access denial process
Accounting of disclosures



And More Policies

• Research  

• Family/friend access

• Media inquiry

• Human resource policy revisions 



Were They Adequate

• Privacy notice – revisions

• Inclusions – state agencies

• Overall



Where Are Requests for PHI 
Processed?



High Percentage - HIM



What Has Been the Impact 
on HIM?

• Requests for PHI disclosure returned
• Fewer requests for PHI
• Attorneys in oblivion
• Tremendous correspondence
• Constant reinforcement
• Administration understanding dilemma
• Recognition for HIM profession
• Team work



Training

• Locating every member of workforce 
with access to PHI

• Keeping log and documentation
• Reinforcement – newsletter
• Keep momentum – professional journals
• Communities of practice
• OCR, HCCA, AHIMA, JCAHO, CMS
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General HIPAA Orientation 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 
Minimum Necessary for Job  3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 
Facility Directory 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 
Communication To Family and Friends 3 3 3 3 3 3  3 3 3 3 3 3 3 3 3  3  3   3 3 3  
Minimum Necessary for Disclosure & Request  3  3 3 3  3 3 3 3 3 3 3 3        3    
Notice of Privacy Practices  3  3 3 3  3 3   3 3 3 3        3    
Marketing & Fundraising 3   3 3 3  3  3  3          3   3  
Consent for Use  & Disclosure    3 3 3   3 3 3 3  3 3        3    
Authorization for Use & Disclosure  3  3 3 3  3 3 3  3  3 3        3    
Individual Request Restrictions  3 3 3 3 3 3 3 3 3 3 3 3 3 3     3   3    
Individual Access PHI  3 3 3 3 3 3 3 3 3 3 3 3 3 3     3   3    
Amendment of PHI  3 3 3 3 3 3 3 3 3  3 3 3 3        3    
Accounting of Disclosure  3 3 3 3 3 3     3  3 3     3       
Specific Allowable Use & Disclosure    3 3 3                     
De-Identification 3 3 3 3 3 3 3     3           3    
Preemption of State Law  3  3 3 3       3              
Complaint Process 3 3  3 3 3       3 3 3            
Business Associate 3 3  3 3       3           3  3  
Best Practices in Privacy & Security 3 3 3 3 3 3 3 3 3   3 3 3 3 3    3   3 3   
Administrative  Requirements 3   3 3                      
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Training Method: 
V =Video 
I  = In-service (lecture)   
C =Computer Based  
T =Text                          

 
* For individual’s chaplain.   If hospital chaplain, see Social Service Director/MGT.  



Responsibilities and Role
• Business associate agreements and 

contracts
• Negotiating
• Administering sanctions
• Mitigation
• Management of patient review and 

amendment process
• Patient relations
• Information security



FAQ

• Workers’ compensation
• Patient representative
• Inmates
• Any and all
• Viewing
• Non-routine disclosures



Exceptions

• Workers’ Compensation

• Office of State Medical Examiner (OSME)



Work Plan - Audit
• List  

policies/procedures 
to revise

• Education plan for 
each policy or 
procedure revised

• Reinforcement

• Communication 
events - plan many 
and perhaps a few 
fairs (market share)

• Compliance audit -
how will you know if 
your policies and 
procedures are being 
followed?

• Do you have a plan?



Unauthorized Disclosures

• Facsimile
• Via snail mail
• Via e-mail
• Verbally – over the telephone
• Sanctions
• Mitigation



Non-Routine Disclosures 
and Accounting

• Section 164.528 describes what does 
NOT need to be accounted for …

• What is left?
Birth/death, communicable diseases, cancer, 
other registries, domestic violence and 
abuse
Incident reporting
Research (patient did not sign authorization) 
under IRB or privacy board waiver
BA disclosures not for TPO



Disclosure Reporting Service (DRS)

• HIPAA mandates that all facilities 
provide protected health information 
disclosure reports to all patients 
requesting their information-April 14, 
2003

• DRS captures, tracks, maintains and 
reports on all requests to view any 
portion of patients’ protected health 
information.



HIM is the Hub

Other…

Lab

Radiology

Clinic

HIM

•Requests logged in at other 
areas are collected on a 
server.

•HIM will have the ability to 
enter data, suspensions, 
restrictions and to print 
reports (Responds +)

•Ancillary areas are data 
entry points only (Disclosure 
Wizard)



Disclosure Reporting Services
Track and report disclosures of patient medical 

information from any department 

•Each disclosure of health information is logged by chart 
management associates or by hospital employees in ancillary 
departments like lab and radiology. Whenever a patient asks 
the question, “who has seen my record?”  Step up to the 
computer and in seconds provide the answer.

• HIPAA compliance 
• Rapid response to requests
• Minimize expense

Needed where:
No method of hospital-wide disclosure capture before Apr 14
Overstretched information systems staff
Desire for high-quality low-cost solution





Disclosure Report - Self



Disclosure Report Self (Suspension)



Disclosure Report (Parent for Minor)



Lessons Learned To Date
• Patients have a new power
• More education is good business
• Frivolous complaints minimized
• Credible vendors using new software
• Automated non-routine disclosure accounting
• Increased patient satisfaction and larger more 

loyal patient base
• Patient confidence
• Increased market share



arobertson@chartone.com

408.453.4473



HIPAA – It’s a Good Thing



Questions and Answers


