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The Factual Background

® In 2002, PharmCo hired 5 new drug
interaction specialists to conduct patient
trials on a potential breakthrough drug

® The employees were hired during a period
of high turnover in PharmCo’s R&D
department

® Rushed process to get new employees
laptops and RIM devices
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One Year Later

3 of the S employees leave to join a new,
competing company

ILaptops are confiscated upon their departure

After a few months, word begins to spread via
Internet message boards that the competing
company will be announcing new drug and
results of extensive patient trials (same type
as PharmCo is developing and set to
announce)
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PharmCo Suspicions

® CEO of PharmCo wants to know who is
posting the message, and whether
former employees stole confidential
data and/or are being assisted by
2 remaining employees

® He wants investigation, and demands it
be fast, thorough and quiet
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Results of Investigation

® Korensic review shows entire drive of
laptop appears to have been copied by
former employee who had laptop
containing PHI files

® Additionally, data from current patient
trials, which also includes PHI, appears
to have been stolen
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Security Rule:
The Four Commandments

Section 164.306(a) provides four general
requirements, which give rise to more specific
standards and implementation specifications.

A covered entity must:

(1) Ensure the confidentiality, integrity and
availability of all electronic PHI the CE
creates, receives, maintains or transmits.

Did PharmCo “ensure confidentiality?”
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Security Rule Commandments

(3) Protect against any reasonably
anticipated threats or hazards that are

not permitted or required under Privacy
241 [N

Disclosure by employees would violate
Privacy Rule

But could the actions have been
“reasonably anticipated™?

Information system activity review

(164.308(a)(1)(ii)(D))

Workiorce authorization and/or

supervision (164.308(a)(3)(ii)(A))
Sonnenschein.
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E  any person or business conducting business

B must report any breach of security
| resulting in disclosure to an unauthorized
nerson
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Michael A. Falzano, Chiei:
Compliance Otiticer
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teekchnologies
_ISome examples:

I UilAUWUIUI IZTU aATLTID

) Theft/piracy
| Inappropriate disclosure
1 Sabotage
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Intellectual Property
*Money
Identity

*Denial of service
*Destruction of
infrastructure and
data
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Computer Crime and Secumnity.

SULVEY.

® CSI/FBI jointly conduct annual survey -
available at www.gocsi.com

® Over 500 security professionals surveyed

® Highlights ot Survey 2003
m Risk of cybercrime remains high

H Even the most “secure’” entities can incur
losses

B Information theft'caused greatest

financial loggiﬂl‘lﬁﬁéﬂlmﬁﬂenial of



Cost o Cybercrme

® Industries are quantifying cost of
cybercrime

® Increased awareness will improve
reporting

® Information to date is incomplete due to:
B Lack of uniform reporting

B Some cybercrimes can’t be easily costed
out

mi.e., what i}&hﬁlﬂﬁﬁhﬁﬂkecurity breach

P EE—
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Who Commits Cybercrimes?

® Employees~

® Terrorists

® Organized crime members

® Students

® Competitors

® Anyone can (‘8 — 80” years old)

* Some studies show that over 75% of computer
crimes are comfitted by édmployees. Others

LLLLLL
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What"s i Your
Computer Sysieni ?

Assets
m Hardware/software
H Intellectual property

m Business and financial plans
m Prospect/customer lists
H Your customer’s data

B Individual-specific information

m Protected Health Information
(PHI/HIP;A&)IH( nsche || le
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HIPAA Security — High Level

® Ensure CIA of electronic PHI
B Confidentiality
B [ntegrity
m Availability

® Protect “against reasonably” anticipated
threats/hazards

® Protect “against reasonably™ anticipated

uses/disclosures

Sonnenschein,
® Ensure complianceby-workforce



HIPAA Security Risk

Think 1nside and outside your circle! e
A DDLU AL a1y Ol
Identity

Thieves

Rogue

Hackers

Employees
*Plan Members

*Patients
Business Partners
Customers

Competitors
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HIPAA Security Risk

Identify and assess your

PANESRS minisrative safemuarisilnerabiliveel Ry vqoNTFe

What’s between your ears?

*Security Management Process
*Workforce Security
*Policies & Procedures
*Awareness and Training
*Compliance Program
*Designated Security Office
*Incident Procedures
*Monitoring /Enforcement
*Contingency Plans
*Sanctions
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HIPAA Security Risk

Identify and assess your

h | safi ds/vul bil !
ANSS gical ateuardsiviinebiliis) | SRraTelee

What’s between your
walls and doors?

*Facility Access Controls
*Workstation Use/Security
*Device and Media controls
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HIPAA Security Risk

Identify and assess your

PANR i luclogical safommardsiminershilites!, Ag7qQiele

What controls are in your
systems and networks?

*Access Controls
*Audit Controls
* Integrity
*Person/Entity Authentication
*Transmission Security
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Aceess Control 1s' Key to
HIV |

.
Access Controls 1 y

STOP

Administrative Safeguards
*Technical Safeguards
» Physical Safeguards

*Intellectual Property
*Money
*Identity

Sab
abotage (;)
[T\
\—/
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A Word About Regulatory
Entfiorcement

® Per Interim Final Enforcement Rule
B OCR and CMS want to promote
voluntary compliance
m Guidance and technical assistance
m Plan to adopt Office of Inspector General
(OIG) approach as “platform™
® [Having an effective security compliance
program is evidence of voluntary

compliance Sonnenschein.
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Eiiective Compliance Program

Excerpt from Federal Sentencing
Guidelines

“An effective compliance program means a program
that has been designed, implemented and
enforced so that it will be effective in
preventing and detecting criminal conduct. Failure to
prevent or detect the instant offense, by itself, does not
mean that the program was not effective. The hallmark
of an effective program is that the organization

rence in seeking-tc
.. OO NCTISCIICI 1o .,
criminal conduct dy=its=employees-and other agents.



Compliance Program I3asics

Hederal Sentencing Guidelines is industry
standard

® Focus on criminal conduct but generally
applicable

® Corporate “good citizenship” model

® Does not offer precise details

® One size does not fit all

® Go to http://wvgw. ussc.g?]rfl for detailed

explanation (CRApEEIB) Gl
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Compliance Program
Elements

Standards, policies and procedures
Executive oversight
“Due care” In delegating authority

Communication and training
plans/programs

Moonitoring/auditing program
Consistent enforcement of standards
Reasonable approachito,incident

NNNNNNNNNNNNNNNNNNNNNNNN



Closimg Points

® Security enables privacy

® Don’t wait until security rule compliance
deadline to act

® HIPAA security standards nicely mirror
elements of an effective compliance
program

® Build a security risk management and
compliance program that is:

m Customized..

. Sonnenschein.
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UNITBD STATES OF AMERICA

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

{1‘}@ “'- o
Division of Frncial Practices

Chief Pavacy Officer

Des: I

As we discussed, the staff of the Federal Trade Commission (“FTC”) is conducting a non-
public inquiry into certain information practices byl cornection with personal information
that it maintains. According to a recent news veport, client data maintained byl on an FTP
seTver was stolen by the former employee& Section 5 of the FTC Act prohibits
deceptive or unfair practices, including misrepresentations about security practices and unfair
practices that cause substantial injury to consumers. Accordingly, we are secking to determine
whether IR or its clients’ representations and practices regarding the handling of consumer
information raise any issues under Section 5.

Sonnenschein.
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Unless otherwise stated, the scope of the inquiry is from January 1, 2003, to the present.

Please provide the following:?

1.

The complete legal name of Il and all other names under which Jllllllbas done
busincss; the corporate mailing address; and the date and state of incorporation.

Copies of all policies describing the privacy and security practices employed by I at
the time of the incident referred to above.

All documents containing or relating to representations Il has made to clients and/or
consumers regarding [l safegnarding of consumer personal information in its
possession, custody, or control,

All information and/or docurnents related to the security of the FTP server from which
information was stolen orimproperly accessed; the security measures in place to protect data
posted on the server; policies governing the proper use of the server; persons with access to
the server; and all logging, monitoring or backup procedures for the server.

All information and/or documents regarding the files that were stolen by or potentially
accesgible to unanthorized individuals, including;

Sonnenschein.
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QT e : >
® Should we call law enforcement:
m How wi_l_l the government’s involvement help us?
m How will the government’s involvement hurt us?

Sonnenschein.
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Do you want torcall the

Government 7

YES IN(O)
(‘|’ ! [ [ a S a - I [ I
Sends poweriul message to would-be Goyernment may moye slowly
predators - we will report you
1 J J (
WL J | N 9 C ’
Cost-effective Exposing internal
9 9 [® ()
. ™ o o workings/information
Government has powerful tools - Search =
Warrants, Grand Jury - versus voluntary . . o o
e i S Potential bad publicity
production of documents in discovery =
Get mandatory restitution for low LLose control over matter
investment (MVRA)
. ) (=) [
e Disruption of our business
LLow likelthood of civil recovery .
o o [} ® 4 r I [4 1 J [d ' s} al
Bad publicity from lawsuit Fotential unclean hand
It’s a crime, it’s the right thing to do. Coordmation/ Interxference
Issues

Sonnenschein.
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Incident Response Practice
Pointers

® Oyverreacting

® Failure to be very specific (tech staff-lawyer miscommunication)
m Scanned, probed, attack, denial of service, back doors, trojans
m Don’t confuse an intrusion with a fishing scheme

® Failing to follow response plan, if one exists

® Failing to look at text of policies

® Failing to keep track of response actions

® Premature notifications - cannot unring the bell
m Proof of specifics and scope of illegal conduct
m Understanding of loss issues

® Failure to follow forensic procedures

® Failure to involve counsel’s office at the early stages

Sonnenschein.
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Mistakes - Civil Investigations

® Assuming you have civil powers you do not have
u Federal discovery is not immediate

B Some states are much better than others for pre-litigation and
post-litigation discovery

® Not understanding ISP notification policy
m ISPs will not notify subscriber based on government request
m ISPs WILL notify subscriber in response to civil subpoena

® Not thinking creatively

B Many lawful and helpful solutions
m Investigative solutions - web-bugs, cookies
m Consent

® Internal Cases need external assistance
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Contacts

W. Reece Hirsch
(415) 882-5040
rhirsch@sonnenschein.com

Michael Falzano
(318) 862-3477
Mike. Falzano@trizetto.com

Christian S. Genetski
(202) 408-6463
cgenetskiwsonnenschein.com







