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KNOW WHAT YOU DO



SAY WHAT YOU DO



DO WHAT YOU SAY



The Compliance Chain

Develop Privacy  Gather Info Update EDUCATE
Strategy, Identify =~ Assess EDUCATE

Key Participants Practices To Comply EDUCATE
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Monitor, Audit, Maintain



Know What You Do

« Who should participate?

* (Everyone!)
= Compliance
= Legal
= Sales/Marketing
= UW
= Customer Service
= Claims
= (All parties with data
handling responsibilities)

« Senior support is critical
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Know VWhat You Do

Find all of your uses of customer data
Why do you use it?

= Marketing

= Underwriting

= Administrative processing

« Claims handling

= Aggregate reporting

= Secondary distribution

How long do you keep It?
Review against applicable standards



Say What You Do

' Create a master policy

= |dentify categories of data
and the uses for each

= Make it available to
customers as appropriate

= Do current business
practices support the
disclosures made?

= Don't forget your website!




PoVWWhat You Say

« Security (stay tuned!)
« Education

Perhaps the most
Important component
In your privacy policy
Educate yourself

Educate all data
handlers

Educate your boss
Educate your vendors




Do What You Say

* Ongoing Compliance
= Add privacy considerations to all' product
development teams

= Add privacy considerations to all marketing
plans

s Consider external audits

= At a minimum, use designated privacy
professional to push regular privacy audits of
multi-channel, multi-level practices



Know: the Space



Are you a master of your
profession?

Media

Advocates
Regulators
Legislators

* Professional
Associations

* Local Network




Know. the NMedia

SECURITYS;PRIVACY

u'.g'-wh'lnr.lf.-rnniw.

EETES




Tell the Truth

* \When the media calls — tell the truth

* \When the media calls — don't answer if
you are not sure

« \When the media calls — follow up If you
have better responses later

* WWhen the media calls — don’t obfuscate



Know the Advocates
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American Civil leertles Umon ﬂ

aUS. PIRG

Consumers
Union

Monprofit Publisher of Consumer Reports



International

Association of
Privacy Professionals

1app

international association of privacy professionals




Stay’ Informed!

lapp

international association of privacy professionals

August 18, 2003

The IAPP is the world's

leading association of

privacy and security
professionals. With more
than 1,000 individual and
corporate members, the
I14PP iz helping define and
support the profession of
privacy by being a farum
for interaction, education

discussion across
industries.

Join IAPP Today!
Individual
Corporate

Corporate Sponsors
Platinum:
ePrivacy Group
Intel Corporation
Ponemon Institute
PricewaterhouseCoopers

s of identitv theft .



Thanks!

J. Trevor Hughes
Jthughes@maine.rr.com



