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PRIES Of Disasters
— \Ja't Jra Dlsasters

— Nee tal Disasters
In entlonal Disasters

= «w 5.0/ of businesses that cannot recover from a

— = disaster within a week go out of business
= ;f_- =_permanently

® Garner Group expects that 1/3 of US businesses
are not prepared for major disaster.



SecuerEarthiguakerin 20001 cost 2.0 billion dollars

r Jrch:Jr 'Andrew (FL, LA) in 1992 cost $1.8
ojlliggiel IIars

J J\/erLH' Floods (IL, IA, KS, MN, MO, NE, ND, SD,
— W I)iin 1993 $1.1 b|II|on doIIars

o |/ quake iIn 1994 caused $15.3billion dollars of
—damages
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o [Dzjie] Jos ses cost businesses 11.8 billion
46)larsiin 1998.

EE]ngk fed that 3% of disasters were by
.sz, tlral causes while 32% disasters were
= caused' by human error.
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Nirluses
= S0DI J f astest Virus in history
SIGIoL nded Air Canada, Lockheed Martin

:: mer Worm
; — | ﬁpérWorm?
_,, ZI' heft
"~ —Tri-West lost 550,000 medical records
— Hacker gained access to UW Medical Center
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J Requ]g-" PECIICations:

= JFJ"EE}-'H'@ plan

& Dise ASter recovery plan

.-._—;- hergency mode operation plan
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== 0 Addressable Specifications:
~ —Testing and revision procedures
— Applications and data criticality analysis



i u_‘ i and implement procedures to
teé and maintain retrievable exact
cOPIES  of electronic protected health

_ luliels ‘mation

_‘.. » Tiest and practice restoring from backup
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~ o Consider off site storage
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ginmary goal of a disaster recovery plan IS
PONTIIT lze the effects of a disaster.

Stals a h procedures to restore any loss of
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Establ_]i to secure electronic
priotecied health information while
BPEal ing In'emergency mode.

- lelslg |fy critical business processes
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lig ple;r-‘ it procedures for periodic testing
Zllel eV ISion of contingency plans.
C ou\ er employee turnovers,

astructure changes, hardware and
thware changes, etc...
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0 rsseﬁ the relative criticality of specific
gPPlications and data in support of other
o] ] gency plan components.

_ent|fy resources and subsystems that
n—"étlpport critical functions such as, patient
- scheduling, billing, payroll, and patient
care services.
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